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Preface

The most important motivation for the emergence of this work has been to
present a novel perspective on the issues discussed from the management
perspective. From this point of view, it has been addressed in order to
contribute to the use of the information revealed in business processes,
especially for practical use. The progress brought about by technology
every day, the effects of these developments on business processes, and
the psychological pressure on the process owners cause the necessity to
deal with the issues from an interdisciplinary perspective. It is examined
in this work from an interdisciplinary perspective, which is stated about
blockchain application in various sectors. Despite the speedy development
process of the technological dimension of the blockchain, the handling of
this technological development, especially in social sciences, lags behind.
For example, while emphasizing the positive effects such as economic,
social, and even individual opportunities and cost reductions, the adverse
effects of blockchain applications are not emphasized. In this respect, it
becomes essential to explain the said development by considering the
risks arising from both practices and negative aspects.

By giving this information in the work, a study has emerged that will
contribute to professionals from both academia and the business world.
This work, which emerged with the authors contributing from different
countries; is the result of an effort to be a reference source that will enable
the emergence of new publications and new approaches in practice. In this
context, we hope that it will be a source of new ideas and thoughts.

We sincerely thank our relatives and colleagues who supported us
throughout this book production process. We express our appreciation
for the efforts of our contributing chapter authors, and we sincerely
congratulate all of them for participating in effective teamwork.

Sezer Bozkus Kahyaoglu
Vahap Tecim
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Chapter 1
Introduction

Sezer Bozkus Kahyaoglu'* and Vahap Tecim?

Blockchain is built upon a decentralized system of data management, and
utilizes a peer-to-peer infrastructure (Marsal-Llacuna, 2018). It is a fact
that blockchain applications have an enormous potential for industries
and services as a basic and permanent solution for trust and transparency
problems in the business world. Blockchain-based applications
have revolutionized various industries worldwide. The features of
transparency, security, and immutability offered by blockchain have made
it suitable for fulfilling diverse requirements in different business fields
and technological domains. This book aims to provide valuable insights
to professionals and academics, as there is limited research available on
Blockchain applications from a management perspective (Nesrene and
Imene, 2022).

Blockchain is widely recognized as a “disruptive technology”
capable of reshaping our social and economic systems. The key idea is
that blockchain has the potential to transform the delivery of products
and services, providing organizations with new perspectives to gain
a competitive advantage and enhance their financial and operational
performance. It is worth mentioning that blockchain technology serves
not only organizational purposes but also holds strategic significance
in facilitating peer-to-peer communication and securely storing a
chronologically linked registry of transactions through cryptographic
techniques (Kowalski et al., 2021).

! Assoc Prof of Finance, Kyrgyz Turkish Manas University, University of South Africa,
University of Johannesburg.

2 Professor of MIS, Dokuz Eylul University.
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2 Exploring Blockchain Applications: Management Perspectives

Cryptocurrencies, especially bitcoin and generally accepted digital
currencies are developing based on blockchain technology. While digital
currencies and their applications are well-known for their usage and
popularity, blockchain technology represents a “digital innovation” that
introduces a trust-enhancing and transparent element in the digital era.

Blockchain has the potential to become the cornerstone and a
“crucial tool for civil law” in the digital realm. It can serve as a new
coordination mechanism that reduces transaction costs, expands trust,
and enhances transparency in various practices. By enabling secure and
reliable communication blockchain facilitates the establishment of mutual
relationships in the digital age. Given its extensive range of applications,
it is important to consider the broad-reaching and interconnected impact
of blockchain across multiple sectors and sub-sectors, together with its
widespread and far-reaching effects.

Blockchain is widely recognized as a “disruptive technology” that
has the potential to reshape our social and economic systems. It is often
referred to as the “new internet”, “internet of trust” or “internet of
value” to define blockchain applications. Some authors even argue that
blockchain-based applications are the most transformative form of
technology since the introduction of the “World Wide Web”. However, this
well-known technology is not well-understood by many people. For this
reason, it is necessary to develop well-informed blockchain applications
based on the managerial perspective of the technology and its probable
foundational implications (Akgiray, 2019).

From this point of view, in this study, an attempt has been made to
show and explain the applications of blockchain in different sectors as an
example of the best practice. The link between the conceptual framework,
which can form the basis of these explanations, and the studies dealing
with the subject in the literature is also revealed together with the
bibliometric analysis.

The chapters in the book have been prepared by a team of writers with
both academic and professional work experience. Thus, practical examples
are presented within the framework of ethical principles, emphasizing
the conceptual framework and theoretical foundations of the subjects,
as well as different needs in the business world. Blockchain applications
are generally used in a wide variety of sectors within a financial and
non-financial scope. In this respect, the book aims to explore different
fields, including the private and public sectors from a management
perspective. Accordingly, brief summaries of the chapters in the book are
given as follows:

Chapter 2: Fundamentals of Blockchain: This chapter includes key
definitions and technical concepts related to blockchain applications for
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the true understanding of the topics covered in the book and the creation
of a common language for the readers.

Chapter 3: Bibliometrics Literature Review of Blockchain: The key
works in the literature on blockchain applications are examined through
bibliometric analysis. It has been attempted to provide a contribution
including recommendations for new research topics. Future trends and
potential research topics are presented with a systematic approach based
on a critical literature review process together with major studies on
blockchain best practices in the business world.

Chapter 4: Challenges of Blockchain Applications: While blockchain
applications have many advantages for organizations, successfully
implementing them is not easy. All aspects of the factors affecting
the success of blockchain applications and emerging difficulties are
discussed herein. The major challenges, problem areas, and emerging
technology-based risks of blockchain applications in practice are
introduced. This study was originally funded by Karabuk University
Scientific Research Projects Coordination, Tiirkiye, with project number
KBUBAP-22-UIP-163.

Chapter 5: Security and Privacy on Blockchain Applications: Security is the
basis of the advantages of blockchain technology. This chapter discusses
all aspects of security and privacy issues and provides details to readers
with a basic management perspective.

Chapter 6: Blockchain Applications in Healthcare: The key areas of
change, opportunities, threats, weaknesses, and strengths that blockchain
applications reveal in the healthcare sector are presented based on SWOT
analysis.

Chapter 7: Blockchain Applications in Security: Technical information
about the cryptographic algorithms and hash functions that are the basis
of the blockchain and their security functions is presented.

Chapter 8: Blockchain Applications in Contract Management: This chapter
describes the challenges, opportunities, and advantages of smart contract
types for the use of smart contract models based on blockchain technology.

Chapter 9: Blockchain Applications in Marketing: Comprehensive
explanations are presented within the framework of the innovations,
opportunities, and risks that blockchain applications bring to the field of
digital marketing.

Chapter 10: Blockchain Applications in Banking: The financial sector,
particularly banking, has been the starting point where blockchain
applications have made the most impact. This chapter explores the basic
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elements of the new banking approach based on blockchain technology
and discusses and reveals future expectations.

Chapter 11: Block Chain Applications in Financial Markets: The main
characteristic of blockchain technology is that it supports a decentralized
structure. This structure has the potential to transform the functioning
and future expectations of financial markets. However, there are risks as
well as positive aspects of this transformation process. In this chapter, the
scope, and effects of the change in financial markets are explored in all
aspects based on blockchain applications with a management perspective.

Chapter 12: Blockchain Applications in Health Service: Data security and
accuracy are important in healthcare services, which is one of the sectors
where sensitive data is located and hence has the potential for being
frequently abused. In this section, the background of the close relationship
between the technologies used in the health sector and blockchain
applications in the literature is investigated and the current situation is
revealed through bibliometric analysis.

Chapter 13: Good Governance and Ethical Perspective of Blockchain
Applications: The investigation of blockchain applications in terms of
corporate governance and ethical standards is the subject of this chapter.
In this context, there are two basic research questions. RQ 1: What are the
ethical implications of applying blockchain applications? RQ 2: Are the
users of blockchain applications applying good governance practices to
mitigate ethical implications? For the analysis, QES, PRISMA, and CAPS
techniques are applied. Policy recommendations are made based on the
empirical findings.

Chapter 14: Blockchain Applications in Government: This chapter
focuses on the utilization of blockchain technology in addressing the
crisis of state legitimacy and its reproduction. This analysis involves
an examination of state websites implementing blockchain as well as
blockchain related documents from the Organization for Economic
Co-operation and Development (OECD), and the European Union (EU).
Policy recommendations based on blockchain applications are provided
for governments in light of these findings.

Chapter 15: Blockchain Applications in the Public Sector: In this chapter,
blockchain applications in government systems such as the electoral
system, taxation, foreign aid and external debt, procurement, and
property registration have been analyzed considering various countries’
experiences. In addition to the positive aspects offered by the application
in each implementation, an attempt has been made to assess the problems
that have arisen and the potential threats. Policy recommendations are



Introduction 5

made for public services that could benefit from the implementation of
blockchain technologies.

Chapter 16: Good Governance and Ethical Perspective of Block Chain
Applications: In this chapter, the advantages, and disadvantages of
blockchain applications within the framework of corporate governance
and ethics are discussed. A conceptual framework is given about good
governance, ethics, and blockchain applications based on the changing
business model landscape.

Chapter 17: Accounting and Auditing Perspective of Block Chain
Applications: One of the areas where blockchain applications are most
affected is accounting and auditing. In this section, how accounting
and auditing entered the process of change and transformation, the
opportunities provided by the innovations that started with the blockchain
applications, and the new risks that emerged are presented with examples.

An attempt has been made to reveal work that can guide future studies
in the direction of providing information for blockchain applications
within the managerial perspective. Please note that all the authors who
contributed to the book are ready to cooperate and open to collaboration
if requested.
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Chapter 2

Fundamentals of
Blockchain

Abdulkadir Tasdelen

2.1 Introduction

One of the most groundbreaking and revolutionary technologies to
emerge in recent years is blockchain technology (Nakamoto, 2008). It's
understandable that both organizations and consumers are keen to
embrace this technology, considering its potential to transform a variety
of industries, including finance, health, and supply chain management
(Swan, 2015; Tapscott and Tapscott, 2016).

This chapter will delve into the fundamentals of blockchain technology,
accompanied by numerous examples of its applications in various
fields (Antonopoulos, 2014). There are vast blockchain applications,
encompassing everything from cryptocurrencies (Nakamoto, 2008) to
smart contracts (Gupta et al., 2020). Throughout this chapter, you will
gain insights into the fundamental concepts essential to grasp before
delving into blockchain technology. You will explore the exact definition
of blockchain technology, its underlying structure or architecture, the
different types of blockchains and consensus protocols employed.
Furthermore you will discover crucial considerations for those intending
to use blockchain technology when selecting a blockchain network type.

Department of Software Engineering, Ankara Yildirim Beyazit University, Ankara, Tiirkiye.
Email: abdulkadirtasdelen@aybu.edu.tr
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2.2 Introductory Concepts

Prior to delving into blockchain technology, it would be beneficial to
understand several fundamental concepts. These concepts include
peer-to-peer (P2P) networks, cryptography, encryption and decryption,
hash functions, hash chains, hash trees (Merkle trees), digital signatures,
and timestamps (Bhutta et al., 2021).

The concept of a P2P network is closely associated with blockchain
technology. In this peer-to-peer (P2P) network, a distributed network
architectureis utilized to enable the sharing of resources, such as processing
power and connectivity, among users. In such anetwork, each participating
node or peer performs both server and client functions. Peer-A, can act as
a client and directly request services or resources from Peer-B, who acts
as a server, without the need for an intermediary. Similarly, when Peer-B
operates as a client and requires content or services, peer A can assume
the role of a server in that particular interaction (Bhutta et al., 2021).

The next concept is cryptography, which encompasses two types—
symmetric key cryptography and asymmetric key cryptography.
Cryptography is a mathematical technique employed to secure
communication and protect data (Paar and Pelzl, 2010). Symmetric
and asymmetric key cryptography utilize distinct keys for various
cryptographic operations. This approach facilitates multiple functionalities
to ensure confidentiality, integrity, authentication, and non-repudiation
in secure communication (Bhutta et al., 2021).

The subsequent concept is encryption, which is utilized to guarantee
the confidentiality of data within a security service. Encryption is the
process of encoding plain text into ciphertext. Decryption, on the other
hand, is the process of transforming ciphertext back into its plain text
form. Both encryption and decryption operations can be performed using
either symmetric or asymmetric cryptography (Bhutta et al., 2021; Stinson
and Paterson, 2018).

A one-way mathematical function called a hash is used to protect
the accuracy of data. It operates by calculating a fixed-size unique “hash
value,” for each input variable. As the hash function is unidirectional, it is
impossible to retrieve the original data from a single output by reversing
the process. A hash chain is formed by repeatedly executing the hash
function on data. The data that the hash function is applied to in the
current chain becomes the input of the following link. The data created
by using the hash function in this case becomes the input of another ring
of the chain. The same procedure is carried out repeatedly in this fashion
until the chain is complete. Hash chains are widely used for preserving
data integrity and are crucial to the blockchain (Bhutta et al., 2021).
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Another concept is the Merkle tree also known as a hash tree.
Merkle trees enable efficient and safe data verification by organizing data
and associated hash values into a tree format. Each leaf node in the tree
structure has a hash of several datasets labeled on it, and every non-leaf
node has a hash of the nodes that comprise its child nodes (Bhutta et al.,
2021; Merkle, 1988).

The final concepts are digital signature and timestamp. Digital
signatures are used to verify the authorship of content in a similar way to
physical signatures that are used every day. Public key cryptography is
commonly used to implement digital signatures, where the signer signs a
document with his private key, and the recipient verifies the signature with
the signer’s public key. Instead of the actual event’s time, the timestamp
indicates the time when the event was computer-recorded. It frequently
keeps track of the day and time the incident happened and is precise to a
fraction of a second. This timestamp’s data is coherently re-encoded with
the actual data to make it simple to compare two records and monitor
development over time (Bhutta et al., 2021; Yi et al., 2022).

2.3 What is Blockchain Technology?

Blockchain technology is a distributed database that makes it possible to
record and store data in a secure, decentralized manner. A blockchain is
made up of several interconnected blocks, each of which contains a record
of data. Cryptography is used to verify and encrypt the data in each block,
ensuring that it cannot be changed or tampered with (Gupta et al., 2020;
Nofer et al., 2017).

In comparison to conventional databases, blockchain technology has
various benefits. In the first place, it is securer and less prone to hacking or
attacks because it is dispersed throughout a network of computers. Second,
once data is stored on the blockchain, it cannot be modified or erased since
it is transparent and immutable. This makes utilizing blockchain to store
private information like financial transactions or medical records desirable.
Finally, blockchain makes it possible for multiple parties to share data
in real-time without the use of an intermediary or centralized authority.
Although it is still in its infancy, blockchain technology has the power to
completely alter the way that data is stored and shared. Shortly, it will be
possible for us to witness even more advanced applications for blockchain
as more companies and organizations start using this technology (Gupta
et al., 2020; Nofer et al., 2017).
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2.4 Evolution of Blockchain Technology

Blockchain Technology was first conceptualized in 1991 by Stuart Haber
and W. Scott Stornetta (Haber and Stornetta, 1991). Their initial project
was developing a chain of blocks that was cryptographically secure such
that document timestamps could not be altered. To improve efficiency
and allow for the collection of extra documents on a single block, they
modified their system in 1992 and added Merkle trees. The work of one
individual or group by the name of Satoshi Nakamoto, however, is what
gives blockchain history its first real relevance in 2008, as opposed to
earlier years (Nakamoto, 2008).

The inventor of blockchain technology, Satoshi Nakamoto, is widely
recognized. Nakamoto is assumed to be a person or group of persons that
worked on Bitcoin, the first application of distributed ledger technology
(DLT), however very little is known about them. In 2008, Nakamoto
developed the first blockchain, which led to the development of the
technology and its use in a variety of fields other than cryptocurrency.
The initial whitepaper on the technology was released in 2009 by Satoshi
Nakamoto. Given the decentralized feature, which ensured that no one
would ever be in control of anything, he described in detail how the
technology was perfectly suited to promote digital trust in the whitepaper
(Nakamoto, 2008).

The DLT has advanced, giving rise to new applications that make up
the history of the blockchain ever since Satoshi Nakamoto left the scene
and gave control of Bitcoin development to other core developers.

When we look at the development of blockchain technology since 1991,
we can divide this historical process into three phases: The first phase is
the “Transaction” phase. The second phase is the “Contract” phase and
the third is the “Application” phase (Bhutta et al., 2021; Cai et al., 2022).

2.4.1 Phase 1 - Transactions

Blockchain technology’s initial phase, also called Blockchain 1.0 (Bhutta
et al., 2021), concentrated on digital currency, particularly Bitcoin. As a
decentralized digital currency that could be used for transactions without
the aid of middlemen like banks, Bitcoin was developed in 2008. Without
the need for a centralized authority, secure and transparent transactions
were made possible by the blockchain technology that underpins Bitcoin
(Nakamoto, 2008).

2.4.2 Phase 2 — Contracts

Smart contracts were the main topic of blockchain technology’s second
phase. Smart contracts enable the encoding of the specific terms and
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conditions of an agreement between a buyer and a seller directly into lines
of code. These contracts self-execute. Without the use of intermediaries,
they enable automated, secure, and transparent execution of agreements.
The first blockchain platform to allow smart contracts was Ethereum
(Buterin, 2014; Yi et al., 2022). This phase is called Blockchain 2.0 (Bhutta
et al., 2021).

2.4.3 Phase 3 - Applications

The history and development of the blockchain go well beyond Ethereum
and Bitcoin. Several initiatives that take advantage of the possibilities of
blockchain technology have surfaced in recent years. Other initiatives
have sought to remedy some of the limitations of Bitcoin and Ethereum
in addition to creating new features using blockchain technology (Swan,
2015). A new phase known as Blockchain 3.0, therefore, started (Bhutta
et al., 2021).

In this phase, Blockchain technology focuses on decentralized
applications (dApps). These are blockchain-based applications that use
smart contracts to execute code in a decentralized manner (Wood, 2018).
Decentralized apps can be created for a range of use cases, including
supply chain management, social media platforms, and decentralized
finance (DeFi). Ethereum, EOS, and TRON are a few of the well-liked
blockchain systems for dApps (Bhutta et al., 2021; Yi et al., 2022).

2.5 Types of Blockchain Technology

Blockchain technologies are of many different types. The most important
difference between these types is the differentiation in access to the
network and the authority in management. In this respect, blockchain
consists of four different types. These are public, private, hybrid, and
consortium (federated) blockchains (Swan, 2015). Although each type has
its advantages and disadvantages, those who want to develop distributed
applications using this technology should consider the differences (Bhutta
etal., 2021).

2.5.1 Public Blockchain

The public blockchain comes first in this list. The most fundamental feature
of a public blockchain network is that it is open to all users. Anyone can
join the network on the public blockchain without needing any permission
(Tapscott and Tapscott, 2016). This kind of blockchain verifies every
transaction that is completed through it. Bitcoin and Ethereum are two
examples of public blockchains (Buterin, 2014; Nakamoto, 2008).
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2.5.2 Private Blockchain

Unlike the public blockchain, the private blockchain does not have a
network structure that can be accessed by everyone. The process of joining
the network is provided to any person by a certain blockchain authority.
Therefore, unauthorized persons cannot be included in this network
and cannot perform any transactions. Examples of private blockchains
include Hyperledger Fabric and Corda (Brown et al., 2016; Cachin and
Vukolic, 2017).

2.5.3 Hybrid Blockchain

Businesses that want the best of both worlds utilize a hybrid blockchain
that combines the benefits of both private and public blockchains (Crosby
et al,, 2016). Businesses now have the option to build both a private,
authorization system and a public, P2P system, enabling them to control
access to their Blockchain data and determine which data is made public.
On a hybrid blockchain, transactions and records are typically private,
but access can be permitted through a smart contract if verification is
necessary. Examples of hybrid blockchains include Dragonchain, Ardor,
and Komodo (Dragonchain, n.d.; Vigna and Casey, 2015).

2.5.4 Consortium Blockchain

Similar to a hybrid blockchain, the Consortium blockchain (federated
blockchain), contains both private and public blockchain functionalities. It
varies, though, in that it makes use of numerous organizational members
who operate together on a decentralized network (Biryukov et al., 2014).
Consensus algorithms are under the control of predefined nodes in a
consortium blockchain. The transaction initiation, retrieval, and validation
are handled by a validation node. Transactions can be sent or received by
member nodes. Examples of consortium blockchains include R3 Corda
and Quorum (Brown et al., 2016).

The blockchain types, hybrid and consortium, are sometimes confused
with one another. We can comprehend their main difference in terms of
ownership. While consortium blockchains are owned and operated by a
group of organizations, hybrid blockchains are owned by a single entity
(Cachin and Vukolic, 2017).

Detailed information about the examples of different types of
blockchains in this section is given under the heading “Popular Blockchain
Frameworks”.
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2.6 How Blockchain works

Blockchain has a simple interface and operation. The P2P nature of the
network necessitates that a user initiates a transaction. The said transaction
is given a block once it is complete. All of the network’s nodes receive the
transaction block when it is broadcast to the network. After mining, the
block is verified. Following a successful transaction, it is also included
in the chain. Figure 2.1 shows the working processes of a blockchain
(Rajasekaran et al., 2022).

Blockchain Process

Transaction Block Verification n

Figure 2.1. The working processes of a Blockchain (Adapted from A Timeline and History
of Blockchain Technology, n.d.).

2.7 The Architecture of Blockchain Technology

A basic blockchain architecture is made up of six major layers: the
application, contract, incentive, consensus network, and data layers.
Figure 2.2 depicts the architectural components of each layer. In the
following sections, we will delve into these layers and their functions in
detail (Xie et al., 2019).

The time-stamped data blocks are a component of the data layer.
To handle the security of these blocks, a chain structure, Merkle (hash)
tree, cryptography, and hash functions are used. Data propagation,
verification, and distributed networking protocols are part of the network
layer. For blockchain applications, the consensus layer offers a variety of
consensus algorithms available. According to the processes outlined in the
incentive layer, the nodes involved in administering applications receive
incentives. The programming techniques for blockchain are displayed
in the contact layer. The applications layer refers to blockchain-based
business applications (Bhutta et al., 2021).

2.8 The Structure of a Block

The architecture of such a broadly defined blockchain system is depicted
in Figure 2.3. Each P2P network member must independently store
blockchain data while syncing every one of their blocks with those held
by other peers using a consensus approach. In reality, the longest chain
chosen by the majority of peer nodes serves as a representation of the
consensus (Cai et al., 2018).
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APPLICATION LAYER

Internet of Things, Intellectual property
Digital Identity, Business Applications

CONTRACT LAYER

@ Script Code, Smart Contract, Algorithm

INCENTIVE LAYER

Issuance Mechanism, Allocation
Mechanism

CONSENSUS LAYER

PoW, PoS, DPoS, PoA, PBFT, Ripple,
Tendermint etc.

NETWORK LAYER

@ P2P Network, Communication Mechanism,
Verification Mechanism

DATA LAYER

Data Block, Chain Structure, Time Stamp,
Hash Function, Merkle Tree, Asymmetric
Encription

Figure 2.2. Layered architecture of Blockchain (Adapted from Xie et al., 2019).

The term “genesis block” refers to the initial block that is added to the
blockchain (Nakamoto, 2008). A chain is formed when successive blocks
are added chronologically and provide details about the preceding block.
The information about Block #1 would be in Block #2, and the information
about Block #2 would be in Block #3. This procedure keeps a permanent
track of all network activity, creating an auditable record of events (Xie
et al.,, 2019).
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Time Stamp Nonce
Previous Block Current Block

hic=h Merkle Root Hash

Hash 01

Figure 2.3. Simplified block structure (Adapted from Xie et al., 2019).

2.9 Basic Characteristics of Blockchain Technology

Blockchain technology has twelve key characteristics (Bhutta et al., 2021;
Swan, 2015).

2.9.1 Decentralization

Blockchain technology operates without a central authority controlling the
data or the network. This decentralized structure makes it more resistant
to hacks and attacks.

2.9.2 Transparency

Blockchain technology allows for transparency in business transactions.
This means that all parties involved in a transaction can see what is
happening, ensuring that there is no room for corruption or fraud.

2.9.3 Autonomy

Due to the trust-based nature of blockchain technology, it can operate
independently of third-party authorities. This attribute, particularly in the
public blockchain, can be regarded to have a high degree of autonomy.

2.9.4 Security

Data can be stored securely and transparently. This means that businesses
can avoid the risk of data breaches and cyberattacks.
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2.9.5 Immutability

The blockchain’s immutability means that the data it contains cannot be
altered or manipulated.

2.9.6 Traceability

Traceability aims to keep track of the starting point, final destination, and
order of numerous changes that the data goes through between nodes.

2.9.7 Anonymity

The preservation of anonymity is achieved by verifying transactions
without disclosing any personal information regarding the individuals
engaged in them. Nodal information is not required to be revealed or
validated because data is sent between them using a predetermined
mechanism that fosters confidence. As a result, data transfer can be carried
out anonymously.

2.9.8 Democratized

In blockchain technology, all nodes are equally involved in the processes.
The P2P structure of blockchain technology imbues the network with a
democratic characteristic.

2.9.9 Integrity

Blockchain technology guarantees integrity with its decentralized
structure and immutability. For this reason, any authority cannot make
changes or updates contrary to the blockchain network’s structure.

2.9.10 Programmability

Blockchain technology can be developed with many programming
languages. For example, C++, Java, Python, Kotlin and Golang
programming languages are just a few of them (Xie et al., 2019).

2.9.11 Fault Tolerance

Because blockchains are Byzantine Fault Tolerance (BFT) compliant,
the network can still reach consensus even if some nodes are inactive
or dysfunctional. The blockchain system’s fault tolerance allows it to
recover from Byzantine faults, where nodes start acting strangely owing
to software bugs or malicious attacks, as well as failed interception errors,
where some nodes are unable to join the consensus process for hardware
or software reasons.
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2.9.12 Automatic

The blockchain system’s nodes can autonomously process and validate
data using particular consensus methods.

2.10 Common Consensus Protocols

Each blockchain technology differs from the others. To make their
platforms superior to one another, they all employ distinct consensus
algorithms. They, therefore, play a crucial role in the network.

A blockchain consensus protocol is a collection of algorithms that
controls how a blockchain network functions. These guidelines specify
how new blocks are appended to the chain, how transactions are
validated and stored, and what consensus procedures are employed to
maintain the network’s security (Tuan et al., 2017). The creation of new
wallets or transmission transactions is only two examples of how users
can communicate with the network according to blockchain protocols.
Additionally, the main purpose of the protocols is to make sure that the
right agreement is obtained and that no malicious nodes can persuade
trustworthy nodes to approve invalid transactions (Bano et al., 2019).

The most commonly used protocols are Proof of Work (PoW), Proof
of Stake (PoS), Delegated Proof of Stake (DPoS), Proof of Authority (PoA),
Byzantine Fault Tolerance (BFT) (Bano et al., 2019; Kaur et al., 2021; Tuan
et al., 2017).

2.10.1 Proof of Work (PoW)

PoW is a mechanism for confirming transactions independently on a
blockchain network and avoiding double-spending. To create new blocks
in a proof-of-work (PoW) system, network nodes compete to find solutions
to a challenging mathematical puzzle called a hash function (Nakamoto,
2008). For malicious actors who could try to attack the network, this
technique requires a significant amount of processing power and energy,
which acts as a barrier to entrance.

When a node solves the hash function correctly, it broadcasts the
outcome to the network so that other nodes may rapidly confirm it.
The node that solves the problem first receives freshly minted money as
compensation for its work (Nakamoto, 2008). Since it can be dominated
by a small number of extremely large mining pools, POW has attracted
attention for both its high energy usage and potential for centralization.
Despite this, it is still widely used as a common consensus mechanism in
blockchain networks.
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2.10.2 Proof of Stake (PoS)

PoS is another consensus process that is employed in various blockchain
networks. In a PoS system, validators (also known as “forgers” or
“minters”) are chosen based on how much bitcoin they hold and “stake”
in the network to add new blocks and approve transactions (King and
Nadal, 2012).

In a PoS system validators are chosen based on their financial stake
in the network, rather than competing to solve complex mathematical
problems as in a PoW system (King and Nadal, 2012). The more
cryptocurrency a validator possesses, the higher their likelihood of being
chosen to generate a new block and receive transaction fees.

Since it does not require as much computer power or electricity, PoS
is meant to be less energy-intensive than PoW (Buterin, 2014). As PoS is
less dependent on large mining pools and does not favor those with the
most computing power, it may minimize the possibility of centralization
(Buterin, 2014).

Two possible downsides and challenges that PoS may present are
the risk of “nothing-at-stake” attacks and the potential for centralization
owing to the concentration of money among a limited number of powerful
validators (King and Nadal, 2012).

2.10.3 Delegated Proof of Stake (DPoS)

DPoS protocol is a derived protocol from PoS. In this protocol, unlike PoS,
witnesses are voted and they perform validation processes. DPoS is used
in a variety of blockchain networks. Token holders in the network can vote
to select a small number of nodes (known as “witnesses” or “delegates”)
who are in charge of creating new blocks and approving transactions in a
DPoS system (Larimer, 2014).

In comparison to earlier consensus algorithms, DPoS is meant to be
more effective and scalable since it allows for faster confirmation times
for blocks and reduces the risk of centralization by limiting the number
of validators. The chosen delegates are incentivized to act in the best
interests of the network because they risk being voted out of office if they
do not complete their tasks appropriately or act in a way that undermines
the network (Larimer, 2014).

2.10.4 Proof of Authority (PoA)

PoA is the other consensus mechanism used in some blockchain networks
that delegates the creation of new blocks and transaction validation to a
group of known and trusted validators. In a PoA system, validators are
frequently chosen based on their reputation or identification rather than
their computing power or cryptocurrency holdings.
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PoA is designed to be rapid and effective, with low energy usage and
short transaction times. Yet, because the validators are known entities
and there is less competition for block rewards, PoA foregoes some of
the decentralization and security benefits of other consensus procedures
such as PoW and PoS. PoA is frequently used in consortium or private
blockchain networks with reputable and well-known members, such
as in supply chain management and healthcare applications. The focus
in these networks is on efficiency and privacy rather than the degree of
decentralization present in public blockchain networks like Bitcoin or
Ethereum.

2.10.5 Byzantine Fault Tolerance (BFT)

A consensus mechanism called BFT is used in distributed systems,
including some blockchain networks, to guarantee that nodes can agree
even in the presence of malicious or malfunctioning nodes. Nodes in a
BFT system must agree on a common set of rules before new transactions
can be validated and added to the blockchain. The nodes exchange
messages and communicate with one another to reach a consensus. Each
node then votes on the legitimacy of new transactions. The “Byzantine
fault tolerance threshold” is the number of malicious or dysfunctional
nodes that the system can tolerate before it becomes unreliable (Lamport
et al., 1982).

2.11 Popular Blockchain Frameworks
2.11.1 Bitcoin

Blockchain-based P2P digital money systems werebuilt on the foundational
research work of Bitcoin. The primary contribution of Bitcoin research lies
in the implementation of the concept of direct digital payments that do
not rely on trusted third-party financial systems. By building a hashing
chain, digital signatures combined with network timestamps exploit
hash-based PoW. These connected blocks provide distributed databases
with immutable records that can’t be altered without performing another
PoW. Nowadays, Bitcoin dominates the cryptocurrency market, but there
are several alternative options (Nakamoto, 2008; Swan, 2015).

2.11.2 Ethereum

DApps have been developed using Ethereum as an open-source public
Blockchain platform (Ethereum Whitepaper | Ethereum.Org, n.d.). Ethereum
allows users to create rather complex apps with a variety of capabilities
to carry out arbitrary actions, hence it can be used to create dApps other
than cryptocurrency. dApps employ “smart contracts,” a tiny, immutable
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software that is kept on the Ethereum network, to represent resources
like money, real estate, and houses. This platform’s main element is the
Ethereum Virtual Machine (EVM), which is used to execute dApps for
sophisticated algorithms. The contract-oriented programming language
Solidity is used to create the code for dApps (Solidity — Solidity 0.8.20
Documentation, n.d.).

2.11.3 Hyperledger Fabric

A Private Blockchain distributed operating system called Hyperledger
Fabric has been introduced by IBM. This is distinctive in that it is the first
programmable Blockchain system that enables users to develop distributed
applications independent from the use of native cryptocurrency
(Androulaki et al., 2018). Sequential execution, nondeterministic code,
and execution confidentiality were among the first order-execute
design limitations to be recognized by the authors Androulaki et al. The
blockchain community took a liking to this IBM suggestion. Moreover,
there are some concerns with Hyperledger Fabric technologies. In the
first place, they are unable to use permission-less blockchain, and in the
second place, there aren’t many programmers who can create applications
that use this framework (Quasim et al., 2020).

2.11.4 TRON

Another open-source technology, called TRON, facilitates the development
of a decentralized Internet and the necessary infrastructure for Blockchain
applications (TRON | Decentralize The Web, n.d.). The TRON protocol offers
significant benefits including high availability, scalability, and throughput
to all dApps within the TRON ecosystem. Three layers comprise the
TRON's architectural structure: the storage, core, and application layers.
Since Google Protobuf is used, the TRON protocol is linguistically neutral.
The core layer is composed of a variety of modules, including consensus,
account management, and smart contracts. TRON possesses a streamlined
set of instructions and an implementation of a virtual machine that operates
based on a stack-based approach, resulting in enhanced efficiency. The
computer language Solidity can be used to create dApps. For the TRON, a
distributed storage protocol including block storage and state storage has
been created (Bhutta et al., 2021; Francisco, 2018).

2.11.5 MultiChain

A platform called MultiChain is used to create and use private Blockchain
applications. It facilitates the development and deployment of applications
within a company or between companies in the financial sectors. It
addresses the challenges of mining, privacy, and transparency as a private
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Blockchain system by regulating user permissions globally. With complete
control over transactions, only participants in MultiChain can view the
activity on the Blockchain. Furthermore, mining reduces costs because no
documentation effort is required. Using a simple API and command line
interface, MultiChain is accessible on Windows, Linux, and Mac systems.
Several blockchain applications place a high priority on scalability, which
MultiChain addresses by regulating block size (MultiChain, n.d.).

2.11.6 OpenChain

OpenChain focuses on enabling compatibility with already-existing apps
by supporting the development of highly scalable Blockchain applications.
Interoperability fundamentally means that OpenChain offers a distinct,
decentralized application gateway for pluggable integration with the
backends of already-existing apps. This is a noteworthy technological
accomplishment that has the potential to encourage the development and
deployment of Blockchain applications on a large scale. With the help of the
ORapid consensus algorithm and the OPEN Blockchain Load Balancing
Protocol, OpenChain uses multi-threading and data parallelization to
achieve great scalability. OpenChain utilizes a new technology called
Scaffold to provide a payment schema for an application, which is
subsequently translated into an OPEN state within the Blockchain
application developed on OpenChain can be deployed on other
Blockchain platforms that utilize their own unique consensus methods,
thanks to OPEN cluster. OpenChain supports heterogeneous Blockchain
platforms, enabling interoperability between different systems. The
ORapid consensus approach can manage a sizable number of transactions
at the beginning of OpenChain’s transaction processing. The OPEN
Blockchain Load Balancing Protocol is used by OpenChain to distribute
transactions to other blockchains when the volume of transactions exceeds
the capacity of the available approaches. This greatly expands the scope of
data parallelization (OpenChain 2.1 Is ISO/IEC 5230:2020, the International
Standard for Open Source Compliance. — OpenChain, n.d.).

2.11.7 Quorum

J.P.Morgan, one of the world’s major financial firms, supports Quorum, an
open-source permissioned Blockchain platform. Quorum, which is built
on the Ethereum codebase and has ].P. Morgan’s sponsorship, does indeed
support blockchain technology. However, unlike Ethereum, Quorum
provides a permissioned blockchain platform that offers enhanced contract
privacy and facilitates the development of high-performance applications
(Quorum: A Permissioned Implementation of Ethereum Supporting Data
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Privacy, n.d). Although Quorum’s fundamental functional model is very
similar to Ethereum’s, there are significant differences between the two
in terms of performance, transaction and contract privacy, voting-based
consensus mechanisms, management of network and peer permissions,
and transaction and network security.

2.11.8 I0TA

IOTA is a blockchain platform that is open source and designed for the
Internet of Things (IoT) to enable secure payment and communication.
This is an IoT blockchain platform that uses DAG (Directed Acyclic Graph)
(IOTA | IOTA Wiki, n.d.).

2.11.9 Exonum

Exonum is an open-source platform for building applications for
heterogeneous domains, including the legal, financial, and governmental
sectors. The framework was created in the Rust programming language
using aservice-oriented design, and itisintended for use with permissioned
Blockchain applications in these fields. The Exonum architecture for
permissioned blockchains makes it easier to construct application services
with the Java Binding tool (Yanovich et al., 2018).

2.12 Potential Use Cases of the Blockchain

Blockchain technology can be used in diverse applications, such as
banking and financial services, healthcare, supply chain management,
e-voting, identity management, governance, energy resources and more.
It is not equal to bitcoin but is one of the most successful applications
of blockchain technology. Some visionaries predict that blockchain might
influence the digital realm similarly to the internet. This section discusses
some potential use cases of the blockchain (Monrat et al., 2019).

2.12.1 Banking and Financial Services

Blockchain technology may be used by banks to simplify operations and
cut expenses. Banks, for instance, can utilize the blockchain to process
payments more quickly and safely (Treleaven et al., 2017).

2.12.2 Healthcare

Health records for patients can be safely shared and stored using
blockchain technology. This might help lower healthcare expenses while
also enhancing care quality (Shahnaz et al., 2019).
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2.12.3 Supply Chain Management

The supply chain can be followed using blockchain to track the flow of
goods. This could support firms in ensuring that goods are delivered on
schedule and by expectations (Alvarez-Diaz et al., 2017).

2.12.4 Identity Management

Blockchain can be used to authenticate individuals and make sure they
are whom they claim to be. This might be used for things like document
authentication (Imam et al., 2021) and online voting (Chaieb et al., 2019).

2.12.5 Internet of Things

Blockchain technology can be used to control how the connectedness of
devices made possible by the IoT is handled. This could assist businesses
in monitoring their IoT equipment and guarding against unauthorized
access or manipulation (Christidis and Devetsikiotis, 2016).

2.13 Conclusion

In this section, the fundamentals of blockchain technology are covered.
Several industries, including finance, supply chain management,
healthcare, and others, might use blockchain technology. It has the
potential to transform how we conduct business and trade value while
also improving transparency, efficiency, and security in several industries.
There are several consensus processes used to confirm transactions,
including Proof of Work, Proof of Stake, Delegated Proof of Stake, Byzantine
Fault Tolerance, and Proof of Authority. Blockchains come in a variety of
forms, including public, private, hybrid, and consortium blockchains. To
create and implement their blockchain networks, developers can make
use of blockchain frameworks like Ethereum, Hyperledger Fabric, Corda,
Quorum, and IOTA.

The fundamentals of blockchain technology are discussed in detail
in this section. The next sections will go into great detail on current
blockchain technology applications. Also, you will be able to discover the
advantages and disadvantages, as well as the challenges and solutions of
this technology.
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Chapter 3

The Systematic Review
of Blockchain

A Bibliometric Analysis

Serhat Burmaoglu,"* Junus Ganiev? and Azamat Maksudunov?

3.1 Introduction to Blockchain

First described in a 2008 white paper by an anonymous individual using
the pseudonym Satoshi Nakamoto, blockchain is a technology that
encompasses a digital ledger. The whitepaper proposed a decentralized
electronic cash system, called Bitcoin, which used a novel technology called
a blockchain to securely record transactions. Essentially, a blockchain is
a distributed database that maintains a growing list of records, called
blocks, linked, and secured using cryptography. Each block contains
a cryptographic hash, timestamp, and transaction data. This structure
creates an immutable and transparent ledger of transactions that can
be maintained by a network of computers without requiring a central
authority.

The first successful implementation of a blockchain was the Bitcoin
network, which went live in 2009. Since then, the use of blockchain
technology has expanded beyond digital currencies and is now applied
in various industries, including finance, supply chain management and
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even voting systems. Blockchain is considered to be important because
of its distributed ledger technology, which enables records to be kept
in a secure and transparent manner. Blockchain’s decentralized nature
makes it tamper-proof, allowing digital assets to be transferred securely
without intermediaries. The rise of blockchain has also led to the creation
of numerous other cryptocurrencies, as well as the development of
decentralized applications and platforms that run on top of blockchain
technology. All in all, the invention of the blockchain has the potential
to revolutionize a number of industries by providing a secure and
transparent method for the transfer of value and information.

This chapter aims to provide an overview of publications on
blockchain, with a view to visualizing a bigger picture of blockchain
technology in this decade through scientific publications. Although there
are many review studies on blockchain technology in the literature, it can
be said that every review study has the potential to create new information,
since the subject is seen as a popular topic by researchers, especially due
to the sharp increase in the number of publications since 2000s. The
study is outlined as follows; after introduction the evolutionary review
of blockchain has been studied to understand literally the milestones
and developments in blockchain technology. Then, in the third section,
methodology has been demonstrated and findings have been presented
in the fourth section. Finally, a discussion and the conclusion have been
presented in the fifth section.

3.2 Literature Review and Background of Blockchain

It is widely accepted that the beginning of the blockchain technology
(BCT) started with the paper published by Nakamoto in 2008 (Butijn
etal., 2019; Konstantinidis et al., 2018; Ahmad et al., 2022). A new electronic
payment system called BCT, based on cryptographic proof rather than
trust, was introduced. This system allows any two interested parties to
connect with one another directly without the involvement of a third
party. The proposed system also requires minimal structure, allowing for
easy scalability and flexibility in terms of node participation.

In broad terms, blockchain refers to a form of distributed ledger
technology (DLT) that employs cryptographic techniques to store data
in blocks and interconnect them. The primary objective of blockchain
technology is to eliminate the requirement for intermediaries and substitute
them with a decentralized network of online users who work together
to validate transactions and uphold the integrity of the ledger (Andoni
etal., 2019). This technology facilitates secure, transparent, and unalterable
transactions among multiple parties without the involvement of a
third-party intermediary. Each block contains information about previous
blocks as well as new transaction data which are cryptographically secured
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to ensure their integrity. This makes it difficult to tamper with any part of
the chain since all other parts would be affected by such changes (Guo
et al., 2021; Igbal and Matulevicius, 2019).

By contrast centralized BCT systems do not have a need for a trusted
third party for all kinds of transactions and any two parties willing to
do business can proceed directly with each other. In the BCT system, an
electronic coin is defined as a series of digital signatures. The blockchain
network is maintained by multiple computers (or nodes) connected to it
that validate transactions on the network through consensus algorithms
like Proof-of-Work or Proof-of-Stake before they can be added to a new
block and stored permanently on the blockchain database (Andoni et al.,
2019). In order to transfer ownership of a coin to a succeeding owner, the
current owner must append the next owner’s public key and a digitally
signed hash of the preceding transaction to the end of the coin. The
chain of ownership can be authenticated by the recipient of the payment
through signature verification. However, this method does not provide
the recipient with any assurance that the coin has not been used twice, as
it is impossible to check whether the previous owner signed the previous
transaction (Nakamoto, 2008; Butijn et al., 2019).

On the other hand, the conventional method calls for a single,
centralized body to keep track of all transactions and modifications. It
was to run and inject concurrency control across the database (Nakamoto,
2008; Singhal et al., 2018; Fuloria, 2020). A centralized transaction system is
a traditional method of storing and sharing data where all the information
is stored in one central location. This means that there are single points
of failure which can be vulnerable to cyber-attacks or manipulation by
malicious actors. It also requires trust between parties as they have no
control over how their data is being used or shared with third parties
(Andoni et al., 2019).

Blockchain-based solutions are becoming increasingly popular due
to their enhanced security features which make them less vulnerable to
malicious attacks than traditional systems (Igbal and Matulevicius, 2019).
In addition to finance and cryptocurrencies, there are ongoing initiatives to
utilize blockchains for voting systems and identity verification processes.
Blockchain technology is an innovative approach to securely store and
distribute data, holding the potential to revolutionize various sectors such
as energy supply companies, emerging businesses, financial institutions,
and governmental bodies (Andoni et al., 2019). The implementation of
blockchain technology is expected to revolutionize various industries in
the coming years, albeit with a gradual and arduous process of adoption.
The utilization of this technology is anticipated to enhance the financial
and public service sectors in the foreseeable future (Javaid et al., 2021).
The innovative technology of blockchain holds the potential to transform
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numerous industries by offering solutions for decentralization, trust,
identity, data ownership, and data-driven decision-making, all of which
are crucial in the contemporary digital landscape. Furthermore, blockchain
technology can facilitate the creation of self-executing smart contracts that
operate autonomously upon the fulfillment of predetermined conditions,
without the need for any third-party intervention or influence. This helps
reduce costs associated with traditional contract management processes
while also providing greater security against fraud or malicious activities
(Guo et al., 2021).

Besides its popularity and benefits, there are pitfalls and the most
mentioned ones in literature are related to its complicated usability,
legalization, wasted resources, and latency (Islam et al., 2020). Scalability
is also a major challenge for blockchain technology. As more users join
a network, it becomes increasingly difficult to process transactions in an
efficient manner due to the limited computing power and storage capacity
available on each node. Security poses another challenge as malicious
actors may attempt to gain unauthorized access or manipulate data
stored on blockchains, which could lead to financial losses for the parties
involved. Regulatory uncertainty also poses a risk since governments are
still trying to figure out how best to regulate this new technology while
ensuring consumer protection at the same time. Finally, there is a lack of
understanding among the general public regarding the exact functionality
of blockchain which makes adoption slower than expected despite its
potential benefits over traditional systems (Konstantinidis et al., 2018).

While blockchain diffuses to different sectors, BCT has also shifted too.
According to the literature, Blockchain has four generations (AL-Ashmori
et al., 2022; Colomo-Palacios et al., 2020). However, the primary era of
blockchain answers (Blockchain 1.0) advanced into a number of systems
such as IBM Blockchain, Hyperledger Sawtooth, Ethereum, Hyperledger
Fabric, and Quorum and now taken into consideration in Blockchain
2.0. The focus on decentralized applications is further expanded by
Blockchain 3.0, which fundamentally overhauls blockchain. Blockchain
3.0 aims to enhance the visibility of blockchain-based solutions by
broadening the scope of traditional industries such as finance and goods
transactions to encompass government, supply chain management, smart
energy, health, market surveillance, and education. The next-generation
platform gains additional capabilities thanks to these new applications.
Important elements like platform connectivity and more sophisticated
“smart contracts” are included in this. As a result, Blockchain 4.0, a new
generation of solutions, is now being developed.

Another point of view is phase-based classification. With this
perspective, blockchain research has been classified in three phases:
(i) the emergence of terms like “bitcoin” and “cryptocurrencies” in the
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1st stage (2008-2013); (ii) the growing expansion of the “bitcoin literature”
in the 2nd stage (2014-2015); and (iii) the relevance of blockchain
technology and “smart contracts” in the 3rd stage (2016 onwards) (Gupta
and Dhawan, 2020). These findings are supported by other review studies
on this topic (Miau and Yang, 2018; Dabbagh et al., 2019; Casino et al.,
2019; AL-Ashmori et al., 2022).

Due to its popularity and diffusion int different sectors, there are
various review studies in the literature especially after 2016 with an
increasing trend. Reviewed papers have been listed and summarized in
Table 3.1.

As can be seen in Table 3.1, the main part of the review studies consists
of papers covering the period from the year 2007 onwards. Both scientific
and grey literature were studied based on international databases such as
WoS and Scopus and search engines such as Google Scholar. The number
of articles ranges from 35 to 4629 with an average of approximately
1500 documents.

One of the earliest review studies on BCT was conducted based on
a limited number of studies (35 papers) and concluded that BCT can be
utilized to promote a decentralized and private-by-design internet of
things (IoT). The authors identified eighteen use forms of this technology
in the bibliography, four of which were specifically addressed to IoT
applications, while several others were found to support data management
with privacy as a primary goal. Issues related to integrity, anonymity,
and adaptability have been identified by the research team during their
review process; however, they also provided recommendations for
future work towards addressing those issues effectively (Conoscenti
et al., 2016). Another paper published in the same year aimed to carry out
amapping study with the objective of gathering all pertinent BCT research
(41 publications), in order to comprehend the present research subjects,
difficulties, and future directions. According to authors, the majority of
research (80%) focuses on exposing and addressing Blockchain’s privacy
and security flaws, however many suggested fixes lack tangible evidence
of their efficacy (Yli-Huumo et al., 2016).

Miau and Yang (2018) undertook a study utilizing 801 academic
papers from the Scopus database to examine the expansion of literature
and author productivity in the subject of Blockchain. The findings of their
study revealed the existence of three distinct phases of Blockchain research.
The first phase, spanning from 2008 to 2013, was characterized by topics
pertaining to Bitcoin and cryptocurrencies. The second phase, occurring
between 2014 and 2015, witnessed a significant surge in literature on
Bitcoin. The third and final phase, commencing after 2016, saw a greater
emphasis on techniques such as blockchain and smart contracts. Another
study based both scientific (Scopus) and grey literature (Google Scholar)
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Table 3.1. Overview of previous review studies on BCT.

Studies Database Time Span | Used Keywords Doc.
Conoscenti | IEEE Xplore; ACM —2016 “blockchain” 35
etal, 2016 | Digital Library;
SpringerLink;
ScienceDirect; Google
Yli-Huumo | IEEE Xplore, ACM Digital | 2012-2015 | “blockchain” 41
et al., 2016 Library, Springer Link,
ScienceDirect, EBSCO, and
PLOSOne
Miau and Scopus 2008-2017 | ‘Blockchain’, 801
Yang, 2018 ‘bitcoin’, ‘ethereum’,
‘hyperledger’,
‘cryptocurrency”’ and
‘smart contract’
Casino et Scopus/Google 20142018 | “blockchain” 260
al., 2019 Scholar
Dabbagh et | Web of Science (WoS) 2013-2018 | ‘Blockchain’, “bitcoin’, 995
al., 2019 ‘cryptocurrency’,
‘ethereum’, and ‘smart
contract
Firdaus et Scopus 2013-2018 | “blockchain” 1119
al., 2019
Xu et al., Web of Science (WoS) 2015-2019 | “blockchain” 756
2019
Kamranet | Web of Science (WoS) 2008-2019 | “Blockchain & IoT”, 151
al., 2020 “Blockchain AND
Internet of thing”,
“Blockchain AND
Internet of things”.
Colomo- Google Scholar 2016-2020 | “Blockchain” AND 400
Palacios et “Assessment Model.”
al., 2020
Gupta and | Scopus 2010-2018 | “Blockchain” 4629
Dhawan, OR “Bitcoin” OR
2020 “Ethereum” OR
“Hyperledger” OR
“Cryptocurrency” OR
“Smart contract”.
Guo et al,, Web of Science (WoS) 2013-2020 | “blockchain” 3826
2021
Luoetal,, Web of Science (WoS) 2014-2020 | “BLOCKCHAIN” and | 2993
2021 “BLOCKCHAINS”

Table 3.1 contd. ...
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... Table 3.1 contd.

Studies Database Time Span | Used Keywords Doc.
Nasir et al., | Scopus, Web of Sciences, 2015-2020 | “Blockchain” 1965
2021 Emerald, Elsevier, Google OR “Bitcoin” OR
“Cryptocurrency” OR
“Digital Currency” OR
“Technology”
Prajapati Scopus 2017-2021 | TITLE (blockchain 2651
and Singh, technology) AND
2021 PUBYEAR > 2016 AND
PUBYEAR <2022
Wang et al., | Web of Science (WoS) 2013-2019 | “blockchain” 2451
2021
Zhou et al., | Web of Science (WoS) 2013-2018 | “blockchain” 2870
2021
Ahmad et Google Scholar 2017-2021 | “Blockchain AND 801
al., 2022 Survey OR Blockchain
AND Review”
Kuzior and | Scopus 2007-2021 | “blockchain” 1842
Sira, 2022

conducted by Casino et al. (2019) for the period of 2014-2018. The authors
have provided an all-encompassing categorization of diverse sectors
that are facilitated by Blockchain Technology (BCT), which includes
supply chain, business, healthcare, Internet of Things (IoT), privacy,
and data management. The majority of the available applications are
business-oriented, followed by governance, IoT, and data management
applications for all years.

Dabbagh et al. (2019) analyzed papers (995) from WoS for the period
of 2013 to 2018 in their bibliometric study. According to the results, 2016
was a turning point in terms of the number of publications on BCT.
Authors revealed that in 2013 there were only two papers and while in
2017 and 2018, over 400 papers were published each year and the USA
has been identified as the country with a high number of publications. Xu
etal. (2019) also investigated scientific literature (756) from WoS for almost
the same period (2015-2019) of time. The findings of this paper are very
close to those of the Dabbagh et al. (2019) study. In the year 2016, there
was a significant surge in the quantity of papers published on the topic
of BCT. The three nations that produced the highest number of papers on
this subject were identified as the United States, United Kingdom, and
Germany.

In contrast to these two papers, Firdaus et al. (2019) focused on papers
(1119) from Scopus for the same period. The USA, China and Germany are
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reported as the most productive countries and 2016 was the turning point.
The authors have disclosed that the adoption of BCT has been motivated
by various factors, including but not limited to safeguarding data privacy,
facilitating digital storage, ensuring data security, managing big data, and
utilizing distributed databases.

Kamran et al. (2020) analyzed papers (151) from Web of Science (WoS)
for the period 2008 to 2019. In this study, China was found as the most
productive country, followed by the USA and South Korea. Moreover,
the study revealed that BCT has been the focus of academic studies in
the last several years and the number of papers and citations has been
growing rapidly since 2017. On the other hand, Gupta and Dhawan (2020)
carried out a similar study on the same topic based on the Scopus papers
(4629) in a 9-year period from 2010 to 2018. This study also confirmed the
fact that the number of academic outputs increased from 2016 to 2017.
The USA, China and the UK were found to be the top three countries
to have contributed to BCT research. Another study was conducted by
Colomo-Palacios et al. in 2020. The authors conducted a bibliometric
study based on papers retrieved Google Scholar covering the period from
2016 to 2020. Through this study a total of 19 factors (14 technical and
5 business contexts) were identified.

Further studies were mainly based on papers from the Web of Science
for the period 2013 to 2020. Guo et al. (2021) analyzed 3826 papers in
7 years from 2013 to 2020, Luo et al. (2021) included 2993 papers for the
2014 to 2020 period, Wang et al. (2021) conducted a research based on
2451 papers for the period 2013 to 2019 and Zhou et al. (2021) analyzed
2870 papers for the same period. According to Guo et al. (2021) after 2016,
the quantity of publications related to BCT experienced a significant
surge, escalating from 469 articles in 2017 to 1434 articles in 2018, and
ultimately culminating in 1729 articles in 2019. Authors revealed that BCT
research is concentrated on BCT applications such as finance, healthcare
and supply chain management. This study also reported China, USA and
UK the top contributors to the field. Luo et al. (2021) achieved similar
results revealing that the number of scientific publications on BCT was
very low until the year 2016, after which the number has demonstrated a
sharp rise. Again, China was found to be the leader followed by USA and
South Korea. The study has identified five distinct clusters, which include
data security and personal privacy, novel algorithms, the characteristics
and applications of blockchain, research on emerging technologies,
and cloud technology. According to Wang et al. (2021) there has been a
significant increase in the number of papers and contributing countries in
the field of blockchain. In 2013 there were only 8 papers and 6 countries
involved. However, by 2016, the numbers had risen to 176 papers and
48. Countries. In 2018, the figures further surged and 1148 and 94 in
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2018 respectively. In 2018, the figures further surged to 1,148 papers and
94 countries. The top three countries in terms of research remain the same.
USA holds the first position,followed by China and UK, in that order. In
accordance with the results, the research priorities of the clusters are in a
state of constant change. In the preceding cluster (cluster #1), the primary
focus of researchers was on bitcoin and the bitcoin network. Subsequently,
some researchers shifted their attention towards cryptocurrency in the
context of blockchain research. In particular, in recent times, BCT and
public ledgers are of particular interest to more scholars. Zhou et al.
(2021) also support the findings of previous studies. 2016 is the turning
point in the number of scientific publications on BCT. Authors identified
8 clusters, namely Bitcoin, Framework, Economy, Application, Fintech,
Social governance, Data preservation and Income. On the other hand,
Prajapati and Singh (2021) analyzed papers (2651) from Scopus and got
similar results. Authors revealed that the quantity of academic outputs in
BCT has been increasing since 2017. Nasir et al. (2021) published a paper
based on several databases such as WoS, Scopus, Emerald, Elsevier and
Google. According to results, USA, India and China were found to be the
top three countries based on the country of origin of the corresponding
authors. On the other hand based on citations USA holds the top position
followed by China and Singapore in that order. The authors proposed that
the subjects that would determine the future focus of the blockchain and
cryptocurrency literature include fintech, the adoption of Islamic finance
principles, cryptocurrency valuation techniques, and the structural
growth of cryptocurrencies.

One of the latest review studies on BCT conducted by Ahmad et al.
(2022) is based on 801 papers from Google Scholar from 2017 to 2021. The
authors concluded that the number of survey papers has been rapidly
increasing in the field of BCT since 2017. The total number of contributing
countries is 74, and 27% of them have contributed only one paper. The
major proportion of published papers belongs to India and China.
Another study was carried out by Kuzior and Sira (2022) based on 1842
papers published in the period, 2007 to 2021, retrieved from Scopus. In
terms of the number of published papers, this study found results similar
to those of previous studies. The number has been increasing rapidly since
2018. 10 papers were published in 2016 which grew to 35 papers in 2017.
Australia, Canada, and China were found to be the top three contributing
countries.

According to the literature, the number of scientific publications on the
topic mainly were concentrated in the period 2020 to 2022 and although
different authors revealed different turning points in the evolution of
BCT research, we can conclude that 2008 to 2016 is the first period and
starting from 2017 a new stage started and the number of papers doubled
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and tripled year by year. Review studies used almost all international
databases and search engines to identify related academic and grey
literature on BCT. There is a need for review studies on this topic since the
number of papers are sharply increasing and the state-of-the-art has been
also changing very fast. Moreover, the latest review studies are based on
databases other than WoS.

Overall, the study of blockchain has shown that it holds great promise
for shaping the future of technology and commerce. It is imperative for
scholars, decision-makers, and practitioners to persist in investigating and
comprehending the capabilities and constraints of blockchain technology
to fully unleash its potential.

3.3 Methodology

The methodology of the present study can be expressed in four stages as
demonstrated in Figure 3.1.

As in Figure 3.1, the first step is selecting the appropriate database by
comparing various databases. Then, in the second step, a lexical search
query strategy is decided, and the documents are downloaded from the
database. Various bibliometric studies on this subject and the keywords
used in those studies are systematically presented in Table 3.1. Taking
these into account, it was found appropriate to search for documents
using the “blockchain” keyword within the “Topic” section. In the third
stage, related visualizations are obtained by using Biblioshiny on R and
VOSviewer software. In the last stage, the results of the analysis are
interpreted and discussed.

The selection of lexical search queries is determined based on a review
of the existing literature, and the criteria for choosing different keywords
prioritize high inclusiveness. After downloading data from database, the
analysis has been performed by using keyword co-occurrence analysis
and time-based keyword evolutionary analysis by considering Cobo
et al. (2012)’s science mapping approach. An important graph in this

* Software

® Search and ¢ Analysis of

¢ Discuss and

choose the select and results and
rational documents bibliometric discussion
database (using keyword analysis
"blockchain") (Biblioshiny
onRand

VOSviewer)

Figure 3.1. The developed methodology stages (Source: Prepared by authors).
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Figure 3.2. The strategic diagram (Source: prepared by authors based on Saritas et al., 2022).

science mapping approach is the strategic diagram which is demonstrated
in Figure 3.2.

In the strategic diagrams, the clusters that have been identified and
the scientific themes for each of these four time periods are the focus of
attention. These are presented in a two-dimensional space: the density and
the centrality (Cobo et al., 2011, 2012). The strategic diagram illustrates
the ‘local’ and ‘global’ contexts of the research themes. Based on the
calculated indices of density and centrality, it shows the clusters identified
in each period of the quadrant. As the density value increases, the cluster’s
autonomy increases. Centrality measures a cluster’s ability to interact with
others (He, 1999) and the degree of network interaction, representing the
importance of a topic in research development, while density counts the
degree of internal network strength.

3.4 Data, Analysis, and Findings

Google Scholar, CSA Illumina, Scopus, and Web of Science (WoS) are
the commonly used databases for the bibliometric analysis (Norris and
Oppenheim, 2007). However, there are various arguments stated by
the authors about database selection. For instance, Firdaus et al. (2019)
preferred the Scopus database because it contains ranked articles indexed
by both ISI and Scopus. Boyack et al. (2005) used the WoS to capture a
large amount of technical and scientific literature. According to Norris and
Oppenheim (2007), the main advantage of WoS over the other databases
is that it includes social science literature, as the success of a bibliometric
analysis depends mainly on the availability of an adequate number of
studies in the area under study. WoS contains explicit information about
each document and ensures comprehensive search outcomes as a detailed
search engine (Luo et al., 2021). Dabbagh et al. (2019) systematically
expressed the reasons for choosing WoS Core Collection as the database
as follows: (a) WoS is considered the leading science citation index in the
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world; (b) it produces high quality and effective research publications
through a rigorous selection process; (c) containing over 20,000 influential
journals, conference proceedings and books, WoS is highly regarded by
the academic community; (d) offers researchers some useful analytical
possibilities. Due to such arguments and reasons, it was found appropriate
to choose the WoS database in this study.

In order to cover as much literature on the subject as possible, the
search field is chosen as “Topic”, the search keyword is “blockchain”, and
the search time is January 17, 2023. All documents, such as articles, papers
and books, with a time span of 2013-2023 are considered. According to
statistics, the first article related to blockchain in the WoS database was
published in the year 2013. So, the research period of this study begins
from 2013.

In this study, a total of 24295 works (articles, books, etc.) published in
5622 sources between 2013-2023, obtained from the WoS database, were
analyzed. Studies on this subject are increasing rapidly and the annual
growth rate is above 58%. The average number of citations per document
is equal to 12. The average document age is 2.69, which is a proof that the
subject is new and up-to-date. The two main document types are articles
(11955 or 49%) and proceedings papers (9213 or 38%). The first analysis
is the co-word analysis and findings have been visualized by using
co-occurrence network map. Considering the large number of documents,
the threshold value has been determined as fifty. In order to make the
analysis more understandable, these items are excluded: (a) “blockchain”,
“blockchains”, “block chain” (because they are the various uses of the
main keyword), and (b) internet of things (iot), smart contract, 5G mobile
communication, smart grids, industry 4.0, distributed ledger technology
(dlt), distributed ledger technologies (due to duplication of the words
having the same meaning). Co-occurrence of keywords by clusters is
shown in Figure 3.3.

Although the concept of blockchain was introduced with bitcoin,
which is a type of cryptocurrency (Nakamoto, 2008), due to its wide usage
areas and potential, the finance part of the subject today constitutes only
one of the six big clusters (Figure 3.3). The main keywords of these clusters
are as follows:

* Bitcoin, cryptocurrencies, trust, artificial intelligence, covid-19,
sustainability (finance cluster),

® Security, machine learning, internet of things, fog computing,
architecture, smart cities, 5G (technology cluster),

® Smart contracts, distributed ledger, decentralized, voting, data
management (government cluster),
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Figure 3.3. Co-occurrence of keywords (Source: Prepared by authors using VOSviewer).

¢ Edge computing, task analysis, servers, resource management,
reinforcement learning, smart grid, energy, peer-to-peer computing
(data management and smart technologies cluster),

* Privacy, cloud computing, data privacy, authentication, access control
(cyber security cluster),

® Scalability, performance, consensus, distributed computing,
performance evaluation (efficiency cluster).

In order to see the developments in the time span more clearly, the
evolutionary development of the studies published in the WoS database
on blockchain since 2013 has been examined and demonstrated in
Figure 3.4.

As can be seen in Figure 3.4, concepts such as bitcoin, trust, and big
data came to the fore in the period from 2013 to 2017, when the number of
studies was comparatively low. In the one year period from 2018 to 2019,
the concepts of management, innovation and privacy came to the fore,
and discussions on different usage areas of the blockchain system started
to increase. The frequent use of the concept of impact in the pandemic and
post-pandemic period (2020 to 2023) shows that blockchain technology
is now widely used, and therefore its effects have become the most
discussed topics. It will be better to examine periods solely to understand
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the dynamics in these periods. The first period is from 2013 to 2017 and its
strategic diagram is presented in Figure 3.5.

As can be seen in Figure 3.5, in the 2013 to 2017 time period, the
concepts of “bitcoin”, “trust” emerged as a basic theme, and the concepts
of “internet”, “things”, “model” played the role of a motor theme. The
concepts of “management”, “power”, “big data”, “design science”,
“privacy” have started to turn into new topics of interest. This result is
in line with similar studies conducted in this period. Conoscenti et al.
(2016) states that there are very few studies on the Internet of Things and
data management. According to another study (Yli-Huumo et al., 2016),
more than 80% of studies focused on the bitcoin system, while less than
20% addressed other blockchain applications such as smart contracts and
licensing. Especially after 2016, many researchers started to draw attention
to Blockchain and smart contract techniques (Miau and Yang, 2018). The
2018 to 2019 period has been demonstrated in Figure 3.6.

When Figure 3.6 is examined, it can be seen that, in the 2018 to
2019 period, the concepts of “management”, “technology”, “security”,
“blockchain” took the role of basic themes, while the concepts of
“privacy”, “cloud”, “scheme” turned into a motor theme. Now the focus
of attention of the authors has started to shift towards the concepts of
“innovation”, “impact” and “performance”. Specifically, security and
fraud detection, insurance, record-keeping, lIoT, smart contracts (Butijn
et al., 2019), security and privacy (Dabbagh et al.,, 2019), data privacy,
digital storage, big data, and distributed database (Firdaus etal., 2019) have
come to the fore. According to Kamran et al. (2020) the IoT, is projected
to reshape various sectors such as smart cities, smart agriculture, smart
grids, smart transportation, smart homes and smart healthcare systems.
Consequently the emergence of Blockchain in the realm of IoT, referred to
as BloT, is expected. BloT signifies the adoption of Blockchain technology
in the context of, IoT applications. Over time, blockchain applications
have evolved from cryptocurrency and asset management to broader
scopes (Colomo-Palacios et al., 2020). Finally, 2020-2023 period has been
examined and visualized in Figure 3.7.

As can be seen in Figure 3.7, in the pandemic and post-pandemic
(2020-2023) period, the concept of “challenges” has turned into a basic
theme, as an indicator of the increase in risks and uncertainties, along with
the concepts of “blockchain” and “management”. On the other hand, the
concepts of “internet”, “security”, “things” have become central topics.
The concepts of “impact” and “performance” still remain as the potential
research subjects. It can be expected that research studies will focus on
these issues in the near future.

According to recent studies, the main concepts related to blockchain
are as follows: direct payments, tempered data security, improved speed
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of delivery (Gupta and Dhawan, 2020); cryptocurrency, sustainability,
federated blockchain, industrial-web, scalability, public health, wireless
communication, gaming, proof-of-work (Luo et al, 2021); consensus
protocols, distributed ledger technology (Nasir et al., 2021); fog computing,
internet of things, and artificial intelligence (Zhou et al., 2021); healthcare
(Ahmad et al., 2022). On the other hand, we can expect to see an increase
in discussions about opportunities and challenges, the efficiency (or
inefficiency) of blockchain systems, and potential solutions to problems
that arise (Wang et al., 2021; Kuzior and Sira, 2022).

3.5 Conclusion

In conclusion, due to its secure, decentralized, and transparent nature, the
literature review on blockchain technology has highlighted its potential
to transform various industries. Blockchain technology is being explored
as a viable solution to a number of issues that traditional systems have
struggled to address, across various sectors, including finance, healthcare,
supply chain management ad governanace. Its ability to facilitate trust
and eliminate intermediaries has the potential to increase the efficiency,
cost-effectiveness, and reliability of processes.

Moreover, the literature review has also shed light on some of the
challenges and limitations of blockchain. Issues such as scalability,
interoperability, governance, and regulation pose significant obstacles
to the widespread adoption of this technology. Furthermore, concerns
around energy consumption, security, and privacy must be addressed to
ensure that blockchain solutions are sustainable and safe. It can be asserted
that, BCT is one of the hot topics in the technology literature during the
last few years, which has been rapidly attracting attention of both scholars
and practitioners around the world. As a technology blockchain is the
proposed alternative for the traditional transactions in all fields and today
it is being used in different fields including finance, healthcare, supply
chain management, education, government, and others. Moreover,
application areas of the BCT are also widening very fast. Although,
in the first stage it was mainly limited to Bitcoin and cryptocurrency
transactions. Advantages of BCT such as transparency, low cost and speed
are making this technology more attractive. In conclusion, blockchain
technology is a revolutionary force which has the capacity to bring about
significant changes in various industries. The study of blockchain has
revealed its advantages, such as increased security, transparency, and
efficiency in transactions and data management. The technology is still in
its infancy and further research is necessary to have a full understanding
of its potential and limitations. Despite its potential, the adoption of
blockchain technology is not without challenges, such as scalability issues,
regulatory concerns, and the need for standardization. These challenges
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need to be addressed in order to ensure that blockchain can be effectively
integrated into existing systems. The literature review also emphasizes
the importance of interdisciplinary research and collaboration in order
to realize the full potential of the blockchain. As blockchain technology
evolves, it will require expertise from various fields, including computer
science, economics, law, and policy. Collaboration between academia,
industry, and government can help overcome some of the challenges and
accelerate the development and adoption of blockchain solutions.

In summary, blockchain technology has the potential to disrupt
a wide range of industries and create a world that is more transparent,
secure, and efficient. While there are still challenges and limitations to
overcome, the literature review has shown that the benefits of blockchain
outweigh the risks. As more research is conducted and more use cases are
explored, we can expect blockchain to become an increasingly important
part of our digital lives.
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Chapter 4

Challenges of
Blockchain Applications

Elif Calik

4.1 Introduction

Blockchain technology, with its core attributes of decentralization, security,
transparency, tanperproofing, and traceability is continuously advancing.
While initially recognized for its association with virtual currencies,
blockchain has expanded its spectrum of applications across various
domains including the Internet of Things (IoT), healthcare, education,
supply chain, and more. Notably advancements in consensus mechanisms
and smart contracts have further enhanced the capabilities of blockchain
technology. The pandemic process in recent years has caused a rapid shift
in how technology is positioned in relation to people. Currently, there is a
process in which almost everything that can be physically located in real
life is tried to be created in the virtual world. Of course, in this process,
the blessings of the revolutionary blockchain technology are also utilized
in order to eliminate the problems that can be encountered by assets
that can be transacted electronically. This makes it easier to identify the
challenges that need to be considered. The underpinning of this chapter
is the challenges that existing blockchain application examples have to
deal with.
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4.1.1 Blockchain

Bitcoin, an application of blockchain technology, was introduced in the
article published under the pseudonym Satoshi Nakamoto (Nakamoto,
2008; Merkle, Protocols for public key cryptosystems, 1980; Szabo, Smart
contracts: building blocks for digital markets, 1996). Although Bitcoin is
the first successful application of Blockchain technology, other technical
advancements that contributed to its development between 1980 and 2008
should not be forgotten (Narayanan and Clark, 2017). These can be listed
as follows;

1979 Merkle Tree: The hierarchical tree structure model, called “tree
signature”, was developed by Ralph Merkle for validating large datasets.
In addition, this model is used as a digital signature technique (Merkle,
A Certified Digital Signature, 1979; Merkle, Protocols for public key
cryptosystems, 1980). It is an improvement that has significantly
contributed to the advancement of blockchain technology. The leaves of
the Merkle tree represent the transaction data itself in the block. A leaf is a
hash value or hash value of another piece of data contained in a transaction
or block. Each leaf contributes the “root hash”, which is the summary of
all the block data. If any manipulation is done on an appended block, it
will cause the root-hash value in the Merkle tree to change. Therefore,
the root-hash of the block changes. This is very easily detected. In this
way, the Merkle tree helps maintain the integrity of transactions on the
blockchain (Monrat et al., 2019).

1982 A new cryptographic method: Two separate approaches are often
used to handle economic processes. The first is to conduct economic
transactions through a third party such as banks; the second is to conduct
transactions using hard cash. Both approaches have benefits over the
other. However, the discussed point in here summarizes the challenges of
traditional methods that are the starting point of blockchain technology.
The first is the challenge of completely documenting transactions
performed through a third party and the loss of personal privacy because
it can be traced by parties apart from the person herself or himself. The
other issue is that due to the use of hard cash in economic activities there
is a lack of transactional evidence, as well as difficulties in ensuring the
security of hard cash as a personal asset. However, if the money is stolen
from the real owner, the absence of a sanction restricting its spending or
the lack of deterrence of the sanction is another difficulty. To overcome
these difficulties, David Chaum introduced a new cryptographic
method to the scientific world. This method has the characteristics that
may allow an automatic payment system where the third party cannot
see the information, providing proof of payment and identification of
creditors when necessary, and preventing the payment instruments from
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double-spending in case of theft (Chaum, 1982). With DigiCash in 1989, he
added to the creation of the concept of digital currencies (Chaum, 1982).

1991 Time-stamping: A paper on the timestamp of digital documents was
created by Stuart Haber and W. Scott Stornetta. In this article, in order
to prevent users from backward or forward-dating digital records, a
solution is offered. The article provides an offer for a way to stop users
from backward or forward-dating digital records. Its goal was to avoid
the requirement for a timestamp service’s record-keeping and to preserve
total confidentiality of the document. Its purpose was to fully protect the
document’s privacy without a need for the timestamp service to record
anything (Haber and Stornetta, 1991). Furthermore, Haber and Stornetta
updated their designs to include the Merkle tree structure in their next
article (Bayer et al., 1992).

1996 Smart Contracts: What's more, Szabo introduced Smart Contracts
(5C), in 1996, another significant advancement that operates automatically
on the blockchain and enables two parties to interact with each other
without the use of intermediaries (Szabo, Smart contracts: building blocks
for digital markets, 1996).

1997 Hashcash: To reduce spam, Adam Back developed hashcash in
1997. The hashcash mechanism is meant to stop spam. It necessitates
the creation of a “postage stamp” by the email sender for each message
delivered. Using this stamp requires solving a challenging math puzzle.
So, it serves as a marker to validate that the email the receiver is supposed
to receive actually is an email. In addition, Hashcash is used as the “proof
of work” needed to add a new block to the blockchain. By resolving the
mathematical conundrum, a miner must show that they have put in the
minimum amount of proof-of-work necessary to build a new block (Back,
Hashcash - A Denial of Service Counter-Measure, 2002; Back, Hash cash
postage implementation, 1997).

1998 Bit-Gold: Bit-Gold is a project developed by Nick Szabo that
contributes to the development of bitcoin. The term Bit-Gold was used
to describe information objects that were mathematically provable and
costly to create, which included models based on cryptographic system
puzzles (Szabo, Bit-Gold, 1998).

1998 B-money: B-money is a digital currency idea that Wei Dai put
out in 1998. It is intended for decentralized, safe, anonymous, and
intermediary-free money transfers. The B-money system employs
cryptographic methods for safe user-to-user money transfers. They
authenticate other users using public-key encryption. In this way, money
transfer security is ensured (Dai, 1998).
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1990-1999 Peer-to-Peer network: Along with these, there have been further
breakthroughs that have contributed to the development of blockchain
technology. For example, peer-to-peer (P2P) technology originally gained
popularity in 1999 with the spread of the file-sharing program Napster.
It was used as a P2P network that allowed users to share music files.
The company, which gained great popularity among Internet users, also
allowed millions of people to download their music files for free. However,
the company was sued by the music industry for allegedly “infringing on
copyrights”. As a result of the 2001 court case, Napster was terminated
and compelled to pay legal damages (Saroiu et al., 2001).

2004 Reusable Proof of Work (RPOW): Afterward, in 2004, Hal Finney
announced his IBM-funded research, a PoW variant entitled Reusable
Proof of Work (RPOW). Instead of using RPOW for Bitcoin mining, PoW
was the mathematical puzzle that emerged (Finney, 2004).

2008 Bitcoin: Bitcoin was introduced by Satoshi Nakamoto, and the first
bitcoin was produced in late 2008 and early 2009. It went down in history
as the first successful digital currency example of blockchain technology
(Nakamoto, 2008).

Blockchain has a chain structure in which validated transactions are
added in blocks as one-way input. Hence, once a transaction has been
completed, it cannot be modified, destroyed, or erased. The blockchain
system surpasses centralized solutions thanks to this characteristic. The
most well-known blockchain platforms include Hyperledger, R3 Corda,
Ripple, and Ethereum. All of them have solution strategies that are
appropriate for the situation, although having characteristics diverse from
one another. The blockchain, which is briefly defined as a decentralized
distributed record list, is a structure that works by transforming
transactions into blocks sequentially using timestamps and cryptographic
hashes, and connecting the blocks in which each transaction takes place
according to the transaction order. The hash of each block’s transaction
records is stored in the Merkle root hash. The timestamp contains the
current time in seconds relative to the start of 1970 UTC. While being
added to the end of the preceding block, each new block carries the hash
of the previous block. The chain’s first block, referred as Genesis, has a
hash value of zero (Nakamoto, 2008; Merkle, Protocols for public key
cryptosystems, 1980; Szabo, Smart contracts: building blocks for digital
markets, 1996; Narayanan and Clark, 2017). The hash value connecting
the blocks is created using a cryptographic one-way hash function known
as SHA256. As a result, the block acquires the properties of anonymity,
immutability, and compactness. Peer-to-peer (P2P) networks connect the
peers, which are referred to as nodes in the blockchain. Digital signatures
are one of the primary techniques for verifying the security and accuracy
of the data stored on the blockchain. Each peer in the network has a public
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and private key pair for this purpose. If we consider the situation where
Peer A wants to message Peer B as an example of how keys are used, key
pairs are employed as follows; Peer A encrypts its message with its private
key and sends the encrypted message and original data to peer B. Peer B
authenticates the incoming message with the public key of peer A. In this
way, peer B easily checks whether the data has been manipulated. One
of the most well-known tracking techniques is the Elliptic Curve Digital
Signature Algorithm (ECDSA).

In general, blockchain workflow steps are as follows. Firstly, the
transaction requests are made by the peer; second, the transaction is
broadcasted to all nodes; third, the transaction is approved by all nodes;
lastly, the transaction is permanently added to the chain.

4.1.2 Blockchain Characteristics

The characteristics of Blockchain can be articulated as shown in Table 4.1
after reviewing the literature.

4.1.3 Blockchain Technological Advancement

Although the literature discusses advances in blockchain technology in
three phases, several publications use alternative classifications (Bhutta
et al., 2021; Wenhua et al., 2023). According to a study by Wenhua et al.
(Wenhua et al., 2023), five stages have been identified to characterize the
advancement of blockchain technology.

Blockchain 1.0, also known as the digital currency phase, is characterized
by major developments in consensus algorithms and distributed ledgers.
Bitcoin is an application example.

Blockchain 2.0 is also referred to as the digital economy. Smart contracts
have been developed to manage financial processes such as bonds,
promissory notes and bank contracts.

Blockchain 3.0 provides additional distributed storage space and
scalability. While providing this, it does not compromise on security.
For this, it makes use of decentralized applications (DApps). It also helps
integrate data from various sources without compromising privacy.
Hyperledger and quorum can be given as examples.

Blockchain 4.0 includes industry application examples. R chain and
metaverse can be given as examples.

Blockchain 5.0 is also referred to as the digital society. It is the technological
development stage of blockchain technology, which can be briefly
summarized as an application example of the Internet of Everything (IoE).
Relictum pro and decentralized web are good examples.
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Table 4.1. Blockchain characteristics and their explanations.

Characteristics
of Blockchain

Explanation

Decentralization

It is the operation of a system with the equal participation of
multiple nodes in a network, without relying on a single central
management authority. This approach ensures that the network
continues even in the case of failure or an attack on part of the
system.

Anonymity

This is a technique that enables users to conduct transactions
on the blockchain without specifying them in detail. A random
address or digital identity (public key), which they use to
conduct transactions, is produced in place of the individuals’
actual identities. Despite the fact that these addresses are
contained in the transaction records, this information does not
reveal who the actual user is.

Immutability/
Persistance/
Tamperproof

This adresses the impossibility of changing data after it has been
stored in a blockchain. This is possible by creating a chain of
each block in the blockchain based on the previous block and
combining the hash of each block with the hash of the previous
block to ensure the accuracy of the blockchain.

Transparency

It indicates that any user of the blockchain can monitor all
network transactions. All transactions on the blockchain are
recorded openly and transparently, and all users can verify these
transactions.

Accountability

This implies that the identities of every transaction on the
blockchain may be confirmed. Every transaction in the
blockchain is processed using the unique identifying code
(address) that each user has.

Fault tolerance

Each node in a blockchain network maintains a ledger with the
exact same blockchain data, and other nodes in the network
can take over the failing node’s responsibilities. This makes the
blockchain network resilient to failure scenarios and enables it
to function.

Security

Blockchain’s decentralized structure, cryptography, consensus
algorithm, and open source nature all contribute to its security
features.

Traceability

Each block in its structure builds a chain by referring to the one
before it. This makes the information contained in each block
permanent, unchangeable, and traceable.

Integrity

It refers to the accurate and complete storage, processing, and
transmission of data from the beginning to the end. Each block
in a blockchain network builds a chain by referring to the one
before it.
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4.2 Application Domain

Blockchain technology, which started with the emergence of Bitcoin,
is actually a virtual ledger that can record and verify large volumes of
digital transactions. It is rapidly advancing towards becoming a preferred
technology that can be encountered not only in the banking sector, but
also in a wide range of application examples from automotive to art.
Contrary to what is known, as seen in Table 4.2, it is possible to encounter
application examples of blockchain technology in many areas apart from
bitcoin, which is a digital currency (Sharma et al., 2022; Ma and Fang, 2020;
Madaan et al., 2020; Madaan et al., 2020; Makridakis and Christodoulou,
2019; McGhin et al., 2019; Reyna et al., 2018; Siyal et al., 2019; Wang et al.,
2022; Zheng et al., 2018).

Table 4.2. Blockchain application domains and their challenges.

Application Domain | Example Challenges
1 | Finance Bitcoin, Ethereum, Ripple, Scalability, security,
Tether regulation, energy
consumption
2 | Internet of Things Filament, IOTA, Chronicled High transaction costs,
scalability, standardization
3 | Supply chain IBM Food Trust, Provenance, | Data accuracy, scalability,
Everledger, VeChain, Modum, | interoperability and
ShipChain compatibility
4 | Healthcare MedRec, Medicalchain, Gem Confidentiality and security
Health, SimplyVital Health, of data, legal compliance,
Mediledger integration, cooperation

between other health sector
stakeholders, adoption

5 | Energy Power Ledger, WePower, Scalability, compatibility,
Grid + high transaction costs,
compatibility
6 | Education ODEM, Sony Global Scalability, high transaction

Education, Learning Machine | costs, regulation, adoption,
data security

7 | Security and privacy | Monero, Zcash, Hyperledger | Scalability, regulation, ease
Fabric, Enigma of use

8 | Government Estonya e-Residency, Dubai Regulation, data security,
Blockchain Strategy, Sweden’s | ease of use

Land Registry Blockchain
pilot application, Singapore’s
trade finance blockchain
network
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4.3 Challenges

The growth of blockchain application examples in recent years has aided
in the experience of developers. The challenges and threats in the realm
of applications have thus been made even more obvious in light of the
benefits and advantages provided by blockchain technology. In this section,
scalability, security and privacy, regulation and legislation, fairness and
trustworthiness, and interoperability are going to be discussed.

4.3.1 Scalability

The basic approach of blockchain technology is to store data securely and
transparently in a decentralized structure. However, scalability is a key
challenge, as the blockchain retains all transaction data and historical
transactions from each node participating in the network. Scalability
challenges can often be listed as limitations of storage and block volume,
number of peers, usage of energy, latency, weak cost-effectiveness, and
more. Although the transaction volume with platforms such as Bitcoin
and Ethereum is rising, a high transaction volume causes the system to
become cumbersome and latent. Verifying the source of the transaction
is one of the procedures used in public blockchains. This means that
each node must store and verify each transaction. In public chains,
verification and validation procedures are carried out through consensus
mechanisms. Proof of Work (PoW), Proof of Stake (PoS), Delegated Proof
of Stake (DPoS) Practical Byzantine Fault Tolerance (PBFT), Proof of
Authority/Proof of Identity (PoA/PoID) are the consensus techniques that
are most frequently utilized. Although being a secure and robust consensus
technique, PoW has certain drawbacks. The most significant of these is the
extensive computer infrastructure and high energy consumption needed
to tackle the challenging mathematical puzzle. It is inefficient due to
these challenges. When the literature is examined, it has been observed
that energy usage estimates are regularly made for Bitcoin (Digiconomist,
2023). According to estimations by Digiconomist, changing the Bitcoin
consensus mechanism from a PoW system to a PoS-, for example, could
potentially reduce energy requirements by 99.95%.

The scalability challenge isn’tjust about the low number of transactions
per second or the high cost of throughput. Traditional databases require
a centralized structure and a third party even if they are capable of
handling thousands of transactions per second. The real difficulty is
how blockchains like Bitcoin, Ethereum, and others will compete with
centralized databases’ performance while retaining a high degree of
decentralization. Performance and security requirements are provided
with serious costs in decentralized structures. According to the literature,
the proposed scalability solutions for a blockchain are; on-chain, off-
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chain, different architectural approaches and consensus mechanisms. In
the Bitcoin network, solution proposals such as the Segregated Witness
(SegWit) on-chain solution, the second layer solution called the Lightning
Network, the Ripple solution with a different architecture that allows
the storage of transaction data in a decentralized structure known as the
XRP Ledger, and the PBFT consensus algorithm have been put forward
to address challenges. At this point, consideration should be given to the
fact that the proposed scalability solutions should help maintain or even
develop other desired blockchain features while improving performance.
For instance, bitcoin has a transaction volume of about 7 transactions per
second (tps) and an average transaction confirmation time of 60 min while
Ethereum has a higher transaction volume compared to Bitcoin, with an
estimated capacity of about 25 tps and an average transaction confirmation
time of around 6 minutes and Ripple has the highest transaction volume
of 1500 tsp with an average confirmation time of 4s. It is vital to consider
which and to what extent significant elements of the blockchain network,
such as decentralization and security, were sacrificed in order for many
blockchain applications with high TPS levels to achieve these performance
figures (Khan et al., 2021; Alshahrani et al., 2023; Dutta et al., 2020).

4.3.2 Security and Privacy

Although blockchain technology has the potential to revolutionise
numerous industries, it also poses security and privacy concerns. It is
possible to summarize the arguments that contributed to this as follows
(Bhutta et al., 2021; Gao et al., 2018; Lacity, 2018; Mohanta et al., 2019).

Smart Contracts: The self-executing code that is kept on a blockchain is
referred to as a smart contract. Smart contracts are created by the software
developer to automate operations and transactions. However, due to their
being inherently immutable, they are vulnerable to attacks. To clarify,
the smart contract cannot be undone once it has been generated and
placed on the chain. Therefore, the software development stage of smart
contracts is the most crucial component. A smart contract may experience
unfavourable outcomes and suffer considerable losses if maliciously
constructed or improperly coded. For instance, it should be recalled that the
Decentralized Autonomous Organization (DAO) attack on the Ethereum
blockchain in 2016 that aimed to invest and administer automatically
resulted in significant financial losses owing to a vulnerability in the smart
contract code.

Private Key: In blockchain technology, private keys are crucial in
authorizing access to user accounts and validating transactions. However,
if they are stolen or lost, the assets of users may be in danger. This can
take place through malware or phishing attacks. As an instance, a
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cryptocurrency exchange in Japan suffered significant losses in 2018 as a
result of a breach using inadequate private key management procedures.

Consensus Mechanisms: Transactions are endorsed and added to the
blockchain via consensus procedures, thus it's critical to understand
what they are, how they work, and their advantages and disadvantages.
Nonetheless, some mechanisms might be weak to assaults like the 51%
attack. This attack takes place when a single entity has 51 percent or more
of the processing power in a blockchain network, which provides it the
capability to alter transactions. An example is the 51% attack on the Bitcoin
Gold network in 2018.

Privacy: Blockchain technology has to overcome its challenges to privacy
while providing transparency. Transactions are visible to all participants
in the network, which can lead to loss of privacy for individuals.
Moreover, the privacy challenge becomes even more prominent as some
blockchain applications, such as healthcare, education, and supply chain
management, require the sharing of personal and sensitive information
that could be abused. For instance, the Australian government’s use of
a blockchain-based infrastructure for online voting in 2019 was found
to be vulnerable to anonymization assaults. A comprehensive approach
that includes strong encryption, secure coding practices and effective
governance models must be adopted to meet current challenges.

4.3.3 Interoperability

The capacity of various blockchain networks to communicate and
exchange data with one another is known as interoperability. Due to a
lack of standardization and the existence of several blockchain platforms
with various goals, functions, and features, interoperability in the context
of blockchain applications offers serious difficulty. The challenges with
interoperability can be summed up as follows.

Incompatible blockchain protocols: Since different blockchain
networks frequently utilize distinct protocols, this can cause problems
with compatibility. For instance, Ethereum’s Turing completeness
feature enables more sophisticated smart contracts to be created using
programming languages, in contrast to other blockchain platforms. As
a result, it’s possible that an Ethereum-based blockchain platform and a
platform employing the Hyperledger Fabric protocol cannot connect with
one another.

Consensus mechanisms: Blockchain networks use different consensus
mechanisms to validate transactions, which can make it difficult to
exchange information amongst them. For example, a PoW-based
blockchain may not be able to communicate with a PoS-based blockchain.
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Data privacy and security: Information sharing amongst blockchain
networks may be challenging due to the varying levels of data security
and privacy. For instance, it could be challenging to communicate data
between private and public blockchains because of the stronger data
protection standards of the former.

Smart contract interoperability: Many blockchain applications use smart
contracts as a fundamental building block. However, differing smart
contract languages might make interoperability difficult. For instance, a
platform supporting the Go smart contract language may not be capable
of decoding a smart contract written in Solidity.

To address these issues, several approaches have been put forth, such
as the usage of blockchain bridges, cross-chain communication protocols,
and interoperability protocols. For instance, the Polkadot network uses a
uniform protocol that supports many blockchain platforms to facilitate
interoperability between various blockchain networks (Wood, 2016). The
Inter-Block Communication (IBC) protocol is used by the Cosmos network
to enable communication between various blockchain networks (Cosmos,
2023). The Wanchain network facilitates asset transfers between several
blockchain networks using an inter-chain communication mechanism
(Wanchain, 2023).

The potential of blockchain technology must be unlocked, and a
frictionless interchange of data and assets between various blockchain
networks must be made possible, among other standardization measures,
in order to solve the interoperability problem.

4.3.4 Regulation and Legislation

Technology needs regulation just like any other field does, and in this
case there are laws, regulations, agreements, standards, and guidelines
that must be followed at both the national and international levels. Of
these, the European General Data Protection Regulation is the most well-
known (GDPR). In order to comply with GDPR, blockchain applications
must overcome several obstacles. For instance, users cannot modify or
remove the data that is kept on immutable, public blockchains. Once
added to a blockchain, any data which is stored in a transaction becomes
accessible to all blockchain nodes. These nodes store the entire chain
locally. Thus, the challenge faced by blockchain applications occurs when
a person’s identity or sensitive data is added to a blockchain. The system’s
nature—namely, its immutability, decentralization, and consensus
protocols —protects the data tied to it against manipulation. An application
for cryptography called Chameleon Hash Function (CHF), which was
created at the transaction level, was said to have been used to build a
solution for data alteration (Finck, 2019; Niya et al., 2022).
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Another issue is the lack of clarity, which relates to ambiguity in the
current rules and regulations. For instance, it appears that many countries
are still unsure whether to classify cryptocurrencies as assets, stocks,
or currencies. The fact that the legal framework of smart contracts in
many jurisdictions has not yet been determined, paves the way for legal
difficulties in case of conflict (Law, 2022).

Anti-Money Laundering (AML) and Know Your Customer (KYC)
Compliance; Cryptocurrencies are frequently utilized in blockchain
applications, yet they can be exploited for illegal purposes like money
laundering. Due to the decentralized nature of the technology, AML and
KYC compliance are necessary but can be difficult in the blockchain sector.
For instance, the Securities and Exchange Commission (SEC) in the United
States has taken legal action against multiple initial coin offerings (ICOs)
for breaking securities regulations. ICOs and cryptocurrency trading are
totally forbidden in China, according to the authorities. The General Data
Protection Regulation (GDPR) in the European Union has control over
blockchain applications that process personal data (Finck, 2019).

Regulators, policymakers, and industry participants must work
together to build legal frameworks that can enable technical innovations
and change while assuring consumer protection and safety in order
to address the legislative and regulatory challenges in blockchain
applications (Upadhyay, 2020).

4.3.5 Ethics

Ethics must be broad enough to apply to a number of choices in order
to be helpful in solving practical problems. Moreover, they ought to be
understandably straightforward. There are four fundamental ethical
precepts mentioned. They are (1) respect for autonomy; (2) non-harm;
(3) helpfulness; and (4) fairness. It covers a variety of topics, including
fundamental ethical precepts like fairness, utility, and non-harm. Benefit,
which includes the elements of not harming and benefiting, refers to
maximizing the net benefit to humanity. Justice here is considered the
“fair distribution model of benefits.”

Respect for autonomy, on the other hand, argues that practices made
as a result of independent (without coercion or interference) choices
made by individuals tend to be correct as long as the choices do not harm
others. Although this framework does not mean that these are the only
principles and rules that may be relevant, these four core ethical principles
provide an adequate framework for most practices. When the literature
is examined, it has been seen that the issue is still in the intellectual
stage, as it is insufficient in Blockchain-based developed applications
(Tang et al., 2020).
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4.4 Conclusion

In this section, the structure of the blockchain, its characteristics,
application areas, difficulties and applications to overcome these
difficulties were discussed. Although the decentralized and immutability
core attributes of blockchain technology offer many advantages, it has
been found that scalability, regulatory restrictions, privacy concerns, and
ethical issues are among the most significant difficulties encountered. The
scalability issues appear to be caused by the fact that blockchain technology
is still in its infancy and performs less well than more established
centralized database-based apps. Despite this, platforms like Polkadot,
which have partially enabled blockchain interoperability, indicate that
higher-level advancements may contribute as their future reflection. The
existence of such platforms raises the idea that there may be platforms in
the future where smart contracts that can communicate with each other
and be shaped according to system needs can be designed. Examining the
literature reveals that the legal framework surrounding digital currency
is gradually coming into existence. However, the general framework’s
ambiguity still presents a problem. As a result, this section covered the
scalability, legal restrictions, privacy, ethics, security, interoperability, and
future problems of blockchain technology.
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Chapter 5

Security and Privacy on
Blockchain Applications

Hakan Asan

5.1 Introduction

Blockchain is a technology in which data is kept in a decentralized
database using various encryption methods, and it is almost impossible to
change the recorded data (Juma et al., 2019).

It can be said that blockchain technology has revolutionized
data management, sharing, and governance. It has been used in
various applications due to its decentralized nature and transparency.
Applications have been implemented in different sectors, from supply
chain management to healthcare. The increasing number of blockchain
applications has made privacy and security issues more important. As a
new technology, its response to attacks is also a matter of curiosity.

In this section, the importance of security and privacy in blockchain
applications is discussed. The blockchain structure, possible attacks on the
blockchain system, and measures that can be taken are mentioned.

Security in Blockchain Applications

Security is an essential aspect of blockchain applications. Blockchain
does not have a central control mechanism because it has a decentralized
structure. In a decentralized system like blockchain, where everyone is
a part of the network and has ownership, there can be potential threats
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that arise from various sources. Therefore, several measures are needed to
ensure the security of the system.

Security in blockchain applications can be approached from many
different angles. The most important ones are consensus algorithms and
smart contract auditing. A robust consensus algorithm can prevent many
attacks. The most important consensus applications are Proof-of-Work
(PoW) and Proof-of-Stake (PoS). While PoW relies on computational power
to verify transactions and prevent double spending, PoS uses a certain
amount of cryptocurrency share or ownership to verify transactions. Both
algorithms have their own pros and cons. Smart contracts are self-executing
codes on the blockchain. They are used to automate transactions. Auditing
smart contracts is crucial to identify and resolve network problems before
they are distributed.

Privacy in Blockchain Applications

Blockchain applications are used in various sectors and deal with
important and sensitive information. Because all transactions are visible
to all participants in the blockchain structure, ensuring privacy becomes
more difficult. There are various methods for ensuring privacy in the
blockchain mechanism. One of the most commonly used methods is to
encrypt the data before it is recorded on the blockchain. This is done
through a hidden layer. Another method is to establish a decentralized
identity system. Unlike traditional identity solutions, decentralized
identity (DID) management in a blockchain allows authorized parties to
access the data. DID use a public-private key pair for verification.

Threats to Blockchain Applications

Due to its decentralized database structure, it is extremely difficult to
perform attacks on blockchain applications. However, there are many
possible attack methods discussed in theory. Some of these attacks can
come from outside the blockchain system, whereas others can come from
within. External attacks are usually aimed at taking over the system,
freezing it, or performing double-spending transactions. Internal attacks,
on the other hand, can be carried out by someone who is a part of the
system and may have goals such as taking over the system or making
more profit. With the growing economy of blockchain applications, it
is natural for old attack methods to increase and new attack methods
to emerge.
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5.2 Features of Blockchain

Blockchain technology has the characteristics of interoperability,
decentralization, immutability, and anonymity. Thus, here we can merge
all the features of blockchain as follows (Figure 5.1).

Figure 5.1. Features of Blockchain. Source: Krishnan et al., 2020; Subha, 2020.

5.2.1 Decentralization

Decentralization means that control is not centralized to a single point.
In this structure (as shown in Figure 5.2), the system is completely
peer-to-peer. It is different from the traditional client-server model where
data is centralized. In the client-server model, each client communicates

PEER PEER

PEER
Figure 5.2. Peer to Peer. Source: Prepared by author.
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with the central server to perform transactions. However, since each
client holds all the information on the blockchain, there is no need for
centralized control. This is advantageous since a problem with the server
does not affect the entire system. Additionally, in the client-server model,
an attack on the server would impact the entire system, whereas in a
blockchain, this risk is mitigated. The workload is distributed among peers
in the blockchain, while in the client-server model, the entire workload is
distributed on the server. In the case of data corruption or unavailability
on the server, the system shuts down completely. In blockchains, since
the data is distributed among peers (as shown in Figure 5.2), accessing
the data is possible. This feature provides transparency and security in
Blockchain (Rudra, 2020).

5.2.2 Transparency

It is one of the most fundamental features of the blockchain. It is also called
visibility (Rathee, 2020). All transactions made (updated or added) are
visible to other nodes. All transactions are transparent. No confidential or
unknown operation can be performed. The transparency of transactions
allows nodes to trust the blockchain.

5.2.3 Autonomous

Each of the blockchain blocks can update or transfer its data without
getting permission from a central structure (Zeba and Amjad, 2021). It
performs this process with the agreement of most nodes in the network.

5.2.4 Immutability

The transactions conducted on the blockchain are immutable. Once the
data is written to a block, it becomes immutable and protected (Zeba and
Amjad, 2021; Rudra, 2020). For a transaction to change, all recipients to
which the transaction is reported must be changed, as data is not retained
at just one point. This process is not possible in theory. The block must be
changed to change a transaction. Changing a block also affects all blocks
due to the hash.

In summary, the data in the blockchain cannot be changed by an
outside transaction.

5.2.5 Auditability

Inblockchain technology, all peers keep a copy of the block. The transaction
made in this block is timestamped and verified. Thus, the transactions are
validated by all peers. Previous records can be easily traced and verified,
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providing transparency and traceability of the transactions (Sharma
et al., 2020). Therefore, it is easy to verify and track transactions (Kaur
et al., 2020).

5.2.6 Security

Blockchain technology is inherently secure, as each transaction on the
network is cryptographically linked to the previous transaction. This
creates a chain of records that is nearly impossible to tamper with, making
the blockchain an ideal tool for storing sensitive data, such as financial
records and personal identity information. Additionally, blockchain
eliminates the need for intermediaries, reducing the risk of fraud and
increasing the security of transactions.

5.2.7 Smart Contracts

Smart contracts are structures programmed for the automatic execution
of transactions in a blockchain system. They are an essential feature
of blockchain technology. Smart contracts enable the automation of
transactions and the application of business rules without the need for
intermediaries in the blockchain system. Since the smart contracts cannot
be changed once they are distributed in the blockchain, they play an active
role in ensuring the security of the system.

5.3 Classification of Blockchain

Designs of Blockchain applications vary depending on their usage
purpose and the sector in which they are used. Some applications operate
within a specific private area, while others are designed to be accessible
to everyone. Blockchain applications can be classified into four different
groups (Raman et al., 2021).

5.3.1 Public Blockchain

A permissionless and open network where anyone can join the blockchain
network and access its content creates a public blockchain (Gencer et al.,
2018). It is not under the control of any organization (Paul et al., 2014).
Transactions made in the blockchain are transparent and can be discussed
by anyone, and the details can be examined. The advantage of a public
blockchain is its high reliability, while its disadvantages are the privacy
and, energy requirements due to its large computational power.

Examples: Bitcoin, Ethereum, Dash, and Litecoin.
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Figure 5.3. Blockchain classes comparison. Source: Prepared by author.

5.3.2 Private Blockchain

This type of blockchain requires a special invitation to join the network.
They are closed systems and are only used by businesses, government
agencies, or individuals (Dinh et al., 2017). In private blockchains, users
can join or leave the system within their authority. It is a centralized
network controlled by an organization.

Examples: Monox, MultiChain, Bankchain, and Ripple.

5.3.3 Comnsortium Blockchain

They are semi-open blockchains and can only be accessed with permission.
Control is not in a single center. Multiple organizations manage the
blockchain in a consortium. Limited to the participation of associate
members. Only members in the organization can share information and
resources (Dutta et al., 2020). It is partially decentralized.

Examples: Quorum, HyperLedger, R3CEV, and Corda.

5.3.4 Hybrid Blockchain

This type of blockchain is a combination of both private and public
blockchains. It incorporates the advantages of private and public
blockchains. In this network, some data is allowed to be public while the
rest is private.

Example: Dragonchain.

Table 5.1 provides a comparison of the different features of public,
private, and consortium blockchain applications.

The blockchain application to be created according to the needs
should be designed on the basis of the features in Table 5.1.
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Table 5.1. Public vs. private vs. consortium blockchain.

Public Private Consortium
Network structure | Decentralized Centralized Partly decentralized
Participants Permissionless Participants Permissionless
Anonymous Known Participants | Known Participants
Controlled by All network Trusted entity Predefined and
participants (blockchain owner) | authorized network
participants group
Efficiency Low Higher due to High Lower due to | Medium Average
Security distribution centralization due to partial
Consensus Pre-approved distribution
mechanism Voting/multiparty Pre-approved
Proof of work/proof | consensus Voting/multiparty
of stake consensus
Access Anyone Single Organization | Multiple
Organizations
Privacy Low (all transactions | High (access to data | Medium (access to
are transparent and | is only by trusted data is controlled
traceable) entity) by a specific
group of network
participants)
Transaction Slow Medium and Fast Medium and Fast
Speed

Source: Kim and Deka, 2020; Maleh et al., 2020.

5.4 Security and Privacy Issues of Blockchain Technology

In this section, the possible types of attacks on blockchain technology are
categorized under headings such as application areas and the individuals
who perform the attack.

5.4.1 Network Vulnerabilities and Attacks
5.4.1.1 Distributed Denial-of-Service (DDos)

One of most frequent attacks observed in blockchain networks is DDoS.
The main purpose of the attackers is to lock the system by making many
requests to the processing resources. This crash prevents other users from
doing business. Popular cryptocurrencies such as Ethereum and Bitcoin
often encounter this attack. For example, 40 Bitcoin services were attacked
by 142 DDos in 2 years. In addition, companies such as BitQuick and
CoinWallet had to close after a while (Conti et al., 2018).

Countermeasures: Authentication, Proof-of-Activity (PoA) protocol
(Biryukov et al., 2014).
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Figure 5.4. Blockchain security vulnerabilities. Source: Prepared by author.

5.4.1.2 Sybil Attack

The Sybil attack controls the blockchain by generating many fake nodes
by the attacker. These nodes both unnecessarily occupy the network and
prevent the movement of real nodes. In this way, the attacker manipulates
the network. Blockchains use different “consensus algorithms” to protect
themselves from the Sybil attack. If the Sybil attack is successful, it can
render the consensus algorithm dysfunctional, causing a double-spend
attack.

Countermeasures: Xim (a two-party mixing protocol) (Koshy et al., 2014).

5.4.1.3 Eclipse Attack

Eclipse attack is an attack on the network. The attack is aimed at
communication between spouses. The attacked person is surrounded
and isolated from the rest of the network. This form of attack lays the
groundwork for the double-spending and selfish mining attack to occur.

Countermeasures: Using a whitelist (Heilman et al., 2015).

5.4.2 Consensus Mechanisms Vulnerabilities
5.4.2.1 Vulnerability 51%

Due to the blockchain structure, a pirate who seizes most of the computing
capacity of systems, which is 51%, can manipulate transactions. It is
theoretically the most well-known method. However, implementing it is
extremely difficult. It is also known as the Goldfinger attack. It can do
so once an attacker has seized most of the computing capacity within
the blockchain. In July 2014, the mining pool “GHash.IO” held more
than 51% of the hash rate in Bitcoin for one day (Bastiaan, 2015). The
DAO attack that occurred in 2016 (Atzei et al., 2017), had put the entire
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Ethereum ecosystem at risk. This attack can cause vulnerabilities such as
double spending, excluding transactions, reverse transaction attacks, and
changing transactions (Krishnan et al., 2020; Xu, 2016).

Countermeasures: Create double spend alert and add observers to the
network (Karame, 2012).

5.4.2.2 Finney Attack

The attacker acquires a copy of a transaction that has already been executed
by this type of attack. The attacker sends a version of this transaction to a
user. It is important to know that, when the user accepts the transaction,
the attacker broadcasts the block belonging to the first transaction to the
blockchain system. This will render the transaction sent to the user invalid.
The attacker would have somehow managed to perform the double-spend
operation (Saad, 2019).

Countermeasures: Wait for multiple confirmations before committing.

5.4.2.3 Race Attack

This attack is carried out using the time between the creation of an
attacker and the verification process. The attacker manages to obtain the
results of the double-expensive processing process before investigating
the verification process (Li et al., 2020).

5.4.3 Mining Pool Vulnerabilities

Mining pools are an important component of the cryptocurrency mining
process because they enable individual miners to combine their computing
power and work together to mine blocks more efficiently. However,
these pools can also be vulnerable to a range of security threats, such
as distributed denial-of-service (DDoS) attacks, pool hopping attacks,
and selfish mining attacks. It is important to identify and address these
vulnerabilities because as they cannot only compromise the security and
stability of the mining pool, but also the entire blockchain network.

5.4.3.1 Selfish Mining Attack

Naturally, each attack has a different purpose. The attacker targets one or
more blockchain miner whose main goal is to earn more profits. That’s why
it is called the Selfish Miner attack. It was first proposed by Eyal and Sirer
(Eyal and Sirer, 2014). A selfish miner intentionally does not maliciously
broadcast mined blocks to the network, aiming to mislead other miners
to increase their reward. It is also known as a Block Withholding attack.
It is a highly challenging attack to execute practice and easy to detect
(Bonneau et al., 2015).
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Countermeasures: Include working with trusted miners, ZeroBlock
Technique (Solat and Potop-Butucaru, 2016), Heilman Defense Proposition
(Heilman, 2014).

5.4.3.2 Block Withholding Attack

An attack is made with a different scenario. Here, the attacker joins the
system to help block mining by infiltrating users. But it never publishes
the blocks, resulting in reduced revenue or no revenue at all. No miner
including the attacker, can earn any profit from this attack. That is why it
is also called a sabotage attack (Rosenfeld, 2011). However, Courtois and
colleagues claim that the attacker can still earn profits from this attack
(Courtois and Bahack, 2014).

Countermeasures: Include working with trusted miners, monitoring and
controlling revenue distribution.

5.4.3.3 Bribery Attack

This attack involves the miner incentivizing other miners by using blocks.
The attacker can validate and propagate random transactions by paying
dishonest nodes to validate them. The bribe attack can be performed
through three different methods: out-of-band payments, negative-fee
mining pool, and in-band payments.

For in-band payments, the attacker creates a fork that includes a bribe
for any miner who validates it in an attempt to corrupt the blockchain. In
the case of out-of-chain payments, the attacker directly compensates the
owner of computing resources for mining their blocks. The attacker sets
up a mining pool that operates with a negative fee, thereby providing an
incentive for participants to earn higher profits.

Countermeasures: Improving the opportunities provided to miners; some
rewards and increase in transaction fee.

5.4.4 Clients’ Vulnerabilities

5.4.4.1 Mining Malware

An attacker installs malicious software on the victim’s computer or
mobile device in order to hijack its computing power and use it to mine
cryptocurrency, which can consume significant amounts of electricity and
potentially disrupt the target’s system performance.

Countermeasures: Keeping software up-to-date, using antivirus software.

5.4.4.2 Phishing Attack

By creating phishing websites, the hacker can trick users into disclosing
their login credentials, which the hacker can then use to gain unauthorized
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access to sensitive data on the network (Sopori, 2015). Phishing attacks are
low cost and low risk. This is why they are often used by hackers. Hackers
often perform this attack through a fake website. Sometimes they use a
fake replica of a well-known website.

Countermeasures: Using platforms with known reliability, Not opening
links from various platforms.

5.4.5 Privacy Concerns

While blockchain is designed to be secure, it is not inherently private. All
transactions on the blockchain are public, meaning that anyone can view
them. While this transparency is desirable in some situations, it can also
compromise the privacy of individuals and organizations. Blockchain
technology can expose sensitive information, such as personal identities
and financial transactions.

Conclusion

The decentralized and transparent nature of blockchain technology
has enabled its effective use in many industries. The increasing use
of cryptocurrency markets worldwide has also increased interest in
blockchain. With their increased usage, blockchain applications have
become targets for attackers. Therefore, it is crucial to identify possible
attacks and the measures to be taken against them. Additionally, privacy
has become a significant concern in blockchain applications with the
increasing number of applications. The confidentiality of sensitive
information shared and stored within blockchain applications is essential,
especially in areas such as healthcare and supply chain.

Considering all this information, security and privacy are critical
concerns in blockchain applications. Due to the structure of blockchain
systems, it is highly improbable that they will be attacked, or data loss
will occur. It is also challenging for one person or group to take over the
system. In contrast, in systems built around a centralized database, taking
over the database means to take over the entire system. However, to take
over the blockchain system, one must have at least 51% control of the
system. Nonetheless, attacks that may cause interruptions, slowdowns,
or double-spending in the system are possible. On the other hand,
malicious users and miners who are part of the system can also engage in
various actions.

Eliminating security and privacy concerns in blockchain applications
is essential for the development of this technology. A trust environment
needs to be established for individuals who will participate in the system,
as it is not governed by a central authority. Smart contracts need to be
monitored, and authorization controls should be implemented for privacy.
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In summary, although blockchain technology has tremendous
potential due to its structure, it is necessary to be aware of security and
privacy concerns. Measures should be taken against possible attacks, and
attention should be paid to various applications in terms of privacy. This
section discusses blockchain technology in terms of security and privacy.
It also addresses possible attacks and the measures to be taken against
them. Lastly, it emphasizes what should be considered to produce more
secure blockchain applications.
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Chapter 6

Blockchain Applications
in Healthcare

Onur Dogan

6.1 Introduction

Blockchain technologies have quickly penetrated and contributed to
every field of Information and Communication Technology. Thanks to
blockchain technology, operations could be performed between entities
even in the absence of a trusted and authoritative third party. Blockchain
technologies have found different application areas in every field,
especially in digital payment systems.

Since its introduction in the field of finance, blockchain technologies
have been found to have the potential to perform several jobs in wider
areas. However, application areas and effective solution methods related
to these areas have not been developed yet. Blockchain promises major
changes in many industries beyond finance such as government, healthcare
and supply chain (Casino et al., 2019). Perhaps the most important one
among the various fields that blockchain technologies serve is the field of
healthcare. Individual and social health are fundamental elements of the
development of an organization, a company or even a state.

There are many stakeholders such as hospitals, doctors, insurance
companies and patients, operating in the healthcare system. In the
traditional model, health authorities can access patient information easily
since this information is protected in data centres. On the other hand, the
modern model consists of big data due to the diversity and volume of
digital data collected from various sources (Shuaib et al., 2021).
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Patients, healthcare professionals, doctors and pharmacists produce
a huge amount of health data in many different formats every day.
This health data consists of data in many different forms such as texts
(prescriptions), images (X-rays, MRIs), audio files (diagnosis, patient
stories), and tables (medical device request forms).

Many platforms, software and communication technologies have
made innovations for the safe storage of health information. The main
idea behind these technologies is to improve the security of health
records, track diseases and develop disease prevention strategies around
the World (Sharma et al., 2021:2).

It is vital to process this big data, ensuring its transparency, security
and reliability. Since, considering the basic characteristics of blockchain
technologies; decentralisation, transparency and anonymization
(Nakatomo, 2008), it seems appropriate to use it in healthcare, which is a
very data-driven sector.

Reducing complexity and costs and improving security, transparency
and regulation are considered as potential benefits and the main
purpose of blockchains. However, health is characterized as a traditional
industry and executing changes in this sector are harder than in
others. Healthcare-related issues such as; privacy, quality of care, and

Blockchain Features
Security

Accurance Healtheare Industry Requirements

Immutability » Security

Authentication Interoperability

Data Access

Decentralized Storage

Mobility

Figure 6.1. Blockchain and healthcare collaboration. Source: Retrieved and compiled from
Holbl et al. (2018) and McGhin et al. (2019).
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information security have received worldwide attention in recent years.
Blockchain technologies are increasingly recognized as a response to
current information distribution problems (Prokofieva and Miah, 2019:1).
Considering blockchain capabilities and features and healthcare industry
requirements, blockchain Technologies could be useful for healthcare
industry concerns. Holbl et al. (2018), investigated many scientific
papers using blockchain technologies in the healthcare industry and they
indicated that blockchain can be used in several fields of healthcare such as
data sharing, access control, electronic health records, electronic medical
records, personal health records, managing audit trails, supply chain and
others. The authors indicate that data sharing and health records are the
main topics of the papers about blockchain applications in healthcare
(Holbl et al., 2018:9-12).

On the other hand, many studies have also mentioned concerns
about using blockchain technologies in the field of healthcare. Misuse of
patient information, data security, unrealistic commitments, and policy
considerations (Sharma et al., 2021; Hasselgren et al., 2020; OECD, 2020)
have been discussed in various studies.

While new technologies have the chance to create various advantages
in terms of application areas, they naturally involve various risks and
concerns. The main aim of this study is to reveal the current situation
regarding the use of blockchain technologies in the field of health. Along
with this, the risks, opportunities and challenges of the use of blockchain
technology in healthcare will also be discussed.

6.2 Works and Applications

As noticed in the previous part, blockchain solutions and healthcare
requirements are accordant fields due to their natures. Data
privacy-driven approaches are good examples of blockchain applications
in healthcare since blockchain ensures data privacy thanks to its
distributed structure while privacy is a very crucial matter in the field of
healthcare. Patients need privacy in terms of their health stories. Ensuring
privacy for patients and satisfying them about privacy is a way of building
trust between healthcare system stakeholders. Many studies have been
made by researchers in terms of data privacy and blockchain collaborative
usage. Some of them have been mentioned below.

Technological developments in the healthcare systems have increased
security challenges, privacy problems, and the leakage of their integrity.
Digitalization, wireless connectivity and open access increase the risks
in terms of security. Security and privacy of the healthcare systems
are important matters for all the stakeholders of the systems including
hospitals, clinics and patients. Since healthcare systems have security and
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privacy problems, emerging and efficient blockchain technology may
offer pervasive and sustainable solutions (Zeba and Amjad, 2022:160).

Liu et al. (2019) have highlighted these security and privacy concerns
in healthcare systems and proposed a blockchain-based model in their
works. According to their model, any data requester can make a query
from a healthcare system and can find the relevant record on the EHR
consortium blockchain after getting the data owner’s authorization.
Besides they indicated that the proposed protocol ensures security since it
successfully passed the security analysis.

Johari et al. (2022) proposed a model named BLOSOM (Blockchain
technology for Security Of Medical records) to keep patients’” medical
records. Researchers have developed a BlockChain framework (Medichain)
which contains all the basic functionalities of a BlockChain to secure a
patient’s data. Their model also allows users to upload the file containing
the list of records in a decisive, distributed and decentralized network.

Another blockchain technology usage in healthcare addresses data
sharing since blockchain allows users to share data with related peers. Liu
et al. (2019) proposed a model which enables users to share medical data.
Thanks to the model, data sharing among physicians could be possible.
The model also allows patients who suffer from the same disease to
communicate with each other by matching their disease. Das et al. (2022)
proposed a blockchain-based model ensuring the privacy and security of
health data in terms of sharing and storing. Their main model could be
visualized in Figure 6.2.

Blockchain Technologies are also useful in healthcare systems
concerning medical supply chain management. Chauhan and Kaul (2022),
summarized the process of the supply chain in blockchain as follows.
When a new medicine is developed, a specific block which records all
information containing the clinical trials and process details is generated.
After that, when the clinical trials have been started and as soon as this
processis accomplished the medical product receives a unique recognition.
Another block is generated which is aggregated with the previous block.
Hereafter the medicines are sent to the warehouse, for distribution.
In this phase, the blockchain contains information such as barcode,
manufacturing and expiration dates. In addition, transportation details
could be covered and blockchain could execute a different transaction as
well. Thanks to the blockchain supply chain, trustworthy, verifiable and
transparent information is provided in all steps of the process.

Kushwaetal. (2023) indicated that current supply chainshave problems
and challenges such as traceability, lack of trust between stakeholders, lack
of transparency, problems in data sharing, and compliance with national
standards. Blockchain is seen as a new technology with the capacity to
handle all these components in medical supply chains.
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Figure 6.2. Secure medical record management and storage model (Das et al., 2022:34).

Electronic medical records are shared among peers such as clinics,
hospitals and insurance companies. Since EMRs consist of sensitive and
private health-related information and insurance companies are one of
such organizations holding this kind of data it is important to manage
health data (Hussein et al., 2018:1-2).

Patients should have health insurance and the health insurance
companies are approved authoritities for providing insurance. Patients
send the digitally signed confirmation request to the health insurance
companies and health insurance companies verify the digitally signed
attestation of the patient. In this phase, authentication could be provided
by using blockchain technologies (Shuaib et al., 2021:4).

Akbar and Khan (2022) suggest that blockchain technologies can be
used to modernize health insurance systems in their work.

Besides these issues which are subject to blockchain and healthcare
interaction, Rather and Idrees (2022) remarked thatblockchain technologies
are also useful in health insurance claim settlement and authentication of
digital identities of subjects.

Furthermore, many companies operating in the healthcare industry
which are utilizing blockchain-based systems.

BurstlQ (bursitiq.com) is one of the companies which presents
blockchain-based solutions in healthcare. BurstlQ’s product named
LifeGraph eases the development of intelligent solutions using personal
health information. LifeGraph which is a web3-ready blockchain platform
enhances the data collection, management, and control processes.

Medicalchain (medicalchain.com) is a platform recording electronic health
data by using blockchain Technologies. Thanks to Medicalchain patients
could share their health data with healthcare professionals.

Nebula Genomics (nebula.org) is a genomic project which manages data
and protects genomic data privacy by using blockchain technologies.

Aetna (aetna.com), is a blockchain-based network improving transparency
and interoperability in the healthcare industry which aims to create an
inclusive blockchain network that could be useful for the healthcare
ecosystem.
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6.3 Challenges

As indicated in previous chapters, blockchain technology can answer
many problems of shareholders of the healthcare ecosystem. In fact,
blockchain technology has the potential to revolutionize the healthcare
industry. However, several challenges need to be addressed before they
can be widely adopted by healthcare institutions. The possible challenges
are valid for all the components of the healthcare system; patients,
healthcare institutions, doctors and even all healthcare workers.

The first and not the last challenge for individuals including both
healthcare workers and patients, it is not about health directly but about
digital capabilities. It is clear that new technologies are penetrating all areas
and most of the time their usage is highly dependant on the technology
skills of individuals. So, even if blockchain technologies respond to many
healthcare problems, an individual’s lack of knowledge can prevent their
usage. Digital literacy is somehow one of the most important challenges
of blockchain usage in healthcare applications in a sense. Patients or
healthcare workers may not be familiar with blockchain technology and
its potential benefits for healthcare applications. Therefore, there is a
need to educate them about blockchain and how it can help improve the
security, privacy, and sharing of health data.

Another challenge that patients should cope with is security concerns.
Blockchain technology is known for its security features, but patients
may still have concerns about the privacy and security of their health
data. Ultimately, the underlying reason for using a blockchain is to allow
people who did not know or trust each other before to share their data in
a secure, tamper-proof manner. But even the security of the best-designed
blockchain can fail in some scenarios (Boulos et al., 2018). In addition to
this, issues such as, data access, updated data and ownership stand have
to be dealt with by the patients. With blockchain-based systems, patients
may have more control over their health data, including who can access
it and how it is used. However, patients may also need to learn how to
manage their data and ensure that it is accurate and up-to-date. Besides,
it is possible that patients are not aware of regulatory requirements when
using blockchain-based systems for healthcare applications.

Due to the lack of digital capabilities of individuals mentioned above
patients, doctors and other healthcare workers could think that blockchain
is just related to coins and a financial tool. So, they would not be aware of
its capabilities.

Convincing experts and other healthcare professionals to switch from
paper to technology can be difficult. Many people struggle to transition
from paper-based prescriptions to electronic records and prescriptions.
Such subjects pose efficiency problems for blockchain-based systems.
However, for example, doctors rarely fill in unnecessary fields when filling
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out forms related to their daily work. The use of blockchain technologies
can also raise concerns about data accuracy (Abiodun et al., 2022:14).

One of the challenges that health institutions face-off is the possible
high cost of this kind of system. Yousuf et al. (2022) indicated that
Blockchain technology is fundamentally computationally expensive.
Besides such a system requires large bandwidth and this makes it
cost-ineffective.

Holbl et al. (2018) made a systematic review of the usage of blockchain
technologies in healthcare. They found that most of the studies which
focus on the use of blockchain in healthcare are based on proof-of-work
(PoW). Thus they point out that PoW is a very slow and computationally
demanding algorithm. So, this kind of blockchain usage would be
impractical for hospitals.

Akbar and Khan (2022) handled this subject concerning the health
insurance industry. Researchers defined the pros and cons of the use
of blockchain in healthcare according to health insurance companies.
They also highlighted cost of the systems. Even further, the researchers
stated that the storage and form of local copies is an important challenge.
Updating the information is also an issue that needs to be considered. In
addition to these possible challenges, the researchers also specified that
blockchain is a secure system but it would not able to stop hacking.

Agbo and Mahmoud (2020) indicated that there is a need for incentives
to encourage healthcare stakeholders to adopt blockchain technologies
while discussing the challenges of blockchain-based technology usage in
healthcare in their paper.

Lack of Privacy :
Incentives Security
(Relatively)
Hew Scalability
Technology .
Challenges of Blockchain
in Healthcare
Fast _
Esfoivizlg Regulations
Ecosystem
. Lack of
Adoption Digital
Skills

Figure 6.3. Challenges of blockchain in healthcare.
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It should be accepted that blockchain is a new technology which is
still evolving. Many projects are still starting and ending in a very short
period. For example blockchain projects in healthcare such as Akiri, Secure
Health Chain and HCX; etc. are non existant today. This situation also can
be counted among challenges.

As can be seen, there are many challenges in the use of blockchains in
healthcare in terms of individuals (doctors, patients, healthcare workers,
etc.) and institutions (hospitals, health insurance companies, etc.). All
these challenges in the literature can be visualized in Figure 6.3.

6.4 Opportunities and Future Direction

Blockchain technology has the potential to transform the healthcare
industry in many ways and for all the stakeholders irreversibly. When
the capabilities of blockchain-based technologies are taken into account,
many opportunities for the healthcare ecosystem are created.

Agbo and Mahmood (2020) have defined five main opportunities for
blockchain usage in healthcare; patient-centric electronic medical record
management, pharmaceutical supply chain management, remote patient
monitoring, health insurance claim processing, and health data analytics.
In the sense of medical records, it has been implied that up-to-date and
transparent medical records can be accessed by authorized individuals.
Pharmaceutical supply chain management is particularly about drug
production and distribution. Improved drug traceability could be possible
thanks to blockchain methodologies. Remote patient monitoring covers
medical data collection through various technological devices. Health
insurance claim processing and health data analytics are the areas that
can take advantage of blockchain features such as decentralization,
immutability and high computational power.

In addition to these opportunities, Yaqoob et al. (2021) indicate
some other opportunities such as clinical trials and precision medicine,
maintaining consistent permissions, and protecting telehealth systems.

Holbl et al. (2018) point out that future implementation of blockchain
technology in healthcare should be prepared for collaboration with areas
and techniques such as quantum computing, artificial intelligence, big
data and the internet of things.

Blockchain technology has a chance to take all components of the
healthcare ecosystem to the next level in the future thanks to its capabilities.
The use of blockchains in healthcare would reduce transaction time and
costs. In addition, with the effective use of blockchain technologies in the
future, it will be possible to reduce possible individuals’ medical story
errors. In addition, thanks to the ability to monitor real-time data, doctors
will have access to complete and accurate medical data. From the patients’
perspective, due to the transparency of the data, patients will not have a
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need for a second opinion from another doctor. Keeping patient records
on a blockchain network will allow people to know and connect with
others who have similar health conditions. In this way, it may be possible
for patients to have a feeling of belonging to a community and it will also
strengthen the will of the patients to fight the disease (Siyal et al., 2019:13).

6.5 Results and Evolution

In this study, the relationship between blockchain technologies and
healthcare has been examined from different aspects. The literature on
the relationship between these two areas has been reviewed. Different
blockchain methods and applications in healthcare are mentioned in this
study. Furthermore, opportunities and challenges related to the use of
blockchain technologies in healthcare have been revealed. In addition,
a future direction has been presented about the use of blockchain
technologies in healthcare.

Blockchain technologies promise a big change in the healthcare
industry. Due to their characteristics, these technologies are likely to meet
the needs of all components of the healthcare industry. On the other hand,
this combination also has risks and weaknesses. Siyal et al. (2019) made a
SWOT analysis on blockchains in healthcare. In this section, some other
criteria were found while the literature review has been added to their
results and the SWOT structure has been extended (Figure 6.4).

Eventually, according to all these literature reviews and after this
detailed investigation, it could be said that blockchain usage in healthcare
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is promising but there are some concerns as well. Furthermore, it seems
these technologies solve many problems but still have a long way to go.
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Chapter 7

Blockchain Applications
in Security

Rita Ismailova

7.1 Introduction

Blockchain is a relatively new technology that is growing in popularity
thanks to its many benefits. The advantages of blockchain technology are
due to security mechanisms that protect privacy while sharing data and
creating tamper-proof records (Ali et al., 2021). As a result, blockchain is
becoming increasingly important for businesses (Tijan et al., 2019; Garg
et al, 2021) and governments (Walport, 2016, Olnes and Jansen, 2017;
Hjalmarsson et al., 2018) that need to protect their data and applications
from making unauthorized alterations.

Blockchain technologies’ security stems from their decentralization.
That is, they function on a distributed network, which means that
information is copied and these copies are stored among several nodes
rather than in a single location. This network operates through consensus
mechanisms, allowing multiple participants to validate and record
transactions, and thus, eliminating the need for validation of transactions
by a central authority. A decentralized approach enhances security, as it
makes it more difficult for a single entity to manipulate or corrupt the
data (Glaser and Bezzenberger, 2015). Additionally, it can also increase
transparency and accountability, as the decentralized network provides a
more open and transparent system for tracking transactions. In addition,
since blockchain is decentralized, it is difficult for anyone to hack or
corrupt the system. While blockchain was initially proposed as a means
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of virtual currency transactions (Nakamoto, 2008) and focused on the
cryptocurrency sector, applications for this technology have expanded
since 2016 as a reliable and secure technology that can be used in a variety
of applications (Taylor et al., 2020).

Many applications were proposed to utilize the transparency and
accountability properties of blockchain technologies. These applications
would allow for increased trust and security within a collaborative
environment, for example, in supply chain management—to track the
origin and authenticity of products (Tseng et al., 2018; Abbas, 2020). These
systems allow consumers to track the origin and journey of products,
ensuring that product information is not tampered with. Another such
application is a blockchain-based voting system. This system would allow
for transparent and secure voting between stakeholders without the need
for a third party. The system would also be tamper-proof, ensuring that
votes cannot be manipulated. Thus, the usage of blockchain-supported
systems allows providing a secure and transparent system for casting and
counting votes, reducing the risk of fraud and manipulation (Singh and
Chatterjee, 2018; Hjalmarsson et al., 2018).

Finally, blockchain-based land registry systems are used to address
data privacy issues in digital identity management—to securely store and
manage personal information, providing users with more control over their
data (Zyskind and Nathan, 2015), and in healthcare systems—to securely
store and manage medical records, reducing errors and improving patient
privacy; the ability of blockchain technologies to verify the authenticity
can find its applications in healthcare systems and real estate—to securely
store and transfer property ownership records and reduce fraud, and in
art and collectibles—to verify the authenticity and ownership of items,
reducing the risk of fraud in the market.

Thus, besides cryptocurrencies, blockchain technology is being
explored and used in various industries and applications. Its importance
rises as many businesses and government services move to the internet;
a large amount of personal data is to be stored and processed. Many
services started utilizing blockchains in order to provide personalized
services to users. For example, Zyskind and Nathan (2015) proposed a
platform that aims to provide a secure and efficient way to manage access
control using a combination of blockchain and off-chain storage solutions
where the blockchain acknowledges consumers as the sole proprietors of
their personal data.

However, with this variety of blockchain applications, there are many
issues related to the security of records in a ledger. The main advantage
of the technology —decentralization, can turn into its weakest point as it is
vulnerable to hacking and theft of funds (Pilkington, 2016). Additionally,
because the blockchain is a distributed system, records can be corrupted
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or lost in transmission. This could lead to incorrect or missing data in the
ledger, which would be difficult to correct. Other security concerns in
blockchain applications include regulatory compliance, scalability, and
ensuring data privacy. In this study, we will briefly describe the underlying
building blocks of blockchain and focus on regulatory compliance and
privacy and their implications for blockchain applications.

7.2 Conceptual Background of Blockchain Technologies

Blockchain technology relies on the idea that if a digital ledger with
transaction records is decentralized and distributed among many network
nodes, its integrity cannot be compromised. All participating nodes keep
a copy of the entire blockchain ledger, and when a new transaction is
proposed, it is broadcast to the network, and each node independently
validates the transaction according to a set of predefined rules. Thus, the
security in blockchain technology can be attributed to the combination of
(1) decentralization, (2) usage of cryptographic hash functions and digital
signature algorithms, and (3) chaining of blocks. The decentralization of
transaction details (or ledgers) reduces the chances for malicious parties
to change the data stored in records since any single point of failure in
the network is detected immediately due to its distributed feature—this
ledger is maintained by a network of computers, and thus, tampering
with or manipulating the recorded data is infeasible. Hash functions
provide a secure way of encrypting data in each block and verifying its
integrity. Chaining of blocks strengthens the security by ensuring that
previous blocks are linked to each other, and tampering with one block
would require tampering with all blocks, making it computationally
infeasible. Each block in the chain is linked to the previous block as it
contains an output of the cryptographic hash from the previous block,
and the integrity of the entire chain can be verified by comparing the
hashes. Additionally, since there is no central authority, it is difficult for a
single malicious actor to compromise the system. This makes blockchains
ideal for use in security applications such as cryptocurrency transactions,
secure document storage, and secure voting systems.

1. Cryptographic Primitives

Cryptographic hash functions are mathematical algorithms that compress
a string (a block of information or a sequence of bytes) of arbitrary length
into a string of characters (bytes) of a specific, strictly fixed-length string
of bits, referred to as a hash value or simply a hash. This hash value is
unique to the original message and is used to ensure the integrity and
authenticity of the data (Stinson, 2005). That is, cryptographic hash
functions are algorithms that map bit strings of arbitrary finite lengths
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into strings of fixed lengths. This sequence is the hash code (or hash value)
of the original information block. The primary purpose of hash functions
is to protect the integrity of information.

The main property of cryptographic hash functions is that any
change made to the original message, which serves as an input value of
the hash function, will result in a completely different output string. This
property, called the avalanche effect, is desirable in hash functions as it
ensures that even minor modifications to the input data are reflected in
the resulting hash value, making it easier to detect tampering or changes
to the original data. The avalanche effect helps ensure data security
and integrity is hashed using cryptographic hash functions. Thus, if
(unauthorized) one modifies an electronic record whose integrity needs to
be protected, recalculating the hash code will give a completely different
result. As a result, any changes to the original document can be tracked
(Ismailova, 2012).

Another important property is the impossibility of reverse
transformation (Damgard, 1990). In other words, the original text from
which this hashcode was calculated is impossible to restore. This security
criterion of hash functions is called preimage resistance. Preimage
resistance provides a level of security because it makes it difficult for an
attacker to manipulate the input in a way that would result in the desired
hash value. Therefore, preimage resistance is an essential property of
cryptographic hash functions for ensuring the integrity and authenticity of
digital data. Another crucial criterion is a second preimage resistance—a
property of cryptographic hash functions that states it is computationally
infeasible to find a message, different from the given one, that maps to the
same hash output as a given message. Again, it refers to the property of
hash functions that even a small change made in an input message should
result in a completely different hash output, making it difficult to find two
inputs that map to the same hash value (Rogaway and Shrimpton, 2004).
Finally, a hash collision resistance property refers to the requirement
that it must be computationally infeasible for a malicious actor to find
two different messages that produce the same hash-output (Menezes
et al., 2018). In other words, if two distinct inputs are hashed, the outputs
should be completely different.

Another cryptographic primitive used in blockchain technologies
is a public key algorithm. First proposed by Diffie and Hellman (1976),
the development of digital signature technology has been a major
breakthrough in the field of cryptography and had a significant impact
on the security of electronic transactions and communications. The idea
behind public key cryptography is the usage of a pair of keys, one of which
is public and used for encryption, and the other part is kept secret and
used for decryption. However, in public key cryptosystems, a message
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can be encrypted using a private key. In that case, the receiver can verify
the sender’s identity using the public key, and thus, the algorithm can be
used to ensure non-repudiation (Rivest et al., 1978). This property is used
in blockchain applications for the verification of transactions.

2. Chaining Hash Values in a Blockchain

The avalanche effect and security criteria of hashing functions made it
possible to utilize them as building blocks in blockchain technologies.
In blockchain technologies, a digital asset or information is verified and
digitally signed by the sender using their private key. Once a transaction
has been created, it is broadcast to the network of computers (known as
nodes) that make up the blockchain. Each node verifies the transaction by
checking its validity and ensuring that the sender has the necessary funds
to complete the transaction. Valid transactions are then bundled together
using a hash algorithm that combines transaction records in the block.
Each block’s hash-value includes the hash-output of the preceding block
in the chain, forming a chronological and unbreakable chain of blocks
linked to each other by two main principles, namely internal consistency
and consensus on transactions (Dhillon et al., 2017). That is, the network
can be considered a decentralized database.

If there is a need to add something to this document, the system must
calculate the following hash code based on the previous one, and the
next entry is added to the database. This process is repeated for every
transaction that takes place on the blockchain, creating a constantly
growing chain of blocks that form an unbreakable and tamper-proof record
of all transactions on the network. That is, an already existing record is
not changed. A change in the actual data in a block that was processed
by the system results in a change in its hash value. Furthermore, since
copies of this hash value are stored in other databases, it is impossible to
hide modifications since the records will not match. Thus, all modification
data can be tracked. In other words, the essential advantage of blockchain
technologies is that transactions are transparent and publicly available,
allowing for faster processing and information exchanges. Furthermore,
utilizing public-key cryptographic algorithms allows the information
within transactions to remain confidential while giving confirmation
of each node’s validity, providing proof of authenticity and preventing
participants from denying their actions as the public key of node-holders
is available to everyone in a network, while the private key is stored secret
and known only by the key owner. This helps to guarantee that only
authorized block-chain technology entities may access the network, which
improves security and trust. Researchers also investigate the provision
of pseudonymity or privacy inside a blockchain network by public key
cryptography techniques within a blockchain when combined with other
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techniques. Participants can conceal their identities while establishing
the legitimacy of their transactions or blocks by using cryptographic
techniques such as zero-knowledge proof protocols (Jaoude and
Saade, 2019).

7.3 Regulatory Compliance in Blockchain Applications

While considering the relationship between blockchain and regulatory
compliance, we focus on three main areas: (1) the regulatory challenges of
blockchain adoption, (2) the potential benefits of blockchain for regulatory
compliance, and (3) the legal and ethical implications of blockchain
technology.

The potential benefits include lower costs and more efficient business
processes, higher data security and privacy levels, and an enhanced ability
to integrate smart contracts into business processes at a lower cost due to
decentralization. However, the decentralized nature of blockchain makes
it difficult for regulators to determine who is responsible for ensuring
compliance. Blockchain technology operates outside government
regulation and is not governed by any central authority, making it difficult
to monitor and enforce compliance with existing regulations (Lin et al.,
2017). Thus, the need for more regulatory guidance on incorporating the
technology into existing legal frameworks has become one of the primary
obstacles to wider adoption of blockchain technologies. According to
Sandner et al. (2022), neither the regulators nor the governments have
the necessary understanding of technology for legal enforcement, nor
are they able to provide adequate regulatory frameworks or adapt to the
phenomenon.

Another issue is the question of jurisdiction. Because blockchain
technology is decentralized, it can be difficult to determine which laws
and regulations apply. It creates challenges for cross-border transactions,
which may involve multiple legal jurisdictions. This issue was also raised
in research by Fazi (2022); the author highlights vulnerabilities related to
the lack of jurisdiction and scalability of blockchain transactions. Thus, to
reduce risks and to make the use of blockchain more secure for the parties
involved in transactions, regulations supporting the innovative potential
of the blockchain should be developed since the untraceable nature of
blockchain applications and agreements poses a significant challenge to
its widespread adoption as a trusted means of trading.

Based on the number of researches conducted concerning legislation,
the regulatory issues mostly arise in the adoption of blockchain in
the financial sector. Yeoh (2017) examined laws related to blockchain
usage in the financial sector in the European Union and the USA; as the
author states, the “smart hands-off approach” to regulating blockchain
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technology usage is beneficial to the efficiency of their use, particularly
for financial services.

Nevertheless, despite the challenges, there are several potential
benefits of blockchain for regulatory compliance. The use of blockchain
can increase transparency and reduce the potential for fraud and errors in
the record-keeping process. Blockchain also has the potential to streamline
regulatory reporting and improve the efficiency of compliance procedures.

Besides the regulatory compliance issues, there are studies on the
usage of blockchain technologies in court systems as well. For example,
a work by Bergquist (2021) focuses on the use of blockchain technology
in the criminal law sector, specifically in the context of virtual hearings.
The author then proposes the use of blockchain technology as a way to
address challenges associated with virtual hearings in criminal law and
limitations by providing a secure and decentralized platform. The idea is
to use blockchain’s immutability and transparency features to provide a
secure and tamper-proof system for storing and sharing court records. This
would help to prevent data tampering, ensure authenticity and increase
the transparency and reliability of court proceedings, thus making it an
attractive solution for the criminal law sector. The use of blockchain also
helps to streamline processes, reduce the risk of errors, and make it easier
to access court records in real-time. Despite its benefits, blockchain in
the court system also has some challenges, including ensuring privacy
and data security, maintaining a high level of scalability, and ensuring
regulatory compliance.

Due to its potential to create secure and transparent systems for
recording and verifying transactions, blockchain technology not only
attracted attention among researchers, but also has led to its adoption in
various industries, including the finance sector, supply chain management,
and healthcare as well. However, as in the case of the criminal law sector,
the regulatory implications of blockchain are still not fully understood.
Another issue is that in such systems, there is always sensitive data
stored. The regulatory environment surrounding blockchain and privacy
protection may be unclear, inconsistent, or even hostile, which can create
barriers to the implementation of privacy-preserving blockchain systems
(Zyskind et al., 2015).

The adoption of blockchain raises several legal and ethical concerns,
particularly around data confidentiality and security. Due to the
decentralized nature of blockchain, personal data can also be distributed
and thus, stored and processed in various places, making compliance
with data protection requirements difficult (OECD, 2019). In addition, the
use of blockchain for financial transactions raises questions about money
laundering and terrorist financing.
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As it can be seen, along with obvious advantages, blockchain
technologies adoption is challenging. The lack of regulatory guidance and
legal frameworks for a blockchain means that its implementation requires
careful consideration of the legal and ethical implications. As applications
of blockchain technologies continue to develop, itis essential that regulators
and businesses take the time to understand its potential implications
so that they can develop appropriate regulations and guidelines. In the
meantime, businesses must continue to monitor developments in the
blockchain space to ensure compliance with applicable laws (Snyder,
2019). Further research is needed to explore the potential benefits and
challenges of blockchain for regulatory compliance in more detail.

7.4 Data Privacy and Integrity

One of the major issues with blockchain is that it is a public system, which
means that data on the blockchain is exposed to anyone who has access to
the network. This can potentially compromise the privacy of individuals,
as their data can be accessed by other users. Moreover, data in blockchain
cannot be modified or deleted, which makes it immutable. This could lead
to data leakage, as malicious actors could take advantage of this feature to
gain access to sensitive information (Zhang et al., 2019). Blockchain-based
systems can address challenges such as data breaches, unauthorized access,
and data manipulation (Zhang et al., 2022). However, despite the use of
encryption, records in a blockchain technology are distributed among
network nodes, and thus, personal and sensitive information stored on
a blockchain may still be vulnerable to unauthorized access and hacking,
which creates challenges for compliance with data protection laws,
such as the General Data Protection Regulation (GDPR) adopted in the
European Union (Manteghi, 2021). Since records are decentralized, it can
be hard to identify the data controller, data processor, and data subjects.
Furthermore, it can be challenging to ensure that processing of personal
data is carried out in accordance with the relevant laws and regulations.

Thus, although from a message integrity point of view a decentralized,
blockchain-based system could be used to store and manage sensitive
information, such as personal data and financial transactions, in a
secure and transparent manner compared to traditional centralized
systems due to the usage of cryptographic algorithms, depending on the
specific implementation and context, the challenges and limitations of
implementing a blockchain-based privacy system maintain the need for
further research in this field (Zyskind et al., 2015). In addition, the security
of blockchain systems is a significant concern, as they can be vulnerable to
attacks that compromise the privacy of users’ personal data.

Some systems, such as those in finance, healthcare, or education,
require better security as there is personal data involved. For example,
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Zhang et al. (2022) explored the use of blockchain technology for the
secure and privacy-preserving management of electronic health records
(EHRs) that utilizes cryptographic techniques to protect patient privacy
and secures the storage and sharing of medical records. By evaluating
the performance and security of the proposed system, including the
privacy-preserving properties of the cryptographic techniques used, it
was shown that a blockchain-based EHR system provides a secure and
privacy-friendly solution for the management of electronic health records
by enabling patients to control and share their EHRs selectively with
authorized parties, and by protecting EHRs from unauthorized access
and data breaches. There are many other proposed implementations of
the blockchain technologies in healthcare, such as SEMRES (Lee et al.,
2022) and Agent Free Insurance System (Karmakar et al., 2023). Although
proposed systems differ in teir specific design and evaluation, they
reach similar findings on the potential benefits of employing blockchain
technology for medical record management.

Studies on the usage of blockchain technologies in education
primarily focus on three themes: standardized scholarship, behavioral
patterns, and digital badging (Zhao et al.,, 2023). Blockchain helps to
monitor progress, evaluate oneself, provide real-time communication
between students and teachers, and shares digital resources. Moreover,
it can help to maintain and validate digital identities of entities, track and
trace student records, ensures privacy and security of online assessments,
certification, and verification of credentials, secures storage and sharing
of student records, and improvement of transparency and trust in the
education system (Bhaskar et al., 2021). Current research on blockchain
usage is mainly focused on secure online examination since, during the
COVID-19 pandemic, the educational sector faced the challenge of an
online assessment. In the study by Sattar et al. (2023), an analysis of the
online test platform features was carried out. Based on the results, the
authors proposed a blockchain-based secure online examination system
for educational institutions that prevent students from cheating on exams.
While, according to the authors, blockchain technology helps to ensure
security in online exams and, thus, plays a vital role in the evolution of
e-learning, improvements to the system need to be made in two main
areas: question labeling and questionnaire automation.

On the other hand, while ensuring exam safety, the system leaks
potential limitations, such as the need for permission to access the camera,
microphone, and GYRO, as well as the need for a stable internet connection.
Samanta et al. (2021) investigated blockchain usage from a different
perspective and proposed a smart contract for a university examination
system. The researchers categorized the current works into three distinct
blocks. They attempted to enhance the security of the chains, resulting in
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decreased processing speed and reduced efficiency, assuming that “Even
though there are different security measures for smart contracts, their
transactions and data are always under the threat of cyber terrorism.”

Although there are many benefits to implementing blockchain in
online learning, tailored strategies are needed to bridge blockchain and
online learning (Zhao et al.,, 2023). Although blockchain-based systems
can provide secure storage and management of sensitive or personal
data, they can still be vulnerable to unauthorized access or attacks due
to potential limitations of blockchain technology, such as permission and
stability requirements of the systems.

7.5 Conclusion

While blockchain technology offers enhanced data security and faster
transactions due to its decentralized and distributed nature, it also poses
privacy challenges. The transparency of the blockchain ledger means that
all transactions are visible to all participants, which could potentially
reveal sensitive information about the parties involved. Additionally,
since the ledger is immutable, any data stored on it cannot be erased or
modified, which can create challenges for compliance with data privacy
regulations. As a result, companies must carefully evaluate the privacy
implications of employing blockchain technology and implement
appropriate measures to secure sensitive information. First, protecting
blockchain users’ personal data is an issue that most blockchain platforms
struggle with. With a distributed database, anyone can view personal data
stored on the blockchain, making it difficult to protect individual privacy
(Shah et al., 2019). Most blockchains store all user data on their respective
nodes, making them vulnerable to hacking and modification by third
parties. Additionally, most blockchains have no built-in mechanisms for
protecting user data from misuse by corporations or state agencies. There
is also no legal way for users to control who has access to their data on
the blockchain; this leaves everyone susceptible to unwanted third-party
access. Therefore organizations must take steps to remain compliant and
informed on the risks of using blockchain technology for personal data
storage (Snyder, 2019). Data privacy is a significant concern in the digital
world. Blockchain is a revolutionary technology that promises to provide
an immutable ledger and secure transactions, making it an attractive
option for businesses and individuals alike. However, it is important
to recognize the potential data privacy risks associated with blockchain
and take steps to mitigate these risks. This includes staying up to date
on the most recent regulations, such as the EU General Data Protection
Regulation, and implementing best practices for managing personal
information on the blockchain (Walters and Coutu, 2022).
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As a result of a systematic review of applications of blockchain
technology, Mohanta et al. (2019) highlighted the limitations of blockchain
technology, including scalability, interoperability, and the lack of
standardization. Yet, while discussing the potential benefits of blockchain
technology, e-government academics should focus on technically
straightforward solutions with few organizational or institutional
impediments (Jlnes and Jansen, 2017).

In conclusion, we can say that blockchain technology has the ability to
significantly impact the way data is kept and transactions are carried out.
Although blockchain technology holds great promise, there is still much
work to be done to address the various security issues and challenges
faced by blockchain systems (Lin et al., 2017). It is critical to identify and
investigate the potential data privacy issues related to this technology,
as well as take efforts to reduce them. By employing good data hygiene
practices, utilizing multi-signature authentication, and making use of new
technologies such as zero-knowledge proofs, businesses, and individuals
can ensure that their data remains secure and private.
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Chapter 8

Blockchain Applications in
Contract Management

Mert Donercark

8.1 Introduction

Contracts, whether written or verbal, guide our behavior and define our
boundaries in every aspect of life. The execution of contracts following
established rules and guidelines, provides a framework for institutions and
individuals to fulfill their obligations towards each other professionally,
ensuring completeness and timeliness in business transactions.

Managers representing organizations have an obligation to structureall
activities to be conducted with counterparties in a manner that safeguards
the interests of the organization. However, organizations engage in various
activities involving employees, suppliers, customers, governments, and
investors. Despite the intensive labor involved, tracking all these activities
with the limited resources of human personnel often results in inadequate
protection of the organization’s interests due to human errors. Nowadays,
technological advancements offer new infrastructures and autonomous
systems that make it easier to monitor, supervise and manage all activities
carried out with counterparties. These solutions require significantly less
labor while providing effective means to track and direct such activities.

Regardless of the legal systems in different countries, it is crucial for all
parties involved to ensure that contract terms are not unilaterally changed
after acceptance and that transactions are conducted in accordance with
the contractual stages. Up until now, parties have shared their contracts
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through means such as notaries, physical exchange of documents with
wet signatures, or the exchange of electronic certificates, allowing for
monitoring of the process. However, in cases where one party fails to fulfill
the contract terms, obtaining the rights of the other party can involve a
lengthy and expensive process.

Through blockchain technology, contract terms recorded immutably
and retrospectively can distribute gains to parties automatically based
on activities carried out during the contract process and can assist
parties in minimizing disputes. Furthermore, conducting transactions
in digital environments allows systems that form the digital memory of
organizations to benefit from this structure (https://en.bitcoin.it/wiki/
Contract, 2023).

In the subsequent sections of the article, the design of contracts in
a digital environment, unlike traditional contracts, will be explained
with an example design. In addition, infrastructure and programming
methods that allow the execution of such contracts on the blockchain will
be discussed.

From a management perspective, it is evident that the use of
new-generation technologies that enable seamless monitoring of the entire
contract lifecycle encompassing creation, agreement, approval, execution,
and completion will significantly enhance managerial efficiency. These
technologies allow managers who bear the responsibility for contracts, by
virtue of their representative powers, to electronically or physically sign
contracts with their wet signatures, thereby streamlining the management
process.

8.2 Contract Management

Contracts are written or verbal agreements that express the mutual
rules, responsibilities, and expectations of multiple parties involved in
an activity. When creating these agreements, the parties express their
needs, obligations, and expectations in line with their requirements and
responsibilities.

Contracts can be broadly categorized into two main groups:
standard-form contracts and non-standard (negotiated) contracts.

a) Standard contracts: are contract types where one of the parties to the
contract signs a pre-determined standard text without negotiating all
the terms with the other party. These types of contracts can generally
be exemplified as subscription contracts, package product sales
contracts, and so on.

b) Non-standard contracts: these contracts are agreements in which
the parties negotiate and determine the conditions through mutual
negotiation and sign the final text agreed upon. Contracts such as
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software development contracts, contractor agreements, consulting
agreements, and service procurement agreements fall into this
category.

In all types of contracts, using the steps known as the contract lifecycle
systematically forms the basis of contract management. Although the
number of steps may differ in type contracts and non-type contracts, they
contain the same headings (Donercark and Selimoglu, 2022).

The contract lifecycle includes:

¢ Contract initiation request,

* Drafting and negotiation,

¢ Agreement and signature,

¢ Commencement of effectiveness and obligations,

e Tracking all documents, information, and deadlines in digital
environments,

¢ Audit and management reports,
* Renewal and archiving process,

¢ Destruction and conversion steps.

Milestones, also known as contractual milestones, refer to
predetermined steps in a contract that parties must meet in order to achieve
their agreed-upon goals. Warning periods and control of milestones are
important in terms of tracking parties’ obligations specified in the contract.

From a management perspective, the creation, execution, monitoring,
and management of contract processes involving different departments of
the organization and counterparties directly affect not only legal, material,
and immaterial losses but also the quality and expected attributes of the
services provided or received. Although different departments may be
responsible for monitoring contracts, high-level executives who have a
brief understanding of the contract details may also sign the agreed text.
Therefore, it is essential for all members of the management team to review
the pre-designed processes and manage the contract process following the
agreed plans. As you can see in the Figure 8.1.

Observations highlight that the technology used in accounting, finance,
production, and customer management areas is not being fully leveraged
in contract management processes, which serve as a crucial intersection
point for multiple departments. Firstly, enhancing process efficiency
can be achieved by identifying the contract flows among departments
and managing contract management through processes derived from
these flows.

The presentation of contracts, particularly those involving mutual
negotiation, for review or approval by various departments within a
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Figure 8.1. Contract management lifecycle. Photograph by the author.

company is crucial. This step ensures that the contract is aligned with
the company’s policies and plays a significant role in its structuring.
Figure 8.2 depicts an example process highlighting the steps involved
and demonstrating how the actions of different departments trigger
subsequent actions based on their feedback, approval, or rejection of the
contract. As you can see in Figure 8.2.

a)

b)

<)

d)

)

The field labeled “Process Number” indicates the number assigned to
the process flow.

The “Step Name” field defines which task will be performed in
which step.

The fields of “Approval Group” and “Approval Type” specify the
individuals or groupsresponsible for carrying out the contractapproval
process and the manner in which it will be conducted. Depending
on the organizational structure, the authorized individuals or groups
assigned to review the contract may be designated as individuals or
as a collective group.

The “Step Number” field records which step of the process is
being taken.

The “If approved” and “If Declined” fields indicate which step will be
taken if the step is approved or declined.

The “Approval seniority” field defines which users with certain
seniority levels can participate in the process in the case of group or
individual approvals.

The “Warning Day range” field signifies the number of days before

reminders will be sent if there is no response to within the designated
time frame. By identifying the primary types of contracts in contract
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Figure 8.2. Contract progress. Photograph by the author.

management and defining the relevant business units involved in these
processes, management decisions can be effectively implemented. This
approach ensures that the true stakeholders are actively engaged in the
entire contract lifecycle.

8.3 Blockchain

This technology, referred to as the digital notary of today, can be briefly
described as a distributed ledger. In this technology, transactions
performed by all stakeholders within a blockchain network are encrypted
and recorded in a sequential series of blocks. These blocks are accumulated
in an immutable manner, along with timestamps, ensuring the integrity
of the recorded information. All transactions executed by users on the
blockchain network can be retrospectively verified in a transparent
manner.

Data can be stored on relational databases and distributed databases
in digital environments. The hardware that enables the recording of data
in both data recording methods works with integrity and the execution
is carried out using the resources of a service provider or institution. In
blockchain technology, transactions are executed anonymously through
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servers that make up the hardware power of the system. In the blockchain
infrastructure, no single server used for recording transactions can be
trusted alone.

The data recorded within a distributed ledger system is simultaneously
distributed to multiple servers. In the event of an external attempt to alter
the integrity of the data it is expected to remain uncompromised as long
as more than 51% of the computers that make up the entire system are not
under attack (Anderson et al., 2016).

To be classified as a blockchain infrastructure certain criteria must
be met. These include the ability to operate in a distributed manner to
allow for transparent retrospective verification and immutability. The
blockchain should also be able to facilitate independent and anonymous
registration operations (Lin and Liao, 2017).

If a recording of activities with the parties involved is requested to
be made by an independent source, blockchain technology stands out
today with much lower costs, higher efficiency, and interoperability than
traditional verification and registration mechanisms such as notaries,
digital timestamped electronic certificates and physical verification
organizations (Clack et al., 2016).

8.3.1 Types of Blockchain Infrastructure

Developing applications using blockchain or combining existing
applications requires identifying your needs correctly and using a
blockchain network that supports those needs properly. Blockchain
networks can be grouped under four main headings.

* Open blockchain is a type of blockchain that anyone can participate
in without the need for a central authority. Examples of this
infrastructure include Ripple, Avalanche, Bitcoin, and Ethereum.
Additionally, these infrastructures provide a programming language
and infrastructure for developers to create and execute applications
such as decentralized smart contracts on a decentralized network as
can be seen in the Figure 8.3.

* Private blockchains are a type of blockchain that is not open to
everyone and only allows authorized users to participate in the
network. There is a need for an authority to identify authorized users
and operate the system. The hardware used for recording transactions
can be provided by a specific organization. Private blockchains can be
designed as a much smaller and more restricted structure than open
blockchains and can be used within a company or between companies
(https://www.ibm.com/blockchain, 2023). For example, a holding
company could create and use an internal blockchain to conduct and
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Figure 8.3. Differences in types of blockchains. Photograph by the author.

record controlled sales activities between its subsidiaries, rather than
using a public blockchain can be seen in the Figure 8.3.

e Hybrid blockchains are blockchains that are structured to allow
applications that work with open blockchains to also communicate
and reach a consensus with specific conditions on private blockchains.

* Consortium blockchains are similar to hybrid blockchains in structure
but differ from hybrid blockchains in that the consensus procedures
are predefined and the authority is not a single entity but as many
participants as there are in the consortium. This reduces the risks
associated with having a single authority (Unal and Uluyol, 2020).

The fact that blockchain applications have different use cases can
sometimes lead to the use of different infrastructures with different
features, either together or separately. It is important to investigate
the possibilities and capabilities of the selected infrastructure, such as
integration, consensus, and application development, and make choices
based on the results in order to use the infrastructure efficiently.

8.3.2 Blockchain Smart Contract Application
Development Language

Popular blockchain application developmentlanguages for smart contracts
are exemplified below. Before developing a blockchain application, it
is important to check which languages are supported by the intended
blockchain infrastructure.
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* Solidity is commonly used by Ethereum developers and has a syntax
similar to JavaScript.

* Simplicity is an object-oriented programming language that supports
the Bitcoin ecosystem.

* C++is a widely used programming language in various fields.

* JavaScript is an easy and fast programming language commonly
preferred by developers due to its widespread resources.

* Rust is a platform that significantly reduces development times
with its ready-made functions. It mainly supports protocols such as
Polkadot, Elrond, Solana, and Near.

* Vyper is a structure that prioritizes security and is preferred in
the creation and programming of Ethereum and compatible smart
contracts, allowing developers to develop with fewer parameters than
Solidity.

* Python is a popular programming language that can be used with its
easy-to-use interface and widespread library support.

Solidity and Simplicity programming languages are preferred for
designing smart contracts on blockchain infrastructure, especially due to
their rich libraries and wide integration capabilities, which help to shorten
development times and reduce labor costs (O’Connor, 2017).

8.3.3 A Sample Smart Contract Design that Operates
on a Blockchain

The framework and conditions of the smart contract to be designed are
determined and executed through a three-stage process, which is referred
to as the Analysis, Design, and Implementation phases. As you can see in
the Figure 8.4.

A smart contract management system that operates on a blockchain
can include not only basic contract information, but also rules, runtime
codes, and GPS data. Once the contract is processed and included in the
blockchain ledger, it is shared with other validators who join the network.
The rule engine inside the contract operates on an ‘if/then’ logic, checking
the status of the current step with the defined rules and data sources.

The data sources can be obtained through GPS data, smart sensors,
or information services integrated into the structure. If the current step
of the contract meets the conditions to move to the next step, the code
for the next step is executed and the necessary actions are initiated. If the
status conditions do not meet the criteria for moving to the next step, a
pre-defined notification is sent to the responsible parties as can be seen in
Figure 8.5.
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Figure 8.4. Three-stage process. Photograph by the author.
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Figure 8.5. Car rental payment. Photograph by the author.

8.4 Contract Management via Blockchain Infrastructure

Contracts can be recorded transparently without the risk of being
centralized or altered. However, recording the agreed-upon version of the
contracts in one place without alteration does not eliminate all concerns
of the parties involved. It is just as important to fulfill all agreed-upon
activities in a timely and complete manner as it is to not change the
conditions of the contract.

The concept of smart contracts enables the automatic monitoring
of subsequent actions through software after each obligation is fulfilled
by the parties involved. This technology allows for the automation of
various steps, including payment transactions, service delivery control.
By integrating and communicating with the parties’ internal applications,
smart contracts streamline and automate these processes (Delmolino
et al,, 2016). The concept of smart contracts was introduced by Nick
Szabo in the mid-1990s, almost a decade before blockchain technology
gained attention. In his article titled “Smart Contracts” published in 1994,
he recorded a computer-supported transaction protocol based on the
“If/Then” working logic that can fulfill the conditions of a contract based
on information obtained over the internet.

To utilize blockchain infrastructure in contract management and
automate contract processes, it is necessary to initially decide whether
the contract management system will be managed exclusively within
the organization or openly accessible to all parties involved (Clack
et al., 2016). If it is to be utilized exclusively within the organization, a
private blockchain infrastructure can be preferred. If management by
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counterparties and third parties via the system is involved, open, hybrid
or consortium-type blockchain infrastructures can be preferred.

To record contracts mutually, reach an agreement, and ensure the
fulfillment of obligations by parties, blockchain libraries shared on GitHub
can be used for both financial flow and integration into institutional
systems. OpenZeppelin, which operates on the Ethereum network, can be
given as an example of these libraries.

Contract management applications that operate on the blockchain
can often be used for controlling and managing contract processes and
conditions. In this case, the contract management system leverages
Internet of Things (IoT) devices, smart sensors and real-time data from
external data systems. Compliance checks are conducted to verify the
execution of predetermined smart contracts, and all subsequent processes,
including financial payments, are executed if the incoming data satisfy the
agreement’s terms.

8.4.1 Management of Third Parties with Contracts Operating on
Blockchain Infrastructure

Companies often choose to outsource certain tasks or entire operations
third parties to enhance efficiency or lower expenses (Chu et al., 2022).
However, effectively monitoring whether outsourced work is being
executed according to agreed conditions can require significant labor.
Inadequate monitoring may result in an inability to assess whether the
work performed meets expectations.

Contract systems built developed on blockchain infrastructure can
assign responsibilities to the involved parties with the completion criteria
for these responsibilities can being specified in the contracts as contractual
rules (Nair and Sebastian, 2017). Smart contracts can utilize the Internet of
Things (IoT) or smart sensors to gather data, and if the data aligns with
the contract’s the criteria and conditions, it can trigger the remaining steps
of the contract. Alternatively, if the criteria are not met, the parties can be
notified through various scenarios.

For example, let’s consider a food production company in the food
industry that enters into a smart contract, utilizing blockchain, with a
third-party company for the distribution of their products. In this process,
smart sensors installed in the distributing vehicles can capture and
validate temperature, distance, and time data, to check if the distribution
conditions specified in the contract have been fulfilled. If the conditions
are met, the payment process can be automatically executed. This scenario
exemplifies how contract systems built on blockchain technologies can
enhance the management and efficiency of business processes.
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8.5 Are Blockchain Applications in Contract Management
a Waste of Time or a Revolution?

First, it is necessary to highlight the pros and cons of contract management
applications operating on the blockchain.

When it comes to listing the advantages of contract management
applications on the blockchain, they can be summarized as follows:

e Transparent tracking of contract information by all the involved
parties,

¢ Irreversibility and immutability,
* Autonomous execution of processes,
¢ Cost advantages compared to alternative approval methods,

e Wide availability over a widespread network independent of time
and location,

¢ Ease of auditing and management,

¢ Integration with options such as the internet of things, smart sensors,
and applications for ensuring the execution and monitoring of the
contract in the real world,

* Low error tolerance because rules and parameters are initially defined
and automatically executed.

The disadvantages are:

¢ The creation, design, and digitization of contract rules require a
comprehensive process analysis and an intensive workforce.

* Changes to contracts that are already in effect cannot be made without
reviewing all the rules and conditions that the contract is bound to.

¢ Transactions in open and large blockchain networks can be slow.

e If the scenario that forms the contract process is not examined
adequately, the contract may not be executed, and it may take time to
detect the cause of unexpectedly arising conditions.

Institutions that have established contract management processes
and are managing their contracts through an application, even if not on
blockchain technology, can still manage their contracts with smart contract
designs on blockchain technology faster and more comprehensively than
institutions that track all contract processes physically. When departments
take ownership of the applications they use while performing their
primary duties, they can develop them much faster over time, whereas it
takes much longer for applications with interdepartmental structures like
contract management to be accepted quickly by all departments. Recently,
many institutions have started to describe contract management as one of
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the critical infrastructures of the institution and have created departments
that only deal with contract management processes.

From a management perspective, designing structures on the
blockchain infrastructure that can autonomously perform contract
management activities that many departments spend time on for
preparation, audit, and management will bring time, labor, and financial
advantages (Raskin, 2017). Even considering the negative impact of
initial investment costs and the labor and time lost during the design and
analysis phase, designs that are successfully analyzed and applied will
bring more benefits to the institution than costs. In addition, minimizing
the contribution of human factors will result in processes being free of
human errors and operating much more efficiently.
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Chapter 9

Blockchain Applications
in Marketing

Merve Coskun Ekinci

9.1 Introduction

Due to the rapid advancement of information and communication
technologies, organizations need to stay informed about the evolving
dynamics of the business environment (Darley et al., 2010). Businesses
are creating numerous technologies across various social media platforms
and marketing efforts to brand and market their products, services,
and ideas. Businesses can employ social networking platforms that are
always growing for modern, creative, efficient, and effective customer
engagement with the help of digital marketing (Idrees and Nowostawski,
2022; McAllister and Turow, 2002).

While technological advancements provide businesses with a
number of advantages, they also leave them in a challenging competitive
environment where they must adapt quickly to the changing desires and
needs of their customers (Martinez-Ruiz and Moser 2019). The emergence
of the internet, information technologies and social media networks has
significantly altered how marketers communicate with customers and run
their marketing campaigns in the digital age (Antoniadis et al., 2019; Belch
and Belch, 2014; Aspasia and Ourania, 2014). While marketing campaigns
in the digital environment evolve, digital data management becomes
more crucial for businesses. The digital world is filled with enormous
volumes of data on clicks, customer ratings, customer reviews, blogs, likes,
comments, shares, retweets, and other consumer behaviors that are related
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to the company and its competitors. This data serves as the main sources
for companies to establish their marketing mix elements. Marketing in a
data-driven digital world has brought on some challenges regarding the
Big Data and how it is used to create marketing campaigns with data
analytics (Shah and Murthi, 2021). Modern technologies have heightened
the importance of security, transparency, trust, and privacy issues in this
data-driven world of marketing. Companies are required to implement
a solid technology foundation that fixes current security problems and
fosters consumer trust in the marketing environment (Cvitanovi¢, 2018).
Technologies have been crucial in offering new products, services, quality,
and data protection while facilitating a more flexible and economical
production process in order to gain a competitive advantage. New
technologies can therefore fundamentally alter the marketing landscape
(Stallone et al., 2021). Developing technologies like Blockchain have had
a significant transformative impact on the conventional marketing mix
such as branding, loyalty and digital assets, and product and branding
strategies. They have also affected, digital payments, pricing strategies,
e-commerce approaches, place strategies, and digital advertising and
social media applications, thus shaping the way businesses promote their
products and engage with their customers.

Besides marketing mix, consumer trust, transparency and privacy
issues are the main challenges that companies may handle by the
Blockchain applications. As a result of blockchain technology, numerous
sectors are changing quickly. Although the word “Blockchain” is usually
used in connection with the financial industries, it has broader applications
(Rabby et al., 2022). Numerous industries, including retail, insurance,
communications, entertainment, transportation, healthcare, real estate,
pharmaceuticals, education, public procurement and distribution services,
energy, and marketing have shown interest in blockchain applications
(Madhani, 2022a).

Blockchain technology has a significant impact on digital marketing
(Rabby et al., 2022). The implementation of blockchain has the potential
to fundamentally alter how marketers interact with consumers, manage
elements of the marketing mix, and execute marketing campaigns.
Blockchain technology promotes disintermediation, raises transparency
and trust, prevents ad fraud, and lowers overall marketing costs. Despite the
significance and promise of this novel technology for marketing, research
on this topic is limited and there are few comprehensive study papers on
Blockchain technology as a tool for marketing support (Antoniadis et al.,
2019; Casinoetal., 2019; Lietal., 2018; Madhani, 2022b). The structure of this
chapter is as follows: first it provides the basic characteristics and various
types of blockchain technology that can be used in the marketing field,
then, by using actual company examples, discusses the various marketing
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applications of blockchain technology and finally its specific benefits are
discussed to understand how companies use blockchain to conduct their
marketing mix strategies by giving details for each marketing mix element
(product, price, place and promotion).

9.2 Blockchain Technology in Marketing: Basic
Characteristics and Various Types

The implementation of blockchain technology by businesses may alter
how they connect with stakeholders, changing communication plans
and other marketing strategies to create value for consumers (Lemos
et al., 2022). Blockchain as a massive decentralized digital database
(called ledger) keeps transaction records (Pilkington, 2016) and these
transactions are recorded and stored in chronological order to produce
permanent and immutable records (Treiblmaier, 2018). Blockchain is
made up of an expanding collection of records and data frameworks
known as “blocks” that are connected and protected by cryptography
(Maslova, 2018; Madhani, 2022a). A blockchain is used to securely record
transactions involving money, property (digital or non-digital), any
information, and authorization by eliminating third-party middlemen
such as banks or governments (Peres et al., 2022; Zheng et al., 2018). A
block in the blockchain contains transaction data that has been coded. The
data within the block may also contain any kind of picture, text, sound,
or other pertinent information in addition to the date, time, place, money
exchanged and identities of the buyer and seller (Peres et al., 2022).

Businesses that wish to succeed in the fiercely competitive
environment of business-to-consumer (B2C) industry, must adopt a
customer-centered strategy (Rabby et al., 2022; Sheth, 2002). Customers
can engage and communicate with businesses directly by reacting
to their marketing initiatives with genuine and verifiable product or
service evaluations (Deighton and Kornfeld, 2008). The implementation
of blockchain technology has the potential to fundamentally alter how
marketers interact with their consumers, suppliers, and all stakeholders,
manage elements of their marketing mix, and execute their marketing
campaigns (Madhani, 2022a). With the help of different features, blockchain
technology can have a significant impact on a company’s branding and
marketing efforts since it encourages disintermediation between peers,
helps prevent click fraud and strengthens trust and transparency in digital
marketing platforms. In addition, it provides improved privacy protection
and facilitates security while benefiting Big Data and supports innovative
loyalty programs (Madhani, 2022b; Sprinklr, 2019).

Blockchain as a technology that prioritizes security and facilitates
secure exchanges has some basic features with such advantages to
marketing as disintermediation (cost reduction), immutability of
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data (enhanced security), decentralization of records (transparency),
distributed ledger (single source of truth), consensus algorithms (fraud
prevention), tokenization (transactional convenience), smart contracts
(faster settlements), real-time updates (effective collaboration), provenance
(traceability) and security (data confidentiality) (Madhani, 2022b).

There are various blockchain types, such as private, public, and
consortium (hybrid), that can be used for marketing activities in terms
of the ability to access blockchains, add transactions to them, and take
part in the consensus mechanism. It is important to consider the needs
of various marketing applications when selecting the right blockchain
type (Madhani, 2022a). Blockchains offer promising marketing benefits,
but this is dependent on marketers’ choice to use public blockchain,
private blockchain or hybrid blockchain models (Al-Ahwal et al., 2022).
Anyone with Internet connectivity can access a public (or permissionless)
blockchain and share it publicly. In publicly open blockchains, users can
maintain their anonymity, yet every transaction is visible to everyone.
Brands that want to leverage transparency to offer consumers value may
find public blockchains particularly helpful. Marketers can design product
packaging with blockchain-based information transparency using public
blockchains (Madhani, 2022a).

In a constrained setting, private (or permissioned) blockchain
technology protects customer privacy and complies with regulatory
requirements. A private blockchain is only accessible to a select group
of users as joining requires an invitation or approval from other
participants (Hyperledger Fabric). The goals of private blockchains are to
increase privacy, handle massive volumes of data, and improve current
and future recordkeeping. A combination of both public and private
blockchains is called hybrid-consortium blockchain. It enables businesses
to decide which data will be made publicly available and who has access
to particular data stored on the blockchain (e.g., XinFin). The ideal
blockchains for multidisciplinary applications in industries like media are
consortium blockchains since they restrict access and consensus to certain
people while enabling businesses to benefit from a distributed network
(Madhani, 2022a).

9.3 Blockchain Benefits to the Marketing

Blockchain implementation has an impact on marketing since it creates
a distinctive ecosystem through which numerous advantages can be
gained. The fundamental characteristics of blockchain technology are
transparency, privacy, immutability, and security, which make it a
trustworthy system based on its distributed and decentralized data
storage. In every market industry, these characteristics are essential for
information protection (Grover et al., 2019; Lemos et al., 2022; Yanik and
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Kilic, 2018). Among its numerous benefits, this technology can increase
profit margins in the distribution chain management while decreasing
operational and financial costs. Additionally, it improves brand reputation
and consumer confidence by reducing fraud (Ertemel, 2018). Blockchain’s
unique characteristics, technological advancements, and elimination
of intermediaries have shown that it is possible to safeguard consumer
privacy and also boost marketing security (Boukis, 2020).

Previous research has emphasized different marketing applications
that benefit from blockchains (Antoniadis et al., 2019; Lemos et al., 2022;
Rejeb et al.,, 2020). This research has identified blockchain technology
benefits to marketing in terms of changing market structures, better data
quality and improved customer relationships from the consumer-centric
perspective. Peer-to-peer communication as the foundation of blockchain
technology, changes market structures by promoting the elimination of
middlemen that interfere with data sources and add cost. Blockchain
technology can also aid in enhancing data quality and easing data access
by producing immutable and distributed data records. By enhancing
data transparency, privacy, and security, blockchain technology has the
potential to profoundly redefine consumer relationships. Additionally,
it enables businesses to provide value through creative approaches
to consumer loyalty programs (Rejeb et al., 2020). Companies and
marketers may be able prevent ad fraud and save money with the help
of blockchain’s advantages like decentralization, transparency, and
permanence. They may also be able to create long-term strategies based on
a closer connection with their customers by winning back their confidence
(Al-Ahwal et al., 2022). Table 9.1 shows the important blockchain
technology characteristics, how they work and their advantages to the
marketing field with specific benefits to the companies and consumers.

9.3.1 Promoting Disintermediation

Disintermediation refers to the removal of numerous “middlemen”
(intermediaries) and the creation of a better distribution network where
customers engage directly with service providers (Al-Ahwal et al., 2022;
Jallat and Capek, 2001). Technological advances and the emergence of
the Internet allowed disintermediation and fundamentally altered how
businesses disseminate their goods and services (Buhalis and Licata,
2002; Rejeb et al., 2020). New technologies have replaced traditional
intermediaries and formulated different types of online intermediaries
that provide a new range of products and services as re-intermediation in
digital environments such as Google, Facebook, Amazon, Alibaba, Airbnb,
Uber, Twitter, Youtube (McCole, 2004; Rejeb et al., 2020; Rosenbloom,
2007). With the help of these online intermediaries, interaction and
communication between buyers and sellers are now simpler, quicker
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Table 9.1. Blockchain characteristics and key advantages to the marketing field
(Source: “Prepared by Author”).

data manipulation since
information cannot be altered
or manipulated. Smart
contracts should be embedded
for immutability.

Blockchain How It Works Marketing Advantages
Characteristic
- A digital database (or ledger) |- Single source of truth and
Distributed that keeps transaction records trust between actors in the
Ledger is made up of a growing network
collection of data structures - All network users have
called “blocks” that are access to and can see
connected and safeguarded by transactions.
cryptography.
- With a blockchain, the record | - Transparency and trust
Decentralization is saved as copies distributed between all parties
across a network of computers | - Decreases the risks of
rather than being kept in a malicious attacks in the
single master location as the network
central server or under the
control of a single person.
- Data integrity for old and - Enhanced security between
Immutability new transactions prevents buyer and seller

- Trustworthy promotion with
less fraudulent actions

Smart Contracts

- A digitalized collection of
agreements between parties-
as digital contracts that do
not require intermediaries for
validation or verification.

- Targeting users’ actions
depending on their habits-
viewer trends, online/
website engagement without
disruptive ads—there is no
need for an intermediary
such as Google

- Dynamic pricing plans for
sales promotions based
on real-time demand from
customers.

- Assist in tracking retailers
and suppliers in a robust
way, eliminating fraud and
other problems that harm a
company’s reputation.

Disintermediation

- Creating a decentralized
environment since no single
organization is in charge of the
entire system, which provides
transactions with credibility.

- Cost reduction within the
supply chain—in turn
reduces the prices for
consumers

- High transparency across the
value chain members

Table 9.1 contd. ...
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... Table 9.1 contd.

Blockchain How It Works Marketing Advantages
Characteristic
Tokenization - Token is a digital asset kept on | - Convenience in transactions
a blockchain. in terms of digital payments
- For the purposes of - Tokens would result in
transactions and records, the a more comprehensive
non-digitized product can be loyalty program that
virtualized (transformed into would transparently and
virtual tokens). easily track every customer
interaction with the company
(Word-of mouth, customer
review data) without any
third parties.
Consensus - Participants can independently | - Fraud prevention in terms
Mechanisms track and confirm transactions of personal identifiable
thanks to the peer-to-peer information disclosure,
structure and distributed advertising management and
ledger network. also review and credential
management
- Increased authenticity and
verification of data (proof-of-
identity, proof-of-work and
more)
Security - Encrypting all transactions - Data confidentiality
with mathematical codes will | - Real-time updates about data
help to prevent hacker fraud to all network members are
- Data integrity is improved always available
via hash algorithms and
cryptographic digital
signatures, which also prevent
block modification
Provenance - Transactions are timestamped | - Product traceability —easier
to make tracking and auditing verification of data about the
possible at any time in the product’s journey through
future the entire supply chain
- Full transparency for ethical
consumption
- Ensuring consumers that a
product’s legitimacy can be
verified

and even more engaging than ever but with more cost to the brands and
customers (Al-Ahwal et al., 2022). Furthermore, the popularity of social
media platforms has highlighted how important it is for companies to
connect with their target audiences on sites like Facebook, Instagram,
Twitter, and YouTube. These online platforms rely on revenue from data
and targeted advertisements rather than receiving money from users who
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pay for content and services (Rejeb et al., 2020). They make money off
personal user data, purchasing patterns, and history of interactions, but
they also get a share of the transaction value.

Customers can object to these online intermediaries monetizing their
data. Consumers are frequently prevented from enjoying the advantages
of connecting directly with companies, such as collaboration, better
customer-driven assistance, and broader and dynamic customization
(Rejeb et al., 2020). Blockchain can promote true disintermediation due
to its decentralized structure and allows content creators to completely
take advantage of their effort that online intermediaries have impeded
(Al-Ahwal et al., 2022). As marketers are required to pay transaction fees
to online payment operators and credit card firms, the cost of sales rises,
leading to higher pricing, decreased revenues, and a loss of customers
(Madhani, 2022b). Disintermediation leads to lower prices for both
consumers and marketers by eliminating a portion of the total cost that
intermediaries or third parties add on. Brands can reduce or eliminate
costs and get rid of non-value-adding operations at the intermediation
layer with the use of blockchain technology. For instance, ride-sharing
service company Uber, takes 25 percent from each trip and the drivers—
the ones who deliver the services—lose a significant portion of the value.
Since a third party is used as an intermediary in the car booking process,
transparency is not offered. The ride-sharing systems La’Zooz and
Arcade City already operate autonomously of any central organization by
leveraging blockchain to manage interactions and transactions between
drivers and customers (De Filippi, 2017; L’'Hermitte and Nair, 2021).
Blockchain technology has made significant strides in the ride-sharing
industry, enabling direct communication between drivers and consumers
without intermediaries. This technology allows drivers to share rides and
earn profits by exchanging tokens, which serve as digitalized financial
assets (Al-Ahwal et al., 2022). Additionally, consumers can access ride
offers through public transactions and make bookings using their own
tokens (Shaikh and Mohammad, 2020).

9.3.2 Preventing Click Fraud

In addition to its disintermediation benefits, blockchain technology has
the potential to enhance monitoring of marketing and advertising
activities, providing more accurate performance measurement (Antoniadis
et al., 2019). Brands may now advertise their goods and services on online
platforms and also build and sustain relationships with their customers
thanks to the Internet’s growth as a marketing and advertising channel
(Geiger and Martin, 1999; Rejeb et al., 2020). Using the Internet, businesses
can keep their customers updated about their most recent offerings
via digital advertisements. By 2027, the size of the worldwide digital
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advertising and marketing industry is expected to increase by more than
twofold from where it was in 2020, reaching 946.9 USD billion (Report
Linker, 2022). However, difficulties and inefficiencies have increased along
with the industry’s growth. For instance, there is a significant problem
with advertising fraud, which costs the industry billions of dollars each
year. The value of having an online presence cannot be overstated, the
advertising and marketing sector’s reputation has been damaged by ad
frauds as deceptive tactics (Hongwei and Peiji, 2011; Rejeb et al., 2020).
Advertising fraud and paying for fake clicks are the major problems
for marketers and advertisers today. It was discovered that one out of
every five pay-per-click campaigns in January 2017 alone were fake and
36 percent of clicks on display ads were inaccurate or invalid in 2021
(Kuno Creative, 2018; Lunio, 2021).

Ad fraud or click fraud can be considered as a malicious act in which
an organic person or institution attempts to make unauthorized gains by
using computer programs, bots or natural people that produce fictitious
traffic and deplete a specific advertiser’s or a competitor’s advertising
budget (Al-Ahwal et al., 2022; Hongwei and Peiji, 2011; Rejeb et al., 2020).
Fraudulent clicks on Pay-Per-Click commercials have renewed debate
over the efficacy of online advertising because they can be produced by
partners in search engine networks, rivals, and frustrated staff members
(Al-Ahwal et al., 2022; Kshetri, 2010).

Click fraud is thought to be reduced by blockchain technology
due to its immutability, transparency, and decentralization (Al-Ahwal
et al., 2022). By using blockchain technology, it is feasible to guarantee
transparency and trust for activities connected to online advertising,
such as click-authentication (Madhani, 2022b). By verifying the sources
of information blockchain can aid in online advertising to ensure that
the recipients of promotional messages are the actual target audience
(Peres et al., 2022; Rejeb et al., 2020). Blockchain technology might make
it possible for marketers to check their ads to determine if their intended
audience has been reached or even whether the ads have been displayed
at all (Brauer and Linnala Eriksson, 2020; Kshetri and Voas, 2019). Due to
the nature of the technology, advertisers will also be able to monitor who
opens their ads, get more precise conversion rates, and find out where
potential customers might be (Brauer and Linnala Eriksson, 2020; Kshetri
and Voas, 2019).

Blockchain enables marketers to pay consumers in Basic Attention
Tokens (BATs) for their attention, ensuring that the advertising budget
is effectively spent by proving that adverts are seen by the target market.
Marketers would thus be able to manage the delivery of their advertising
by keeping track of the exact locations where they are being displayed,
reducing ad fraud from spambots by making sure that actual customers
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are interacting with their ads. A browser like Brave, which affects how
people engage with online advertising, provides their users with the
options to choose to see ads and receive Basic Attention Tokens (BATs) in
exchange for it rather than seeing ads every time they scroll down a page
or being bombarded with them (Rabby et al., 2022).

Blockchain technology provides advertisers transparent and auditable
transactions. For instance, complete transparency may be guaranteed
for actions connected to internet advertising, including the verification
of clicks. Campaign audits and nearly real-time impression tracking are
made possible for ad space users thanks to the “adChain” platform (Goldin
etal.,, 2017; Rejeb et al., 2020). In addition to preventing fraud and lowering
costs, using blockchain to track ad clicks also gives advertisers a greater
understanding of consumer behavior, enabling them to create more precise
targeted campaigns, maximize effective spending, and develop long-term
plans (Al-Ahwal et al.,, 2022; Antoniadis et al., 2019). For instance, in a
pilot project with the blockchain-based business Lucidity, the automaker
Toyota and the international advertising agency Saatchi & Saatchi have
teamed up (Alexandre, 2018; Al-Ahwal et al., 2022). The project’s goal was
to optimize Toyota’s advertising campaigns with a 21-percentage boost by
using the blockchain to verify the integrity of ad clicks, stop overpaying,
and eradicate fraud (Al-Ahwal et al., 2022; Lucidity, 2018).

9.3.3 Increasing Transparency and Trust

Trust is the biggest obstacle in the modern, sophisticated marketing world,
especially in online settings (Lee and Turban, 2001; Rabby et al., 2022). The
success of a brand depends on consumers’ trust because their purchasing
decisions are mostly influenced by what brands promise (Al-Ahwal et al.,
2022; Kim et al., 2008). The Internet today makes it possible to conduct
transactions without meeting in face to face. Previous studies claim that
an essential condition for trusting a brand is the degree of transparency for
openness, communication, and accountability (Kang and Hustvedt, 2014).
Transparency implies being open and honest to all partners and consumers
about the distribution chain, labor practices, product authenticity, and
other issues (Kang and Hustvedt, 2014; Madhani, 2022b).

Blockchain reduces the possibility of supply chain disruptions while
facilitating data storage, retrieving, tracking, and auditing across the
value chain (Madhani, 2022b). Companies can leverage the capabilities of
blockchain to verify specific details such as the exact location of product
manufacturing or cultivation, the materials utilized, and the wages paid
to employees involved in the process (Newman, 2019). Product legitimacy
can be checked using blockchain technology (Al-Ahwal et al., 2022).
Blockchain technology can aid in the prevention of fraudulent marketing
of counterfeit goods that violates the original manufacturer’s intellectual
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property (IP) rights and copyright laws. This is due to the technology’s
capacity to provide complete product traceability (Galvez et al., 2018; Rejeb
et al., 2020). Through its transparency of transactions and the ability to
enable end-to-end surveillance of products blockchain technology has the
potential to reduce the prevalence of counterfeiting in various industries
such as automotive, pharmaceuticals, and food supply chains (Madhani,
2022b). Blockchain’s transparency features enable authentication and
verification of brand claims related to production processes, product
features like organic or halal certifications, and company practices such
as fair trade or sustainability (Rejeb et al., 2020; Treiblmaier, 2019). For
instance, IBM has introduced a blockchain technology that retail giants
like Walmart use to trace the route of food products from producers to the
final selling point (Antoniadis et al., 2019).

Due to the sale of counterfeit goods on their platforms, large online
retailers like Alibaba face significant difficulties and complaints. Too
many global firms, whose products are offered on Alibaba, the largest
e-commerece site in the world, have continuously urged the company take
preventive action against fake products from damaging their brands’
sales and reputation (Schuman, 2015; Al-Ahwal et al., 2022). The United
States Trade Representative listed the giant e-retailer in a blacklist
for counterfeiting due to the volume of fake items sold on Alibaba’s
Taobao (Reuters, 2018). Alibaba, like many other businesses, began to
use blockchain as a way to deal with this mounting pressure. In order to
track and verify the authenticity of two food products from Australia and
New Zealand, the business is now operating a blockchain pilot powered
by IoT to give customers a chance to scan the product’s tag with their
smartphones to learn where it came from. This framework, based on its
success, might serve as the foundation for a global supply chain model
that is used throughout the whole e-commerce market of Alibaba Group
(Al-Ahwal et al., 2022; Millward, 2018). Starbucks is also trying to provide
their customers with additional details about its coffee products by
implementing a blockchain system that would trace beans from farmers
to the final cup (Palmer, 2021). For this project, Starbucks is working
with Microsoft Azure Blockchain Service to bring real-time traceability to
their supply chains. With the help of Microsoft’s blockchain solution, all
partners will have a clear view of the supply chain because all changes
made to the coffee’s journey will be tracked on a shared ledger. Starbucks
will add a new feature to its mobile app that will notify customers about
the origin and roasting locations of their coffee as well as the flavor notes.
In keeping with its dedication to ethical sourcing, Starbucks also hopes
that the blockchain technology would help farmers see where their beans
end up in consumers’ cups (Palmer, 2021).
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9.3.4 Improving Privacy Protection

Although internet technology has revolutionized communication,
information sourcing, shopping and trading, it has also led to concerns
about privacy invasion and excessive exposure of personal data
(Al-Ahwal et al., 2022; Ravasan et al., 2014). The complex issue of privacy
poses concerns for individuals when using online technology services,
particularly regarding the anonymity and security of their transactions
(Ratnasingham, 1998; Rejeb et al., 2020). The proliferation of e-commerce
and social media platforms has led to significant personal data flows,
giving rise to apprehensions about potential abuse and misuse.

A common business practice for many firms is the trading of personal
and behavioral consumer data. Brands can more easily recognize, track,
gather, and analyze customer data thanks to significant advancements in
data gathering technologies and new data mining methods (Antoniadis
et al., 2019; McParland and Connolly, 2007; Rejeb et al., 2020). Data is
gathered by the so-called data brokers around the world, who then sell
it to advertising companies that bombard customers with ads. Around
500 million individuals’ personal information and purchasing preferences
are gathered from search engines or social media networks such as Google
and Facebook, and sold through brokers (like Acxiom) to the highest bidder
(Al-Ahwal et al., 2022; Singer, 2012). Consumers exhibit a great desire
to have control over their own private data in response to this privacy
intrusiveness and sometimes provide fake information on a website in
an effort to disable cookies or block online advertising practices (Rejeb
et al,, 2020). This fake information makes some companies’ advertising
campaigns a massive waste of money (Geyser, 2022).

Blockchain technology holds promise in addressing privacy concerns
as it operates in a decentralized manner, thereby reducing the risk of data
breaches and unauthorized access to personal information (Madhani,
2022b). Blockchain technology embraces a privacy-by-design framework
by leveraging its pseudonymization function as highlighted by Antoniadis
et al., 2019. The pseudonymity feature allows people to exercise greater
control over their data, enabling them to store it securely in a cryptographic
wallet or on their mobile devices (Ertemel, 2018). Information can be
made accessible only to people with the proper authorization by using
pseudonymity, encryptions, and smart contracts. This means that even
if all information is kept in the ledger, the person who owns it has
control regarding who will be able to see it. This is preferred in many
privacy-sensitive marketing scenarios, especially regarding the handling
of customer data in situations where fraud is a big issue (Marthews and
Tucker, 2022; Peres et al., 2022).

At the protocol level, the use of proof-of-identity mechanisms allows
individuals to verify their identity while retaining the option to remain
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anonymous to third parties. While individual transactions are kept private,
they are also verified by a majority of network users ensuring the security
and integrity of the blockchain. Users can trust blockchain platforms with
their personally identifiable information because blockchain transactions
are not directly linked to real individuals. This provides a layer of privacy
and security (Ertemel, 2018; Kosba et al., 2016; Rejeb et al., 2020). With
blockchain technology, consumers have the opportunity without revealing
personal information to external parties. The use of cryptocurrencies like
Basic Attention Token (BAT) allows users to earn rewards in the form of
tokens when sharing data with businesses. By leveraging the transactional
history stored on the blockchain, customers can benefit from more accurate
forecasts and in-depth analytics on their expectations, preferences, and
brand opinions. This enhances customer trust and enables businesses to
better understand their target audience (Rejeb et al., 2020; Braurer and
Linnala Eriksson, 2020).

With the help of this ecosystem of blockchain, it will be a win-win
situation for both customers and companies that are transacting on the
blockchain. Customers would be more likely to interact with companies
and supply precise data for better analytics, enabling marketers to create
campaigns that are both efficient and cost-effective. As only interested
consumers see brand advertisements, it results in cost savings for
businesses. Moreover, blockchain technology fosters a sense of engagement
and commitment among leading them to provide accurate information,
actively interact with advertisements, and ultimately generate more
revenue (Al-Ahwal et al., 2022).

Several blockchain startups have worked to present solutions
that protect privacy. For instance, Wibson created a blockchain-based
marketplace in 2017 that uses smart contracts to enable the transfer of
personal data between sellers and buyers (like advertising agencies), using
Wibson Tokens (WIB) as the method of payment (Al-Ahwal et al., 2022;
Futoransky et al., 2020). Blockstack is another cutting-edge innovation that
uses blockchain to defend the digital rights of users and build new kinds
of networks for decentralized applications. When using some applications
in the past, users would typically supply their data, which would then
remain on the application’s server and be completely out of their control.
However, with Blockstack, the data immediately returns to the user when
it is used by applications (apps) (Newman, 2019).

9.3.5 Strengthening Digital Marketing Security

Data security and cybercrimes are major issues on a global scale
(Al-Ahwal et al., 2022). One of the most important success factors for
brand trust in the digital age is the delivery of goods and services with
clear security protocols (Rejeb et al., 2020). Information security issues
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have been demonstrated to be a substantial obstacle to internet marketing
in previous studies (Rejeb et al., 2020; Udo, 2001). Numerous studies
indicate that consumers’ trust has been eroded by online cybercrimes,
such as the theft of their personal data, bank accounts and credit cards
which has hampered their online presence (Chehrehpak et al., 2014; Rejeb
et al., 2020; Smith, 2017; Yousafzai et al., 2003). Almost every industry,
including e-commerce, is affected by cybercrimes because they are so
pervasive (Huntsman, 2019). This is due to the fact that e-commerce
and online buying rely on user credentials and sensitive data, such as
credit card numbers and home addresses (collectively PII), which many
customers are very hesitant to provide.

Marketing and IT professionals suggest that the long-standing issue
of data security could be resolved by using blockchain in marketing
(Al-Ahwal et al.,, 2022; Antoniadis et al.,, 2019; Ertemel, 2018). The
Information Security Triad (IST) concept of Confidentiality, Integrity, and
Availability (CIA) is enforced by blockchain technology (Du Toit, 2018;
Madhani, 2022a). Based on its distributed and decentralized data storage,
blockchain technology has strong security capabilities (Rejeb et al., 2020;
Yanik and Kilic, 2018). Confidentiality refers to limiting access to the
data to those who are permitted to see it. Additionally, integrity refers
to the guarantee that the data reflects the truth and that no modifications
intended or unintended to its content have taken place. Data integrity
is ensured by the strict consensus process and immutability of the
blockchain. Particularly on public blockchains, it is extremely difficult to
modify user data or steal their login information. Finally, data availability
refers to making data available to authorized users in a timely manner
(Al-Ahwal et al., 2022; Madhani, 2022a).

Blockchain technology’s ability to make information widely accessible
and available boosts transparency and offers more precise tracking and
evaluation in the event of mistakes and abuse (Omran et al., 2017). This
indicates that, even in the worst-case scenarios, technology can offer
customers and companies some remedies and alternatives. For instance,
Keybase.io as a blockchain platform that promotes marketing efficiency
and trustworthy models of advertisements while also identifying
fraudulent rollbacks in social media users’ signature chains (Keybase.io,
2019; Rejeb et al., 2020).

9.3.6 Encouraging Creative Loyalty Programs

Brands work to maintain consumer loyalty to their goods and services
in an environment of market competition that is becoming more intense
(Tahal, 2014). A brand promises to reward its customers for their purchases
through a loyalty program and customers seek loyalty programs to pick
one brand over another that provides identical product quality and
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customer experience (Kuno Creative, 2018). Brands have been deliberately
gathering and keeping their customer data such as buying habits,
previous transactions and preferences mainly through loyalty programs,
to increase consumer retention (Cvitanovi¢, 2018). These methods help
companies broaden their customer base, enhance brand loyalty, lower
price sensitivity, and promote word-of-mouth referrals (Rejeb et al.,
2020; Uncles et al., 2003). Points, immediate discounts, and refunds
are just a few ways of rewarding customers through loyalty programs
(Tahal, 2014). A strong loyalty program encourages ongoing repurchases
from the satisfied consumers, but if customers are dissatisfied with the
loyalty programs, they can leave the brand and switch to another brand
(Al-Ahwal et al., 2022; Goodman and Newman, 2003).

Customers who express dissatisfaction with loyalty programs
frequently claim that the businesses do not fulfill their commitments.
The promised rewards are worthless, and the provided level of privacy
is low (Al-Ahwal et al.,, 2022; Stauss et al., 2005). The companies that
establish successful and attractive loyalty programs are constantly trying
to figure out the best methods to engage with their customers efficiently.
The development of efficient and personalized loyalty programs has been
made easier by technological advancements such as database management
software in the acquisition of consumer data including buying habits,
transactional records and personal preferences (Buss, 2002; Rejeb et al.,
2020). Even though these technological advancements have increased
consumers’ interest and access to data about loyalty rewards, some
businesses experience difficulty in managing their loyalty programs. One
of the biggest issues with loyalty programs occurs when customers try to
redeem their loyalty points (Madhani, 2022b). It was previously reported
that more than 25 percent of the consumers in loyalty programs never
use their loyalty points due to the strict, deadline-based procedures for
redeeming rewards (Bond Brand Loyalty, 2016; Rejeb et al., 2020) that
may cause significant dissatisfaction among devoted consumers (Colman,
2015; Rejeb et al., 2020).

The use of blockchain in marketing transforms how consumer loyalty
programs are created, regulated, and shared (Madhani, 2022b). Customers
can use their reward points regardless of their location since these points
are deposited in real-time. With the use of blockchain technology and
smartphone apps, loyalty programs can also be transformed. Marketers
will be able to create more enticing, worthwhile, and personalized loyalty
programs by having real-time access to the blockchain platform enabling
them to view member profiles, points, purchase habits, payment histories,
and campaign reactions.

Tokenization will be advantageous in consolidating all customer
loyalty programs such as gift cards into a single system that can
incorporate not merely purchases but also a consumer’s wholehearted
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connection with the company or retailer to integrate online marketing
and social media platforms (Antoniadis et al., 2019; Campbell et al.,
2018; Mire, 2018). Pei and REM Loyalty are two blockchain start-ups that
provide loyalty program platforms that are believed to enhance loyalty
programs to new heights (Mire, 2019). Pei has teamed up with well-known
companies such as Starbucks, Taco Bell, Target and H&M in an attempt to
provide consumers with a novel loyalty program that is quick, simple,
and gives immediate rewards for each purchase in the form of bitcoin or
US dollars. Through the REM Loyalty platform, consumers have a single
access point to loyalty programs from each airline and hotel company
operating globally. This blockchain platform formed a collaboration
with numerous well-known companies, including Apple, Amazon,
Uber, Virgin Atlantic, Hyatt, and Tesco. The rewards take the form of
everlasting REM tokens that can be used anytime or traded (Al-Ahwal
et al., 2022). Shake Shack, a well-known burger company, has introduced
a new rewards program based on Bitcoin to bring in younger and more
tech-savvy consumers (Wright, 2022). Additionally, in 2021, Burger King
established a cryptocurrency-based loyalty program with investment
app Robinhood, rewarding users with a deposit of cryptocurrency into
their Robinhood wallets for every purchase above 5 USD. Burger King’s
application downloads increased by 30 percent because of the Burger
King-Robinhood promotional collaboration (Blacker, 2021). Likewise, in
2021, Starbucks introduced a program in collaboration with the digital
wallet service Bakkt that allowed users to convert Bitcoin to dollars. Then
it allowed them to load the money onto their Starbucks cards, which could
be accessed through their Starbucks application (app) (Wright, 2022).
Based on the above-mentioned concerns and application areas of
blockchain in marketing, Figure 9.1 summarizes the benefits of blockchain
deployment to marketing given by consumer and company perspectives.

9.4 Blockchain Applications for Marketing Mix Strategies

The blockchain technology can increase the efficiency of each marketing
mix element (4Ps—product, place, price, and promotion) (Madhani,
2022b; Peres et al., 2022).

9.4.1 Product

Blockchain technology benefits product strategies in terms of product
verification, product design and branding (Peres et al., 2022). Consumers
don’t need to rely solely on brand claims when they have access to such
information. Because of the transparency that blockchain technology
offers, businesses can stop the sale of counterfeit items. Customers can use
blockchain to track components, products, and raw materials back to their



128  Exploring Blockchain Applications: Management Perspectives

Blockchain
Deployment
Benefits to

Marketing
- r
Consumer Perspective Company Perspective
= enhanced product traceability - operational transparency in
leads to increased brand trust business activities
= transparency in value chain and - shorter transaction processing
contracts times
= better data privacy and security, - a stronger ability to monitor how
giving users more control over marketing communications
their own personal data on affect consumers
digital platforms (social media, = targeting the right audience for
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Figure 9.1. Blockchain deployment benefits to marketing with consumer and company
perspectives (Source: “Prepared by Author”).

source to validate marketing claims. The use of blockchain in marketing
increases buying process transparency by allowing customers to validate
products. Customers may confirm product information such as country
of origin, whether an item is organic or not and sustainability alternatives,
thanks to the decentralized nature of blockchain technology.

In terms of product design, with the help of blockchain technology, it
is possible for many parties to collaborate productively on the design of a
product, with each participant contributing a portion of the final product
and receiving compensation in line with their contribution (Bayus, 2013).
A blockchain-based platform, for example, can enhance the monitoring
of the design procedure by assessing the connectivity of efforts and
identifying if design stakeholders build upon each other’s ideas or focus
on creating their own set of attributes. It can also determine which features
are prioritized (Bayus, 2013; Peres et al., 2022).

Almost all non-digital goods can be virtualized (using tokenization) by
marketers in order to create non-fungible tokens (NFT) for sale (Madhani,
2022b). Some research discussed the potential benefits of blockchain to
businesses for their product and branding strategies (Peres et al., 2022;
Colicev, 2022). Blockchain enables the conversion of physical assets and
intangibles into digital tokens or equivalents for transactions (Madhani,
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2022b). A token is a type of digital good kept on a blockchain. Any
digital object can serve as a token including a digital coin, picture, vote,
or a song license. The currently existing cryptocurrencies are the most
widely used tokens (e.g., Bitcoin, Ethereum) (Peres et al., 2022). There
are two types of tokens: fungible and non-fungible. Cryptocurrencies
considered to be fungible, can be exchanged, and utilized as a medium
for business transactions. Non-fungible tokens (NFT) on a blockchain
are cryptographic commodities that are unique and cannot be bought or
exchanged for equivalent value that can be distinguished from one another
by their distinctive identifying codes (Colicev, 2022). In terms of branding,
NFTs can be viewed as representations of brand elements like design of
the product, brand logo, or any image in a virtual environment. A ticket
to a concert, a digital representation of a brand’s logo in visual form, or
a digital twin of a physical object are a few examples of branded NFTs
(AdAge, 2022; Colicev, 2022). The NFTs can also influence customers to
purchase the brand’s physical goods, providing cross-selling potential.
When a branded NFT is introduced, it can increase brand recognition and
draw in previously untapped markets like Gen-Z (Colicev, 2022).

Online fashion companies like Adidas and Nike, which have released
numerous pairs of physical shoes as NFTs can increase customer loyalty by
strengthening the perception that they own particular brand components
like the logo or design (McKinsey, 2022). Incorporating blockchain
technology, Nike has introduced. SWOOSH, a new online community for
the brand. At welcome.swoosh.nike, Nike members can access the domain
and start collecting virtual items, such as digital sneakers or jerseys
(Meara, 2022). Brands can choose to build a single NFT-based product
line, a bundle that includes both the physical product and a NFT, or just a
NFT replica of the physical product also known as a digital twin. Recently,
Dolce & Gabbana offered NFT-based digital couture valued at millions
of dollars which featured both new products and electronic copies
(FashionUnited, 2021). A bundle of NFT and tangible goods can likewise
be sold by brands to customers with a variety of distinctive symbolic and
practical advantages. By developing distinctive features for each NFT and
merging them with the tangible product, brands may provide symbolic
value. As an illustration, the Gucci Garden on Roblox has specialized areas
that promote Gucci advertising campaigns and let users browse, try on,
and purchase Gucci items for their avatars (Colicev, 2022; Webster, 2021).

9.4.2 Price

In a competitive market, supply and demand will eventually determine
the price of any asset (Zhang, 2022). Marketing can reduce transactional
costs with blockchain technology’s disintermediation and decentralization
features, and thus decrease product prices (Madhani, 2022b). With the
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application of blockchain technology and the creation of smart contracts,
the key aspects of decentralization and disintermediation emerge,
accelerating the process toward pervasive trade (Lemos et al., 2022).
Additionally, the removal of intermediaries will save operating and
finance expenses, boosting profitability for each transaction (Antoniadis
et al., 2019; Gupta, 2017).

Blockchain technology is the foundation of the digital payment system
utilized by cryptocurrencies and smart contracts. These agreements
guarantee the speed and security of transactions while lowering the cost of
transactions between parties. A smart contract between parties is a piece of
software that contains the rules and guidelines for agreeing on conditions
and taking actions. It carries out the transactions and automatically
checks to see if the terms of the contract have been met (Rijanto,
2021). With the use of smart contracts, cryptocurrency can be used for
business-to-business (B2B) and business-to-consumer (B2C) transactions,
facilitating the building of trust between the parties involved and ensuring
speedy transactions and security (Antoniadis et al., 2019; Pilkington, 2016).
These contracts boost brand image, secure data, and safeguard suppliers
and customers from fraud. Smart contracts within blockchain technology,
assist lower transaction costs while increasing trust in the whole system
and its results. Blockchain enables marketers to disseminate digital
customer coupons with expiration dates that can be tracked, shared,
and distributed without manipulation with the help of smart contracts,
building long-term trust and customer relationships (Madhani, 2022b).

Retailers typically pay intermediaries such as credit card firms
approximately three percent for payment processing costs, with other
services imposing listing fees or marketing expenses. These types of
payment charges can be avoided with the aid of smart contracts, and
transaction costs can be decreased, which in turn decreases the prices of
goods and services offered to consumers (Oymak and Kazangoglu, 2021).
Blockchain technology also enables newer and smaller businesses to
avoid third-party platforms like Google and Facebook and save on their
transaction fees which they can pass on to customers in the form of lower
prices (Madhani, 2022b). Regardless of the currency value, retailers and
digital services have been urged to accept digital payments (Hawlitschek
etal., 2018; Rosario and Raimundo, 2021). The adoption of cryptocurrencies
as a means of payment by more than 36 percent of supply chain members
in the US, includes well-known companies like Expedia, Subway, Shopify,
and Microsoft (Li et al., 2021). Microsoft, for instance, has embraced
blockchain technology to accept payments for several services, such as
Xbox Live and Skype (Walsh, 2021).

Online shopping is becoming a significant part of daily individual
activities because of the rapid advancement of Internet technology. The
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fact that consumers find it challenging to confirm the validity of an
agent’s price information when purchasing online is a significant issue.
Many buyers are enticed by deceptive discounts only to discover that
the regular retail price might be lower than the marked-down price they
paid. Consumers lose faith in online buying because of price competition
amongst agents, thus online sales fall (Wang et al., 2022). Blockchain
technology can be utilized to create a trustworthy cooperation mechanism
that fosters strong customer and agent trust, solving the issue of price
information disparity on online marketplaces (Sikorski et al., 2017; Wang
et al., 2022).

9.4.3 Place

Supply chain management and logistics have dominated discussions
of blockchain application in the context of retailing (Caro et al., 2018;
Peres et al., 2022). Building effective relationships between suppliers and
customers benefits businesses that can manage the distribution chain
effectively, giving them a competitive advantage. Retail businesses may
use blockchain to increase supply chain transparency, prevent fraud,
strengthen loyalty programs, and boost overall operational effectiveness
(Makarov, 2022). Retailers can provide end-to-end tracking, verification,
and timely recording of items as they transit through the whole value
chain since blockchain technologies provide transparency, traceability,
and authenticity (Lemos et al.,, 2022; Peres et al., 2020; Rosario and
Raimundo, 2021).

Due to its capacity to foster greater trust and transparency among
retailers, customers and other partners in the supply chain, blockchain
technology in retail industry has tremendous potential. Without giving
authority to any single party, blockchain enables all retail network
users to monitor system activity in closeness to real-time. A trustworthy
mechanism for tracing a product’s provenance does not exist in a
traditional supply chain. Contrarily, decentralized blockchain-based
systems for product traceability enable businesses to securely track and
verify a product (Makarov, 2022). Smart tags, which can track a product’s
location in almost real-time, are an essential component of a successful
blockchain-based tracking system. Smart tags can be used in the form of
Quick response (QR) codes that can be read by any smart phone today,
Radio frequency identification (RFID) tags and Near-field communication
(NFC) chips. All products can be given smart tags, thereby tokenizing
them. To sign transactions involving a particular token, each blockchain
participant also has a special identity in the form of special signatures
allowing them to track the product’s history (Makarov, 2022). As an
example, retailer Carrefour utilized blockchain technology to control the
entire production process and manage its distribution network (Lemos
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etal., 2022; Wilson and Auchard, 2018). Carrefour, Europe’s largest retailer,
has implemented blockchain ledger technology developed by IBM Food
Trust to trace its food items such as chicken, eggs, and tomatoes as they
move from the fields to retail stores (Wilson and Auchard, 2018). Also,
Project Provenance as a blockchain-based company assists brands with
product origin verification and product journey reports for consumers
(Mire, 2018).

The elimination of fraud and fake goods is another advantage of
blockchain in retail. Counterfeiting has a particularly detrimental effect
on the retail industry. This results in product recalls, harm to a brand’s
reputation, a decline in customer trust, and eventually, large financial
losses. By accurately identifying the proof-of-origin of a product,
blockchain in retail can aid businesses in taking preventive measures
against counterfeiting. RFID technology as smart tags can be a solution to
this counterfeiting problem in the retail industry. It is simple to identify
fake goods since tags carry immutable data regarding the final destination
of a product’s journey (Anwar, 2020).

According to recent studies, blockchain will also significantly affect
e-commerce described as the practice of purchasing, selling, transferring, or
exchanging goods, services, and/or information using computer networks,
such as the Internet (Liu and Li, 2020; Subramanian, 2018; Treiblmaier
and Sillaber, 2021). Blockchain is a set of technologies that has an impact
on e-commerce in terms of technical, legal and consumer problems.
Data management (accessibility and traceability of data), security and
privacy concerns of consumers are the major difficulties for e-commerce
companies. Blockchain technology is an opportunity to enable real
peer-to-peer sales, with a lesser need for intermediaries within platforms
like Amazon.com or AliExpress, in addition to the enhanced reliability and
security in tracking transactions (Ertemel, 2018). In this type of system,
tokenizing user reviews and using designated currencies for speedy
transactions and reducing processing costs are also possible (Ertemel,
2018; Peres et al., 2022). Using blockchain technology, marketplaces like
Open Bazar enable sellers to sell their goods directly to buyers without
having to pay the platform fees to a third party. Additionally, it contains
a built-in Bitcoin wallet that makes it easier to earn and purchase with
cryptocurrencies (Kuno Creative, 2018).

There is a lot of data in the online shopping environment of today,
including information on customer reviews, ratings, likes, shares,
retweets, and other behaviors (Dinh et al., 2018). The perception of many
forum sites as being unreliable creates another challenge to e-commerce
businesses. With the use of Blockchain, it is possible to apply initiatives
like a worldwide credibility score that can communicate with different
parties involved in the same transaction system. It is possible that
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the counterparty’s reported identity is fraudulent, and this is known
as counterparty risk. Blockchain technology allows the tracking and
verification of the real identity of the content provider. By incorporating
proof of identity at the protocol level, blockchain pseudonymity reduces
the threat in marketing contexts and improves trust between businesses
and customers (Brauer and Linnala Eriksson, 2020; Ertemel, 2018).

9.4.4 Promotion

The development of technology throughout the years has prompted
promotion strategies in all aspects of businesses. With only one click,
customers may access the entire world thanks to the shift of advertising
from a traditional to the digital environment (Chaudhary and Sharma,
2018; Kumar and Brar, 2018). Despite its many advantages, consumers’
trust in the transparency and privacy of the digital advertising sector
has been questioned. The biggest challenges for the advertising industry
continue to be reducing click fraud and making sure that advertising
funds are directed to the right people. Hence, blockchain technology
is perceived as a significant solution to these problems (Antoniadis
et al., 2019).

Due to the disintermediation aspect of blockchain technology,
marketers may display ads and buy advertising space simply from
the platform, eliminating third parties and buying networks. Due to
the immutability of blockchain technology, marketers may eliminate
fraudulent likes and followers from their promotion mechanism.
Additionally, it would permit marketers ensure that their advertising
budget is used successfully to target the right market. With the adoption
of blockchain, consumers are more likely to believe in marketing
promotion techniques and statements that they can verify independently.
Platforms where users are paid for viewing advertisements could be
developed by using tokenized advertising reach data (Ghose, 2018). By
utilizing the properties of the blockchain to build a decentralized search
engine, BitClave enables advertisers to access the right target audience.
People, based on their own interest, watch the advertisements accessed
from BitClave, and then are compensated in the form of CAT tokens for
providing their personal data to the advertisers (Kuno Creative, 2018). As
a result, more accurate determination of the target audience and tracking
its reactions to advertisements is possible, which will likely improve
behavioral targeting strategies (Peres et al., 2022; Rejeb et al., 2020).

Digital marketing is a dynamic, technologically empowered process
in which businesses work with partners and customers to develop,
communicate and maintain a competitive edge over competitors (Zheng
et al., 2018). The term “digital marketing” refers to a broad range of
subjects, including social media marketing, internet marketing, customer
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data mining, e-commerce and digital advertising. The focus of modern
businesses is on digital marketing for digital, Internet-based search,
influencer, user generated content, mobile, and email marketing (Brauer
and Linnala Eriksson, 2020; Kumar and Brar, 2018).

Adledger (https://adledger.org), created by IBM and Salon, and
blockchain-enabled markets for advertising and media planning, like
the NYIAX (New York Interactive Advertising Exchange), which was
introduced by NASDAQ, are examples of new blockchain platforms
being developed that will benefit advertisement management (Antoniadis
et al,, 2019). Blockchain technology will enable more effective online
marketing strategies and thorough assessment of digital advertising and
promotional initiatives. Decentralization and smart contracts will ensure
that businesses can manage their email, influencer, and digital marketing
campaigns, and monitoring will assist the sector prevent fraud and save
money (Anthes, 2018; Antoniadis et al., 2019).

Compared to conventional marketing channels, social media platforms
tend to have a stronger influence on word-of-mouth referrals. Social
media marketing is used by companies to boost customer involvement,
raise brand awareness, and enhance brand image. Companies can execute
social media marketing strategies by creating, developing, or promoting
content on social media network sites (Felix et al., 2017; Kumar and
Brar, 2018; Kuno Creative, 2018; Rabby et al., 2022). Blockchain-enabled
social media networking can compensate users that create any content.
Users can receive payment in the form of tokens in exchange for their
contributions. Incentives are offered for creating trustworthy user content,
particularly for social media influencers. Blockchain identity applications
can help to verify reviews and enhance their legitimacy for both customers
and businesses (Antoniadis et al.,, 2019; Berkowitz, 2017). Users of
blockchain-based social media networks like Steem and Peepeth can
maintain control over their data and receive monetary rewards for their
contributions (Peres et al., 2022). Also, like YouTube, DTube5 is a video
sharing website where users may watch and publish videos as well as
interact with other users’ content (comments and likes on their videos),
and finally allows them to earn rewards for their content contributions
(Kollmann et al., 2020; Stallone et al., 2021).

Influencer marketing as one of the many applications of social
networking has an authenticity issue (Sprinklr Team, 2019). With the
use of blockchain technology, marketers can validate the legitimacy of
influencers and measure the reaction they receive to their campaigns.
This technology is already being developed by a firm called Patron,
which wants to assist companies in determining the worth of influencers
by tracking and storing their social media data via blockchain. Also, the
platform SocialMedia.Market, a decentralized marketplace for influencer
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marketing, helps users earn money for their influence by using tokens
with the help of smart contracts. Such platforms are assisting marketers
to confirm the influencers’ followers and authenticating their identities as
well (Antoniadis et al., 2019; Kuno Creative, 2018).

Emails continue to play a crucial role in maintaining contact besides
other new communication channels and it is inevitable that a huge volume
is lost in the weeds within spam boxes. This occurs due to the enormous
volume of digital communications on a daily basis. Blockchain technology
provides better metrics to see how effective or ineffective email marketing
is, as long as email campaigns continue to play a significant role in the
advertising environment. The blockchain framework has the capacity
to gather engagement data and track metadata. This would provide
marketers with more knowledge to adjust campaigns for maximum
interactions with the target market (Mire, 2018; Pareek, 2019).

9.5 Conclusion

Blockchain technology has the potential to fundamentally alter the global
corporate landscape and bring about a paradigm shift in how the business
world operates in terms of finance, supply chain management, operations
management, and marketing. The use of blockchain technology in
business has several advantages. In addition to eliminating middlemen
and lowering costs, a well-designed Blockchain network increases
speed and reach to better serve as a decentralized, immutable database.
The enhancement of transparency and provenance through various
operational processes is an added benefit. This chapter explains the
fundamental features and various types of blockchain technology that
can be used in the marketing field. It addresses the basic concerns of
marketers and consumers in today’s digital competitive environment in
the context of higher prices, data breaches, fraudulent activities, and data
privacy. It also discusses how blockchain technology can aid marketers
and consumers handle these concerns by identifying various benefits for
companies and consumers. Both companies and consumers may have
an interest in blockchain technology and its benefit. First the customers
who want to protect their privacy while still having quality interactions
with businesses, then the businesses who want to successfully use their
budgets and gain more control and knowledge over their customer base,
and finally the publishers who want to protect their reputation from ad
frauds and retain their share of the advertising budgets are the parties
most interested in finding solutions to these problems with the help of
blockchain (Bezovski et al., 2021).

Also, this chapter discusses how marketers can set their marketing
mix strategies and create value by deploying blockchain technology.
Blockchain technology will increase operational effectiveness and aid in
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reducing operating expenses for companies by providing secure platforms
that enable product authentication and transmission verification without
the use of intermediaries. When incorporating blockchain into a marketing
strategy, companies may focus on three different areas: collaborating with
decentralized ad exchanges for digital advertising, integrating current
touchpoint credentials with decentralized authentication systems, and
concentrating on creating distinctive non-fungible token collections for
digital branding (Tan and Saraninemi, 2022).

Although blockchain has tremendous potential, it also faces a lot of
difficulties and challenges (Brauer and Linnala Eriksson, 2020). The main
obstacles for deploying blockchain technology in marketing are seen to
be corporate capability and difficulty in implementation (e.g., an absence
of digital solutions, infrastructure, adaptability, experience, and high
expenses). Marketers must be aware of the regulations and policies that
will govern blockchain technology in the event of a failure, particularly
when companies conduct business internationally in various countries.
In the blockchain, data and transaction storage are currently difficult and
expensive. Although so many big companies like Walmart or Starbucks
implemented this new technology to their marketing activities, the
difficulties in implementing blockchain in industries with complicated
supply chain operations, such as those for drugs, food, apparel, and
luxury goods, need to be investigated and analyzed, especially for small
and medium sized companies in future research. There are currently
insufficient empirical studies on the use of blockchain in many business
sectors, such as marketing. Future studies should focus on evaluating the
overall advantages as well as analyzing the implementation difficulties
faced by marketers who pursue blockchain technology with empirical
findings (Madhani, 2022a).
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Chapter 10

Blockchain Applications
in Banking

Biilent Balkan

10.1 Introduction

Banks are financial intermediation institutions based on trust. Blockchain
technology, on the contrary, has a decentralized structure where the
need for ‘trust’ held by a central structure is minimized. For this reason,
Blockchain technology creates an opportunity with the efficiency and
productivity of technological development in the context of banking,
and a threat potential from competition by eliminating the centralized
structure and eliminating intermediaries.

This is the age of technology and banks are widely using technology
to compete and differentiate themselves. While Blockchain technology
poses a threat to banks, it also creates a crucial opportunity for change.
Blockchain technology, which is essentially a record-keeping technology,
is a new option for keeping financial records in the market. This option
uses distributed ledger technology to replace traditional centralized
bookkeeping.

Blockchain DLT technology has the potential to be an ideal technology
for banking applications with its features such as security, immutability
and auditability.

Cryptocurrency is excluded from the scope of this article and instead
the impact of block chain application on banking practices is examined.
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10.2 Purpose

Firstly, we aim to analyze the applications of Blockchain technology in the
Banking industry and evaluate their benefits and disadvantages.

This includes examining the potential changes that blockchain
technology would bring to these banking applications. An inventory of
Blockchain’s benefits, drawbacks, and issues will be taken, including a
discussion of how Blockchain will give a new direction to banks and the
banking sector.

Finally, we will also explore the impact of blockchain applications
on the overall banking sector. The effects and the consequences that may
arise from these changes will also be evaluated.

10.3 Methodology

In this study, secondary data from books, journals, and websites was used.
Multiple databases were utilized. In the study, the benefits and threats of
Blockchain applications to banking were analyzed simultaneously.

10.4 Findings

In this section, we will present the relevant findings, analyze and discuss
them, and finally share our conclusions.

10.4.1 Blockchain Technology and Characteristics

Although blockchain is not called by this name, it was first described in
the article Bitcoin, written under the pseudonym Satoshi Nakamoto. In
Nakamoto's system, transactions are recorded and added chronologically
so that the records are permanent and tamper-proof (Nakamoto, 2008).

To understand Blockchain and its importance, we need to understand
its characteristics. Puthal et al. state that the main characteristics of
Blockchain are decentralization, distributed digital ledger, transparency,
verifiable time-stamps, secure, irrevocable and auditable, immutable
and non-repudiable, consensus based, and reduces dependencies on
3rd parties (Puthal, 2018).

Saberi et al. emphasize the features that distinguish Blockchain
from existing systems; security, verifiability, non-localization, and smart
execution (Saberi et al., 2018). Blockchain allows the “transaction” to
be controlled, materialized and decentralized. The basic concept of the
blockchain is to first break down the data into small nodes to encrypt it.
This is important for security and to prevent hacking. Each node means a
new encryption, a new layer of security. The data is open but encrypted,
so it cannot be “cracked” and the information cannot be leaked (Shukla
and Balwani, 2022).
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Blockchain technology can be defined as a record-keeping technology.
While in the traditional method, ledgers are kept centrally, blockchain
uses a distributed ledger. In a traditional database, a client performs
four functions; “Create, Read, Update, and Delete”.! Users of Blockchain
technology can create and read only. In other words, previous data
cannot be changed or deleted and is stored permanently. This is the main
safeguard against manipulation and fraud (Mehrotra and Bhatia, 2022)

Kaur et al. state the features of blockchain are; “Distributed database,
Peer to peer Transmission, Transparency, and Computational logic” (Kaur
et al., 2022). In another approach, according to Pisa and Juden (2017), the
main technological features of blockchain include a peer-to-peer network,
distributed ledger, consensus mechanism, and cryptography technologies.

When evaluating the features of Blockchain technology in the context
of banking, the following features are important and can affect banking
applications: Decentralization, Distributed Digital Ledger, Cryptography
Technologies, Security, Verifiability, Immutable and Non-Repudiable,
Transparency, Time-stamped, Auditable (Figure 10.1).

m Decentralization l)

Distributed C
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SSecurity VW‘ l
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Figure 10.1. Features of Blockchain that are important for Banking. Source: Prepared
by author.
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10.4.2 Blockchain Technology in Banking

Banking is one of the sectors that has adopted Blockchain technology
extensively, driven by the sector’s interest in technological advancements
and its aspiration to use these as a competitive edge.

Banking has been significantly affected by technological developments
throughout the years. In the 1990s, automation through ATMs and
computers revolutionized the industry. The 2000s saw the rise of
online banking and internet applications, further transforming banking
practices. Mobile banking emerged as a game-changer in the 2010s. As we
enter the 2020s, technologies like artificial intelligence, cybersecurity, and
blockchain are reshaping the sector, presenting both disruptive challenges
and promising opportunities.

! Acronym for “Create, Read, Update, and Delete” which is known as CRUD commands.
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The emergence of blockchain technology is indeed linked to the
2008 financial crisis in which the Lehman Brothers went bankrupt.
Following the crisis, which led to liquidity shortages and the struggles
of systemically important financial institutions, central banks and
governmental authorities intervened to support these institutions using
taxpayer funds. Satoshi Nakamoto’s paper was published immediately
after the bankruptcy of Lehman Brothers as a proposal for an alternative
to the centralized system during this period of financial crisis
(Seretakis, 2017)

According to a study conducted by Arman and Kundakg in
2022 the top three criteria of highest importance for the banking
industry’s adoption of Blockchain technology are high security,
efficiency and a smart system. On the other hand, the criteria
of lowest level importance were found to be government
support, customer satisfaction and IT readiness (Arman and
Kundakai, 2022).

10.4.3 Blockchain as a Disruptive Technology for Banking

Disruptive technology basically refers to the use of more efficient
technology to create a better financial system.

Many authors characterize Blockchain as a disruptive technology
in the banking industry. While disruption is inevitable, there is also the
potential for banks to transform themselves and adapt to the changes
brought by blockchain, rather than being completely displaced. This
acceptance and cooperation with disruptive innovation is often referred
to as the “grief cycle” of banks (Sironi, 2018).

Khatri and Kaushik also acknowledge blockchain as an influential and
disruptive technology. They hihghlight that while blockchain enhances
efficiency and speed in banking, it also disrupts the industry, shaping its
future (Khatri and Kaushik, 2021).

Gupta and Gupta conclude that Blockchain will transform the Indian
Banking sector as a “disruptive force by making banking transactions
securer, faster, transparent and cost-effective” (Gupta and Gupta, 2018).

In the blockchain space, numerous startups have begun developing
products in the financial sector, while at the same time, major banking
groups have initiated blockchain projects by forming strategic partnerships
(Sarto and Gai, 2022).

Degener advocates collaboration with Fintech organizations to
maximize thebenefits of blockchain, rather thanitsisolated implementation
by the banks (Degener, 2018).



Blockchain Applications in Banking 147

10.4.4 Banking Applications and Blockchain

Blockchain technology has the potential to revolutionize and reshape the
core services offered by banks, particularly in the realm of payments.

Payments: Blockchain technology offers the potential for significantly
lower costs in payment transactions compared to traditional systems. The
existing SWIFT protocol used in banking primarily facilitates payment
orders rather than actual fund transfers. This leads to additional costs as
intermediaries are involved in the subsequent transmission of money.
Blockchain can streamline this process and reduce associated expenses
(CB Insights, 2022).

Clearing and Settlement Systems: Blockchain technology specifically
distributed ledgers, has the potential to reduce the costs of clearing and
settlement processes in banking on the one hand and providing real-time
transactions on the other.

Loans: This represents a significant area where FinTechs are poised to
compete with banks, and the utilization of Blockchain technology can
potentially lead to lower interest rates by removing intermediaries in the
loan process.

Syndicated lending: Blockchain technology can enhance efficiency
in syndicated loans by reducing the need for extensive regulatory
meetings, thereby saving time and costs associated with the process
(Palihapitiya, 2020).

Crowdfunding: Palihapitiya (2020) suggests that crowdfunding, a method
of raising funds through small contributions, is utilized by banks as
a financing approach suitable for the implementation of Blockchain
technology. This is due to the decentralized and transparent nature of
financing facilitated by Blockchain in crowdfunding processes.

10.4.4.1 Know Your Customer (KYC) Practices in Banking

Before accepting customers, banks are required to verify customer
information and identities as well as conduct necessary checks to prevent
money laundering and financing of terrorism. This process, commonly
referred to Know Your Customer (KYC), imposes significant costs and
consumes a substantial amount of time for banks. Each bank independently
carries out this process for every customer, resulting in duplicated efforts
and increased time and transaction expenses.

Blockchain technology can decrease the costs associated with Know
Your Customer (KYC) processes. By storing customer information on a
decentralized Blockchain, and allowing authorized parties to access and
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utilize that information, the need for individual banks to repeatedly
perform KYC procedures for each bank can be eliminated.

KYC verifications encompass several processes such as identity
verification, address verification, biometric verification, and document
validation which can be time consuming and may take up to 3 months.
Disruptions in KYC practices have been found to result in a 12 percent
attrition rate, as indicated by a survey conducted by Thomson Reuters.
It is important to note that KYC practices not only lead to loss of time
and customers but also incur significant costs for banks. According to the
same survey, banks spend upto $500 million dollars annually on KYC
compliance practices and due diligence efforts for their customers.
According to Goldman Sachs, banks can potentially save up to
$160 million annually and reduce staffing needs by 10% by leveraging
blockchain technology for KYC (CB Insights, 2022).

Marr points to Blockchain’s ability to prevent duplication. This is
because Blockchain technology allows other banks to access the verification
record made by one bank (Marr, 2017).

Walker points out that KYC processes are both expensive and
inefficient and can result in banks working with weak customers. By
leveraging Blockchain, a single and standardized information source
can be established for account opening purposes. This would enable the
creation of a single “KYC” file within banks which will strengthen their
overall regulatory compliance efforts (Walker, 2018).

Recently, several Blockchain-based credit scoring platforms such as
Bloom, Bloom app OnRamp, Quadrata, and Plaid have emerged. These
platforms enable customers to create Blockchain-based profiles through
mobile applications (apps). Alongside identity verification, these apps can
also conduct checks for Politically Exposed Persons (PEP). For example,
Quadrata Passport has developed an application that verifies KYC/AML
credentials and stores them as non-fungible tokens (NFTs). Similarly,
banks are also exploring ways to leverage Blockchain technology for
sharing KYC information among themselves. For instance, Deutsche
Bank, HSBC Mitsubishi UF] Financial Group and IBM have collaborated
to create a platform where KYC information can be digitized and stored
on a unified platform (CB Insights, 2022).

10.4.4.2 Fraud Prevention

Blockchain technology has the potential to significantly enhance fraud
prevention in the banking sector. In traditional centralized systems,
where all information is stored in a central ledger, the data is more
vulnerable to attacks. However, with the implementation of distributed
ledger technology, customer information is stored in decentralized
blocks, making it more resilient against attacks. Due to this distributed
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ledger technology, it is very difficult for a hacker to access all customer
information simultaneously.

10.4.4.3 The Use of Blockchain in Bank Audits

Auditability is a critical component of good corporate governance (Good
Governance), ensuring effective management of banks. Blockchain
technology has the potential to offer technical solutions for more efficient
and cost effective auditing of banks and banking transactions. This
includes internal audits, independent audits, and regulatory authority
audits.

Blockchain technology will facilitate the identifaction and prevention
of fraud in financial reports (Kiling, 2020). Additionally, it enables
automated monitoring control of a large volume of transactions, such as
real-time calculation of stock movements from remote locations and in
real-time. By providing a reliabile and transparent audit trail, Blockchain
reduces the costs associated with monitoring and control. It ensures
the timeliness of the data, thereby enhancing the efficiency of financial
reporting and control processes (Cagle, 2020).

Blockchain technology is known for its ability to enhance efficiency
and reduce audit costs, primarily due to the real-time audit trail it
provides. The real-time audit trail guarantees the accuracy of transactions
through timestamping, ensuring that, auditors spend less time verifying
the correctness of transactions. Thus, they can allocate more time to audit
techniques and other essential steps, enabling them to conduct more
effective audits (Gokoglan et al., 2022).

10.4.5 Bancassurance and Blockchain

Blockchain is also being used in bancassurance. The use of blockchain
in bancassurance will reduce human error as well as fraud, speed up
transactions and reduce costs. Bancassurance has become a very popular
product, especially in Asia, with banks offering various products such
as life insurance and housing insurance to their customers, for example,
China construction bank has created a bancassurance model built with
Blockchain (Verma and Kansra, 2022).

10.4.6 Smart Contracts

The main feature of smart contracts is that they are secure and costless
contracts that are self-executing under certain conditions. They can be
used in banking applications, especially in areas such as loan transactions
and KYC compliance transactions. For example, when the collateral of a
loan falls below a certain rate according to the contract, a smart contract
sends a notice to customers to fulfill their collateral.
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Because smart contracts are computer-coded, they are paperless,
unlike traditional contracts, stored on a blockchain, smart contracts
automatically go into effect when specified conditions are met. The most
important feature of smart contracts for banking is their ability to automate
business processes. In particular, smart contracts can be used in banking
to assess loan eligibility, claims processing and KYC compliance. Smart
contracts are self-executing, independent contracts with no intervention
from any party. They are free contracts that are executed transparently.
All information can be tracked on the Blockchain platform. These
tamper-proof contracts are secure applications that allow the contract
to be self-authenticated. These contracts are accepted by signing with a
cryptographic digital signature (Khan et al., 2021).

Smart contracts create and algorithmically enforce the terms of the
agreement without the need for any legal documents. This is completely
unlike traditional contracting practices and allows transactions to
be carried out without the need for a lawyer or notary public. Many
platforms have been created to store smart contracts (Makridakis and
Christodoulou, 2019).

10.4.7 Electronic Check Applications

Blockchain technology offers suitability for the issuance of electronic
cheques. The use of timestamps in each transaction ensures that the date
and information associated with the electronic cheque cannot be altered.
Furthermore, if the device used for issuing the elrctronic cheque has a
GPS feature, it becomes possible to clearly identify the place where
the electronic cheque was issued. In addition, the electronic check can
be delivered immediately to the parties, especially to those located in
different countries or continents. Thus, the electronic issuance or check
transfer can be realized within seconds. Smart contracts can also be used
in the electronic check application. In the presence of the conditions
predetermined by the parties, a smart contract can be created that
autonomously sends the check to the beneficiary and informs the relevant
parties (Ber, 2022).

10.5 Advantages and Disadvantages and Opportunities
that Blockchain will Bring to Banking and Banks

10.5.1 Advantages of the Blockchain

Overall, Blockchain technology improves people’s standard of living,
reduces costs, increases speed, fosters trust, and improves the economy
(Makridakis and Christodoulou, 2019).
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Blockchain plays a role in safeguarding intellectual property rights
by offering features such as traceability, provability, and transparency in
trade (Copigneaux et al., 2020). Blockchain also contributes to social and
economic development around the world by increasing accessibility to
financial services (Kumar and Kaur, 2022).

Shukla and Balwani state that the cost of bank infrastructure can be
reduced by 30% with Blockchain adoption (Shukla and Balwani, 2022)
Blockchain in general is a tamper-proof system, able to operate on millions
of devices simultaneously. Blockchain is a technology that provides
transparency, security, and auditability through its architectural design
(Mehrotra and Bhatia, 2022).

After evaluating the literature in general, we can summarize the
advantages and disadvantages of Blockchain as follows;

Advantages of Blockchain: Transparency, Trust, Decentralized structure,
Traceability, Data integrity, Auditability, Cost reduction, Increased
accessibility to financial services, Reduction of fraud, Enhanced speed.

Disadvantages of Blockchain: Scalability, Privacy Issues, Size and
Bandwidth, Legal uncertainties, Cost and efficiency, Security and
Privacy, Energy and resource consumption, Achieving consensus, Design
standardization.

Transparency: As all changes are reflected in the ledger and can be
audited by anyone participating in the Blockchain network (Makridakis
and Christodoulou, 2019) sharing transactions increases transparency and
transparency in turn reduces risks.

Trust: Trust is a fundamental and indispensable characteristic of the
banking sector, and banks are defined as institutions of trust (Battal, 2001).
In the article “The Trust Machine” published in The Economist, it argued
that Blockchain’s biggest impacts are on trust (Economist, 2015).

In this context, it is of great importance to prevent fraud and other
financial crimes and to establish integrity, reliability, responsibility, and
predictability, which are the precursors of trust (Beck, 2018).

Blockchain’s ability to enable low-risk transactions and increase the
cost of compliance departments are factors that increase trust in banking
practices (Marr, 2017).

Decentralized Structure: Transactions are verified by the participants
through predefined consensus mechanisms, without being approved and
verified by any authority. This reduces both costs and the possibility of
information loss (Puthal, 2018). Due to the decentralized structure based
on distributed ledger technology, banks will become stronger against
attacks and fraud as information is not collected in a single center.
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Benefits of Blockchain Disadvantages of Blockchain

¢ Transparency ¢ Scalability
e Trust ¢ Privacy Issues
¢ Decentralized Structure ¢ Size and bandwidth
¢ Traceability e Legal uncertainties
¢ Data integrity ¢ Cost and efficiency
o Auditability e Security and Privacy
¢ Cost Reduction ¢ Energy and resource
e Increased accessibility to consumption

financial services e Achieving consensus
¢ Reduction of fraud ¢ Design standardization
¢ Enhanced speed

Figure 10.2. Benefits and disadvantages of Blockchain. Source: Prepared by author.

Traceability: The distributed structure and transparency of the Blockchain
increases traceability (Banker, 2019).

Data integrity: Blockchain provides the necessary infrastructure for data
integrity due to its high confidentiality and its ability to work together
with distributed cloud technologies (Gaetani et al., 2017).

Auditability: Blockchain technology has a significant impact on auditing.
It enables documentation services, facilitates auditing of all transactions,
allows real-time auditing, reduces transaction risks, and ensures
immutability of transactions. These features enable auditors to focus on
new audit models and provide more accurate opinions on transactions
(Gokoglan et al.,, 2022). A key feature of blockchain is its ability to
verify and audit transactions without the need for a third party. This
characteristic instills trust and enhances the effectiveness of the auditing
process. Transactions recorded in the blockchain are immediately
verifiable and traceable, making it more challenging for financial report
fraud to occur and easier to identify the fraudulent activities (Kiling, 2020).
The fact that the data used is reliable and transparent will lead to more
widespread use of Blockchain in auditing and will have a reducing effect
on the cost of monitoring and control activities (Cagle, 2020). Given its
ability to enhance trust and transparency, auditability stands out as one of
the most significant contributions of Blockchain technology to corporate
governance.

Cost reduction: Ucoglu (2022) and Demarco (2019) state that SWIFT
costs in payment systems and KYC processes can be expensive, while
blockchain technology can reduce costs by eliminating intermediaries
and streamlining account information and verification. According
to Accenture consulting (Accenture, 2017), blockchain, along with
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technologies like DBT and smart contract, can save between 30% and 50%
by reducing transaction fees and losses. Chowdhury et al. (2021) suggest
that blockchain technology can decrease centralized financial reporting by
up to 70%, and cut Business operation and compliance costs by less than
half.

Increased accessibility to financial services: Blockchain has enabled many
people who could not get bank loans prior to it benefit from financial
services (Palihapitiya, 2020). According to a study by the World Bank, 18%
of citizens cannot benefit from financial products as they are not entitled to
digital identitifications (Ugoglu, 2022). According to Appaya, Blockchain
increases accessibility to financial services and financial inclusion. Hence
it can accelerate economic development and growth (Appaya, 2021).

Enhanced speed: Blockchain applications, especially in payments, enable
payments to be made to recipients with fewer business processing
steps faster.

10.6 Disadvantages of Blockchain

Shukla and Balwani identified 13 barriers to Blockchain in banking by past
research and interviews with experts (Shukla and Balwani, 2022). Of these
13 barriers, Scalability, Cost, and Efficiency were evaluated as important
factors in terms of banking and were included in the list of disadvantages.

Biella and Zinetti's study (Biella and Zinetti, 2016) highlights
throughput and latency, privacy, size and bandwidth, and security as
factors limiting the implementation of Blockchain in financial institutions.

Scalability: Scalability is fundamentally an efficiency issue. Due to the
limited capacity of the networks, Blockchain cannot process large amounts
of transactions in banking in a short period of time and transactions are
delayed, reducing efficiency and effectiveness.

Scalability is an imperative factor affecting computing capacity (Garg
et al., 2020). In order to reduce the possibility of double spending, a
certain number of verifications are required, which can take from a few
seconds in credit card payment networks to up to ten minutes (Biella and
Zinetti, 2016).

Privacy: In the context of blockchain technology, privacy concerns
arise due the nature of storing each transaction in each node for control
purposes. These concerns pose problems for banking in two dimensions.
Biella and Zinetti (2016) address the regulatory limitations associated
with blockchain technology. According to legislation, certain information
must be kept confidential. The second issue arises from the strategy that
banks seek to maintain competitive advantage by safeguarding customer
information from their competitors.
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Size and bandwidth: High transaction speeds and the use of smart
contracts increase the amount of data which in turn creates a burden on
the hardware.

Legal uncertainties: Legal uncertainties arise due the lack of detailed
national and international regulations for blockchain. This creates
ambiguity, particularly in cases of financial failure like fraud and
bankruptcy, where it is unclear which country’s law will be apply and
how regulations will be followed.

The absence of clear guidance from governments makes blockchain a
gray area in terms of legal regulations (Arjun and Suprabha, 2020).

The decentralization of the system poses a significant challenge
to regulation. Additionally, regulatory authorities may struggle with
over-regulation and inflexibility, making it difficult to effectively regulate
the field (Mehrotra and Bhatia, 2022).

Blockchain applications pose significant challenges in terms of
legal regulation due to their decentralized structure. The intricate
identification of parties involved in blockchain transactions, as well as
their establishment creates complexities that hinder regulatory efforts.
Consequently, regulators play a crucial role in this context. Their primary
responsibilities include ensuring the safety of participants, reducing
uncertainties, and safeguarding the decentralized nature of blockchain
technology from being compromised.

Cost and efficiency: Cost and efficiency are crucial competitive factors
in the banking industry. Banks must carefully consider the relationship
between these two elements to ensure optimal performance. Costs
encompass various aspects, including transaction costs, initial capital, and
infrastructure investments.

The literature has placed particular emphasis on transaction costs,
start-up capital, and infrastructure costs (Garg et al., 2020; Reyna
et al, 2018). Another major issue in terms of throughput is high
energy consumption associated with banking processes (O’'Dwyer and
Malone, 2014).

Security and Privacy: Security and privacy are critical considerations in
the banking industery., and blockchain technology is generaly regarded
as highly secure (Kakavand et al., 2017). However, it is important to
acknowledge that blockchain is not immune to cyber-attacks. Given the
significance of security and privacy in banking, any vulnerability in this
area is deemed unacceptable. Numerous authors have addressed the issue
of security in the literature (Deshpande et al., 2017).

Energy and resource consumption: Blockchain technology is known for
its high energy consumption due to its computational requirements.
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While this poses cost considerations for banks, it also raises significant
sustainability concerns.

When implementing Blockchain technology, banks need to be aware
that it will result in substantial energy consumption and contribute to a
significant carbon footprint (Jayasuriya and Sims, 2021; Palihapitiya, 2020;
Deshpande et al., 2017).

Achieving consensus: Achieving consensus in blockchain involves
obtaining approval from all parties in the network for any protocol
changes; otherwise, the changes will be rejected. However, the process of
updating records can create a security gap due to its complexity and waste
of time (Kumutha and Jayalakshmi, 2021).

Design standardization: Standardization is imperative in banking. In
order to adopt blockchain in banking, design standardization must be
ensured. Otherwise, it will not be widely accepted and implemented in
the sector (Mehrotra and Bhatia, 2022).

10.7 Opportunities of Blockchain for Banks and
Banking Industry

Blockchain technology presents a significant opportunity for the banking
industry, primariy in terms of enabling new products, and potential
sources of income (Brennan and Lunn, 2016). Blockchain will likely
revolutionize the way banks conduct business and reshape their existing
business models.

Kahyaoglu argues that Blockchain technology can “reduce cost and
risk, create new opportunities for innovation and growth, and ultimately
radically improve banking” (Kahyaoglu, 2017).

The immutability feature of blockchain is particularly noteworthy,
offering several opportunities for the industry. The inability to alter or
delete transactions enhances the reliability of financial analysis, especially
in reporting, providing auditors with a more robust foundation. Smart
contracts, better improved regulatory compliance practices, increased
transparency, and reduced risk of errors and fraud all contribute
to significant cost savings and competitive advantages in banking.
Opportunities for immutability can also increase customer trust and
loyalty and customer engagement.

10.8 Sustainable Banking and Blockchain

Meenakshi et al. emphasizes that the implementation of blockchain
technology in the banking sector will not only enhance the financial
performance but also improve environmental performance, leading to
sustainable banking practices. The authors state that Blockchain technology



156 Exploring Blockchain Applications: Management Perspectives

will create paperless banking by eliminating unnecessary procedures and
intermediaries reducing the carbon footprint of the sector. They argue
that Blockchain applications will contribute to sustainable banking by
shortening transaction times, reducing registration and maintenance costs
due to the digitalization of transactions, preventing and quickly detecting
fraudulent activities, and reducing the use of natural resources (Meenakshi
et al., 2018).

10.9 Blockchain and Corporate Governance

Blockchain technology can also provide a solution to corporate governance
problems between shareholders and organizations, both for banks and
their customers. The use of Blockchain ensures the integrity of the process
as transactions cannot be altered and will be transparent, allowing accurate,
consistent and timely information provision. Blockchain supports good
governance practices in banking by increasing the efficiency and reliability
of banking supervision with the aforementioned features.

10.10 Blockchain’s Impact on Banking through
FinTech Companies

Part of the impact of Blockchain on Banking endures through technology
companies. Competition or cooperation, the disappearance of old business
models, or the emergence of new business models are the main factors
shaping this relationship.

Technology is not only adopted by Banks; FinTech companies have
been using this technology even before Banks. FinTech firms pose the
most significant threat to the banking sector, particularly in terms of
competition. They can capture market shares from banks and reduce their
profit margins. Furthermore, it should be noted that this technology also
amplifies cyber risks.

Iskandar points out that blockchain technology will reduce transaction
costs and enable cost savings, potentially facilitating the establishment
of new banks by FinTech startups. By reducing the costs associated with
establishing abank FinTech organizations are likely to become competitors,
thereby and increasing competition in the sector (Iskandar, 2017).

Rega’s research indicates that technological innovations through
FinTech companies positively affect the profitability of banks (Rega, 2017).

Kocianski (Kocianski, 2018) argues that banks’ applications of
Blockchain will increase their strength in competition with FinTechs, as
the banks will develop new business models with the technology brought
by Blockchain. In sum, the use of Blockchain will drive banking forward.

However, instead of identifying FinTech firms as competitors, working
in cooperation can provide many advantages to the banking sector. First
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of all, it allows them to offer less costly services, as they become more
flexible and therefore can offer better services. In brief, competition always
contributes to doing better.

10.11 Conclusion

Owing to its decentralized structure, blockchain has emerged as a highly
significant alternative to banking services, particularly in fundamental
areas such as payment systems, swift transactions, cryptocurrencies that
can replace credit cards as well as lending and borrowing. This powerful
alternative has the potential to bring about transformative changes in the
banking industry, impacting banks themselves and the overall structure
of the banking sector.

When evaluated extensively, Blockchain technology reduces costs
in banking and increases speed and efficiency. Due to the decentralized
structure based on distributed ledger technology, banks will become
much stronger against attacks and fraud as information is not collected in
a single center. Blockchain technology will increase the effectiveness and
reliability of auditing in banking with the application of time stamping
and strengthen corporate governance.

Blockchain technology will provide major cost reductions by removing
intermediaries in payment systems, especially SWIFT. Immense cost
savings could be provided by the fact that KYC applications can be carried
out from a single center with certain standards thanks to Blockchain
technology. Smart contract applications will also provide significant
savings by the automation in the banking operations. Additionally, we
can mention the reduction in infrastructure costs in the list of benefits.

The most significant Blockchain aspect that needs resolution in the
context of Banking are the regulatory uncertainties. Banking is a sector
built on rules and regulations, so the regulatory authorities” approach to
Blockchain is a matter of prime importance.

The fact that the actors in distributed ledger technology are located in
different countries will pose a major problem as to which country’s law
will be applied. This problem needs to be resolved in order for Blockchain
applications to dissiminat further in banking.

Blockchain’s high energy consumption makes it questionable in terms
of sustainability and the environment.

If standardization is not achieved, the probability of implementation
in banking, where standards are important, will decrease considerably.

In the near future, applications such as smart contracts, electronic
checks and electronic bills of lading will find a greater place in banking.

Blockchain technology creates an opportunity with the efficiency and
productivity it will create in terms of technological developments in the
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banking indusrty by eliminating the centralized structure and excluding
intermediaries.

Blockchain technology can be effectively implemented in applications
such as Know Your Customer systems, AML (antimoney laundering),
personal data protection, identity recognition, smart contracts, electronic
cheques, sustainable finance and decentralized finance (DeFi).

The banking sector can perceive Blockchain applications as a threat, or
it can overcome its shortcomings by strengthening the above-mentioned
products with Blockchain technology.

The key question is whether traditional banking will be able to adopt
and implement Blockchain technology, or will Blockchain technology
replace traditional banking. Many authors describe Blockchain as a
disruptive technology for banking. As a matter of fact, this refers to the
destruction of old technology and the activation of a more efficient one to
create a better financial system.

There are three possible ways of utilizing of Blockchain in the banking
sector. The first option is adopting Blockchain in isolation by banks. The
second option is to offer Blockchain services to access external platforms,
that is, to integrate the services developed by FinTech organizations
with their own systems or to join the Blockchain platforms created by
FinTech organizations. The third option is to implement the first two
options together, that is, to establish their own isolated Blockchains for
some products and services, while integrating the services of FinTech
organizations with their own services or joining the platforms created by
them. From our point of view, the third option, which can be called the
hybrid option, seems to be the most flexible and effective option for banks.
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Chapter 11

Blockchain Applications
in Finance

Osman Tiiziin"* and Ramazan Ekinci?

11.1 Introduction

The adoption of digital technology in social and economic life causes
structural changes. Particularly since the beginning of the twenty-first
century, there has been an acceptance that this change has started the
process of “creative destruction” in all industries. As a result of this process,
new technologies such as artificial intelligence, big data, the internet
of things (IoT), blockchain, and cloud computing have evolved. These
technologies have a substantial impact on an organization’s procedures,
time management, network connectivity, and performance (Urbach et al.,
2017). These new development trends have resulted in structural changes
in the financial industry as well as an increase in the influence of technical
innovations on economies. The structural transformation of technology
improvements in finance, on the other hand, has had a stronger impact
on transforming the link between financial interactions and markets. In
this process, both internal and foreign technical developments has had
a colossal impact on the financial sector following the cost reduction.
However, technological advances have had a significant impact on the
productivity of capital, resulting in a decline in interest rates, particularly
in developed countries. This phenomenon has been seen as a drawback
of technological progress, despite its advantages for the financial sector.

! University of Usak, Department of Economics.

2 University of Bakircay, Department of Economics.
Email: ramazan.ekinci@bakircay.edu.tr

* Corresponding author: osman.tuzun@usak.edu.tr


mailto:ramazan.ekinci@bakircay.edu.tr

Blockchain Applications in Finance 163

Digital innovation reflects shifts in consumer demand and sets the
path for the establishment of a financial infrastructure that will improve
both time and cost effectiveness. This situation calls attention to the topic
of “Financial Technology (FinTech),” which will drastically alter and even
completely revolutionize the financial industry. FinTech, which stands
for financial technology, is a technologically effective financial innovation
that has the potential to provide new business models, applications,
processes, goods, or services for financial markets as well as the delivery of
financial services. It refers to digital currencies, robo-consulting, financial
applications of blockchain and distributed ledger technology, and online
peer-to-peer financing (Schindler, 2017). Blockchain or distributed ledger
technology, which permits future development of FinTech technologies,
lies at the heart of all of these financial advancements.

Financial technology is a fundamental factor that determines the
structure, system, process and institutional structure of the financial sector
as a whole. The important feature of this factor is the rate of change that
it has revealed along with the speed of development. Depending on the
information provided by the history of economics, technological changes
are the main variable that initiates cyclical and structural changes in the
economy. In this context, with the economic crisis in 2008, the technological
developments that started this change began to be discussed. Blockchain
technology, initially gained popularity throughout the world in 2008. It has
asignificant capacity to alter the financial system formed by the interaction
of the elements within this structure, and the processes that make up the
functioning within it. Blockchain technology is a form of information
technology that enables individuals to carry out financial transactions
on their own without requiring the consent of a third party with the
authority to centrally manage all transactions. This technology-enhanced
distributed ledger is a data storage mechanism that maintains data
integrity. This system allows for the decentralized storage of information
about previous transactions. Blockchain technology has various
applications, including facilitating cross-border payments, expanding
access to financial resources, enhancing secure asset management, and
ensuring compliance with relevant laws and regulations in legal reporting
activities (World Economic Forum, 2016). Blockchain technology has
brought about trust and transparency in economic relationships, which in
turn leads to a reduction in transaction costs. This reduction is expected
to drive significant development acceleration, benefiting both external
and internal economies in the future. Consequently, advancements in the
field of FinTech will serve as the foundation for emerging trends in the
upcoming period.

This paper examines the characteristics of Blockchain technology
and their implications for the financial industry. Research on blockchain
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technology in the financial sector has been increasing rapidly in recent
years. It is important to explain the reasons for the increasing interest in
this situation, which is a new scientific phenomenon. Therefore, these
reasons will be revealed in the study. Thus, the purpose is to explore the
potential of blockchain technology in the financial sector and offer insights
into its main components, key challenges and current research gaps.

11.2 FinTech (Financial Technology)

In the past decade, the global economy has experienced a profound
and rapid transformation on a global scale. The concept of Financial
Technology refers to the continuous application of technology within this
framework, which has begun to change processes with the approaches
put forward for business solutions. Financial technologies are financial
products used with technologies available in the market or applications
that enable the use of financial services with more advanced technologies
(Knewtson and Rosenbaum, 2020). The use of the word “FinTech” dates
back to the early 1990s (Cai, 2018). In addition to their regulatory effects,
the developments in the FinTech field have had a significant impact on the
development of the financial services sector, with the new infrastructure
enabling transactions to be made regardless of time and place. From this
point of view, it can be stated that Fintech covers the digital innovations
and technology-intensive advances that the global economy has created
in the financial sector (Philippon, 2016). Such advances and business
model innovations have led to a significant breakdown in the financial
sector, improving the scope of financial services and leading to significant
changes in the products and services provided by firms.

According to Zetzsche et al. (2017), the field of FinTech is progressing
along two major lines. The first line involves technological advancements
such as Big Data, machine learning, and Artificial Intelligence (AI).These
technologies are transforming the financial industry by enabling new
capabilities and insights. The second line of progress involves the entry
of non-financial companies into the financial services sector, bringing
new investments and innovations. Fintech has played a crucial role in
the development of Industry 4.0, which encompasses the integration and
utilization of various technologies such as Fintech, Al, and data science
(Dhanabalan and Sathish, 2018). Within the financial sector, Blockchain
technology has demonstrated significant progress and development
serving as a counterpart to the advancements in Industry 4.0.

11.3 Blockchain

Blockchain technology is one of the key technological trends that have
emerged in the last decade. The main innovation that started this trend
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is the new blockchain-enabled financial relationship network launched
by Nakamoto in 2008. This financial relationship network has become
important with the prevalence of a unit of value used in exchange between
people as money in practice, which is defined as Bitcoin. Basically, the
infrastructure of this financial relationship network Blockchain and the
opportunities it has created have been internalized in relation to the
finance sector and started the new trend.

Nakamoto defined blockchain as a decentralized and trustless
payment system mechanism in his article titled “Bitcoin in 2008: A
Peer-to-Peer Electronic Cash System” published in 2008. Nakamoto (2008)
invented a ledger and termed it the “blockchain,” which eventually
became known as Blockchain (The Economist, 2015). Blockchain refers
to a distributed ledger technology where every transaction and related
information is encrypted by hashing and all network members have access
to the same information (Zheng et al., 2018). This ledger technology offers
an infrastructure where there is no possibility of outside intervention, thus
reducing the possibility of manipulation. Thus, it has become possible for
each network member to constantly check the integrity of the data. The
mutual relationship between the said infrastructure and the units that
use or provide this infrastructure constitutes the Blockchain system. The
most important feature of the system is that the user is the basic unit. The
growth of this basic unit has the effect of generating economies of scale,
but more importantly, increased yields. The rising number of participants
in the system’s operation, as well as the ongoing replacement of the
infrastructure, are the most essential aspects that reveal the increased
efficiency. When evaluated from this point of view, technological
investments with each participant will reveal a higher income trend than
itself. This situation will accelerate a significant profitability rate in the
financial sector and at the same time capital accumulation in the coming
period. Transferring this accumulation, both as information and as capital,
will accelerate the use of Blockchain in economies.

Although blockchain is a technological development, it has turned into
an internal and capitalized production factor beyond being an external
factor. In this respect, it is necessary to introduce a new understanding
that will reveal increased yields due to the fact that the increase in the
production factor in question causes a production increase that is greater
than itself.

Blockchain, a rapidly developing financial technology, has increased
the financial inclusion that has emerged within the framework of
people’s ability to deal with financial transactions (Antonio and Dinizo,
2018). Thus, the constraints of space, time and communication have
accelerated the use of this technology together with internet technology.
Blockchain is considered a fundamental technology for bitcoin and other
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cryptocurrencies (Staples et al., 2017) as it is beginning to be seen as the
basis of financial transactions around the world (Nguyen, 2016). Blockchain
is a perpetual database of accounts that is complete, distributed, and
immutable (Yoo, 2017).

The most important feature of blockchain is that it is a decentralized
system with a very long security chain. Another innovation provided by
blockchain technology is the distributed trust that the system offers. This
system-developed safety net eliminates trusted third parties to facilitate
transactions and reduces transaction and time costs (Staples et al., 2017).
Another innovation provided by blockchain technology is the distributed
trust that the system offers. This system-developed safety net eliminates
trusted third parties to facilitate transactions and reduces transaction and
time costs (Staples et al., 2017).

11.4 Blockchain in the Financial Industry

Blockchain technology has opened up new opportunities for all sectors.
All institutions strive to take advantage of these opportunities. Financial
markets are at the top of the areas that are thought to benefit the most
from the expected benefits of blockchain technology. Blockchain
technology derives all its functionality mainly from the “Distributed
Ledger” approach. Thanks to distributed ledgers, transactional data is
distributed between peers (P2P) without any intervention (Cosares et al.,
2021). However, while Blockchain technology offers opportunities, there
are some threats within the system. Both in financial system and at the
monetary policy level, risk management strategies need to be reconsidered
to include blockchain technology.

The economic contraction and increasing regulations brought about
by the 2008 financial crisis made it necessary for financial service providers
to take new measures. As a result, the financial sector is increasingly
using advanced technologies that will increase transparency and security,
thereby resulting in cost savings and increased productivity (Schneider
et al.,, 2017). Blockchain has gained significant attention in the financial
sector recently because of its ability to improve process automation and
streamlining, remove manual office procedures, cut down on time, and
boost transparency and security (Walker et al.,, 2016). In the banking
and finance sector, blockchain frequently serves as the foundation
of innovative business models. The system already has an impact on
payments, interbank operations, and several financial services (Cucari
et al., 2021; Holotiuk et al., 2019; Yu et al., 2018).

One of the innovations at the center of current Fintech trends is
blockchain technology, which serves as the foundation for cryptocurrencies
(Bozkus Kahyaoglu, 2019). The procedures of different financial services
firms have been significantly impacted by the developing financial
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technology element known as blockchain (Tapscott and Tapscott, 2016).
Blockchain’s innovations in data transmission and storage have the
potential to have a big influence on how the financial sector operates (Mu,
2016). Blockchain-based distributed ledger technology’s advancements
and innovations can be applied to a number of financial services provided
by businesses, including financial solutions, investment product design,
paying and clearing securities, payments between geographical regions,
financial participation, and more (Chang et al., 2020). Cocco et al. (2017)
claim that blockchain has the ability to strengthen global financial
infrastructure or shift assets more efficiently from the current financial
system. Research on the effects of blockchain on the financial sector has
revealed that it can save costs and create big improvements in finance in
the long term (Nguyen, 2016). According to Schuetz and Venkatesh (2020),
organizations must place greater emphasis on Blockchain technology in
order to enhance their market share and compete on a global scale.

With the increasing use of blockchain in finance, commercial banks
are increasingly using this technology to improve their existing central
banking system (Kahyaoglu, 2021). By using the security, immutability and
transparency of Blockchain, financial institutions have begun to use fewer
intermediaries in their financial transactions (Underwood, 2016). Hassani
et al. (2018), on the other hand, states that Blockchain has both advantages
and drawbacks over the financial system. The main activities of banks
are to fulfill their intermediary duties. Although this mediation task is an
effect that reduces moral risk factors such as asymmetric information and
adverse selection, it will be easier with the reduction and effective control
of these effects with Blockchain. However, since Blockchain technology
has eliminated the intermediary function in financial transactions and
reduced the central role of financial institutions, the attitudes of banks
towards Blockchain are primarily negative, but with the increase in its
use in the sector, it has turned into an advantage. Blockchain technology
is expected to bring significant benefits to consumers, existing banking
systems and society in general. In addition to the security and transparency
it provides between the parties, it is expected to have a decisive effect
on pricing and cost analysis in the market (Glaser et al., 2014). It has
even led to some services being provided free of charge. At the same
time, Blockchain provides the opportunity to reduce the risk of fraud by
protecting the secure payment histories of customers with transactions
in different regions and different banks (Zohar, 2015; Lindman et al,,
2017). Other benefits of the technology include greater transaction speed,
improved traceability, and transparency. It is necessary to thoroughly
research and practically examine each of its advantages for a variety of
use cases and applications. The advantages of blockchain technology and
its effects across the board on the financial sector are extremely difficult
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to measure. As a result, it is necessary to create theoretically valid and
practically usable blockchain technology impact indicators to assess how
these technologies are evolving across many areas.

The main effects that lead to the increasing use of blockchain
technology by financial institutions can be listed as follows: First, it
can reduce costs. Due to high terminal maintenance and acquisition
costs, banks often must spend much on a central database. Too many
bookkeeping and accounting transactions, on the other hand, raise
labor expenses and operational risk. Thanks to the decentralized ledger
system of blockchain technology, a low-cost and transparent model can
be created and these costs can be reduced (Nguyen, 2016). Second, it can
more effectively manage risks. Banks give importance to the monitoring
and follow-up of loans. However, non-performing loans are one of the
most important risk items for banks. Banks can benefit from Blockchain
technology in reducing non-performing loans. Thus, banks have the
opportunity to monitor risk assessment in the use of resources and to use
early warning systems effectively. The polycentric structure of blockchain
connects each user as a type of node around the blockchain, allowing for
direct transactions between borrowers and lenders. Thus, credit risk can be
greatly decreased, and fund management effectiveness can be improved
(Nguyen, 2016).

Finally, it can develop mechanisms to increase the level of profitability.
The financial sector is a market structure in which monopolistic or
oligopolistic competition is intense, since entrances and exits are prohibited
by law. In this market, innovations such as Blockchain technology come to
the fore as tools that provide a significant advantage, since there is more
product differentiation and a quality-oriented competitive structure. Using
the advantage of the said technology in terms of increasing the diversity
of financial products, accelerating the access to financial products on a
global scale, and turning it into a service will increase the competition in
the sector and accelerate the use of this technology. For the competitive
analysis of the use of these models in terms of economics, it should be
examined with tools for game theory and analysis of market structure.
Within the scope of this study, the usage of Blockchain in the banking and
financial industry, as well as its benefits and drawbacks, will be explained.
In the next part of the study, explanations for this are made.

11.5 Applications of Blockchain Technology on the
Financial Sector

Blockchain technology has opened up new opportunities for all sectors.
All institutions strive to take advantage of these opportunities. Financial
markets are at the top of the areas that are thought to benefit the most
from the expected benefits of blockchain technology. The increasing use
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of blockchain technology in financial operations such as money transfers,
international payments, identity verifications, trade financing, insurance,
smart contracts, auctions, and trading currencies has resulted in a fast
expansion of financial applications. Blockchain technology derives all its
functionality mainly from the “Distributed Ledger” approach. Thanks
to distributed ledgers, transactional data is distributed between peers
(P2P) without any intervention (Cosares et al., 2021). However, while
Blockchain technology offers opportunities, there are some threats within
the system. Both in the financial system and at the monetary policy level,
risk management strategies need to be reconsidered to include blockchain
technology.

Blockchain technology is considered as the “creative destruction”
process brought by Financial Technology (FinTech) (Gomber et al., 2018).
The creative destruction that comes with blockchain technology is a
candidate to cause various changes in financial markets. These changes
can be listed as follows; reducing transaction costs, ensuring continuous
transparency, making fund transfers instantly without time limits, and
making contracts securely without any need for intermediaries (Chen and
Bellavitis, 2020; Tapscott and Tapscott, 2017). Blockchain technology makes
the changes with specific applications for financial markets. Figure 11.1
shows applications that are increasingly used in financial markets.

Crowdfunding Decentralized
Robo-Consulting Finance (DeFi)

Blockchain

Applications in
Finance

Business Models

Digital Identity
and Digital Wallet

Figure 11.1. Blockchain applications in finance. Source: The authors’ assessments.



170  Exploring Blockchain Applications: Management Perspectives

11.5.1 Cryptocurrency

The common name used in the financial industry to describe all digital
assetsis digital currency. The functionality of digital currencies is similar to
physical currency. However, digital currencies instead of physical money
have some advantages. One of these advantages is the simultaneous
ability of cross-border money transfers and transactions with lower
cost and time. It is used in various forms, including digital currencies,
virtual currencies also known as cryptocurrencies and central bank
digital currency. Bitcoin was the first cryptocurrency to appear in 2008.
It is not an entity that is tied to a particular central bank or intervened by
the monetary authority. The most important feature of Bitcoin and other
cryptocurrencies is that they have the ability to send money end-to-end
without the need for intermediaries. Thanks to this feature, the time and
cost of any payment transaction can be significantly reduced. Also, bitcoin
has the basic functions of money as a medium of exchange, being a unit
of value. However, it has a certain value when interest rates are negative
at the international and global level. It will be discussed as an alternative
financial instrument if interest rates increase in international markets and
provide a positive real return. We can say that the monetary policies to be
implemented by the central banks towards inflation in the coming years
may have an effect in this direction.

The spread of financial instruments, which are defined as crypto
money and based on blockchain technology can be expressed as a structural
change in money and financial markets. However, these tools, which are
defined as crypto money, are defined depending on the fact that money
is a “store of value” tool. According to this definition; cryptocurrencies
represent an asset in terms of its holder. This asset is also a financial
instrument since its price is determined depending on the value created
by the payment commitment given by the counterparty when it is sold
(Bozkus Kahyaoglu and Ekinci, 2021).

In addition to the benefits it provides, a cryptocurrency can also cause
risks within the financial system. In particular, its unpredictability due
to its volatility harms investors and firms” balance sheets. Although the
developments at the time of writing of this study provided information
about the fluctuation that may occur in the value of this currency,
especially against the increase in interest rates, the accumulation of data
for the analysis of mapping was necessary. In this respect, this issue will
be discussed empirically in the coming periods.

In general, the demand for these products tends to increase due to the
increasing financial risks all over the world. However, the fact that these
products do not have any basis and the market structure based on the
principle of mutual consent has started to be discussed as a new source
of financial risk in the world (Castren, 2022). In particular, the use of
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blockchain by central banks for digital money and its applications causes
a significant fluctuation in the digital currency markets. On the other
hand, cryptocurrencies are constantly on the agenda due to the frauds and
scandals that have emerged recently. However, within the framework of
the developments in the financial system, the need for cryptocurrencies is
accepted and offers experience in the creation of new financial products.
Especially in financial markets, the integration of algorithm-based financial
transactions with the Blockchain has led to an increase in the liquidity
and transaction volume of the markets (Rose, 2015). This increase can be
expressed as an advantage as well as a source of new risks.

The fact that central banks began to enter the financial markets, but
before that, the change in interest rate policies, especially the tendency
of the FED and the ECB to abandon their purchases of financial assets,
led to the volatile risk in cryptocurrencies. Central banks have started to
use stablecoins as a new currency and exchange tool for cryptocurrencies,
which have started to have an important function in the financial system.

Stablecoins have started to gain importance as a tool that enables
transactions based on the credibility of central banks in financial markets.
The main reason for central banks to issue this tool is to limit the influence
of other digital currencies in financial markets globally. Thus, central
banks aimed to reduce the negative effects of digital currencies on the
seigniorage incomes of countries. The fact that the institutions that support
stablecoins are central banks makes them resistant to price movements. For
this reason, the value of such cryptocurrencies can be indexed to different
currencies, usually under the assurance of central banks. Most stablecoins
are indexed in the US dollar. Stablecoins have started to be used not only
by the private sector but also by the central banks in different countries.
Depending on the development at the global level, the business models
of financial institutions in the financial system and the innovations in the
processes of these business models have not started to differentiate.

11.5.2 Decentralized Finance (DeFi)

In Centralized finance (CeFi), there are institutions that mediate a
transaction between the parties. However, Decentralized finance (DeFi)
uses blockchain technology (BT) to make financial services decentralized,
open, and borderless. In Decentralized Finance (DeFi), financial
transactions are not carried out by centralized financial institutions, but
by decentralized peers. Decentralized distributed networks in blockchain
technology facilitate peer-to-peer transactions. On the other hand, BT
promises to strengthen access, to reduce transaction costs, to expand
financial inclusion, and to encourage unauthorized innovation. Increasing
prevalence of DeFi processes leads to start a discussion about regulation
of BT in financial markets (Chen and Bellavitis, 2019:2-5).
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As seen in Figure 11.2, contrary to CeFi, in DeFj, the parties carry out
their transactions from peer to peer without any intermediary institution
by smart contacts. This structure also demonstrates how the credit-debt
relationship of the decision units will be made. In addition, although
crypto currency exchanges are generally centralized, decentralized
exchanges and decentralized funds are also emerging (Sanlisoy ve
Ciloglu, 2019:70-71).

The global financial system serves billions of people every day while
managing trillions of moneys. The existence of such a large market brings
with it some difficulties. The term “Blockchain in finance” refers to the use
of blockchain technology in the banking industry. The use of blockchain
technology in the financial industry has led to the development of DeFi.
DeFi is a financial transaction that uses blockchain technology and smart
contracts to eliminate the need for intermediaries in the provision of
financial services (Akash, 2022).

DeFi refers to financial applications known as “smart contracts”
that are processed by computer code on blockchains with little or no
intervention from centralized intermediaries. DeFi’'s primary features
include automated and decentralized record keeping, risk taking,
and decision making in the crypto ecosystem. Changes to collateral
requirements or practices such as dividends are usually made by voting
users who accompany the use of the platform. Furthermore, DeFi provides
broad access to users of all sizes and does not require storage services.
This has the potential to improve efficiency and financial inclusion. Three
major technological advances have considerably facilitated in the broad
adoption of DeFi. First, the use of blockchain technology has created a
digital infrastructure that records data through a publicly distributed
system, where transaction records of crypto assets are confirmed without
the requirement for a single trusted entity. This has provided a digital
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infrastructure that records data through a publicly distributed system,
where transaction records of crypto assets are verified without the need for
asingle trusted entity. Second, thanks to its smart contract implementation,
blockchain technology has revolutionized the way financial intermediary
transactions are conducted. A smart contract is computer code that permits
transactions to be completed when certain predetermined requirements
are satisfied. DeFi is the use of smart contracts for financial intermediation
such as deposit taking, lending, derivatives, and the exchange of crypto
assets. Third, under DeFj, stablecoins may be used as a unit of account,
medium of trade, and store of value. The introduction of stablecoins took
place with the development of DeFi.

11.5.3 Smart Contracts

Smart contracts are contracts that allow the transfer of the parties’ contracts
and the obligations arising from this contract to the distributed ledgers.
This system is a continuously digitized contract system that is stored
across all peers. Thus, smart contracts provide assurance to contracting
parties. The reason for smart contracts to be stored on the blockchain, is
to ensure that users cannot alter the contract after it is distributed to peers
(Khacef and Pujolle, 2019). According to the ESMA (2017) the distributed
storage of smart contracts also reduces the possibility of errors. However,
the regulation and supervision of the system remains important to the
efficient functioning of the system.

Leading cryptocurrencies such as Ethereum have also led to the spread
of smart contracts. Afterwards, many cryptocurrencies have entered the
market over time and transaction volumes have increased substantially.
Futures and options contracts, real estate sales, financial derivatives,
insurance premiums, and crowdfunding contracts are examples of the
usage of smart contracts in the finance industry.

According to the BIS (2017), smart contacts provide some advantages,
such as;

* Time and cost advantages; no need for intermediary institution
* Reliability: avoiding mistakes and abuses

® Reduced risks of manipulation and external attacks

Additionally, there are also some risks and areas for improvement of
smart contacts, such as;

¢ Limited competent human resources
* Software errors

¢ Impacts of irreversible transactions on Financial Legos.
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11.5.4 Digital Identity and Digital Wallet

A digital identity diagnoses of an owner stores identity information by
using codes in the blockchain. In particular, digital identities and instant
verification of these identities are prominent for peers transacting in
financial markets. Besides, in order to fulfill digital financial services in
the financial markets, digital identity applications need to be widespread
(Wolfond, 2017:36).

A digital wallet is another fintech application. Digital coins and assets
are stored in this wallet. Thanks to the digital wallet, the payment process
is carried out quickly without any intermediaries. Digital wallets use
the blockchain network for a transaction and they run with encrypted
codes within this network. However, digital wallets are not considered
as traditional deposit wallets. Being regulated like traditional ones will
increase the reliability of the system.

11.5.5 Business Models

Blockchain will cause a structural change in the alignment and
transformation of the banking and financial sector's working and
innovation processes. Features such as decentralized structure,
inter-institutional trust through distributed ledger technology, and less
information asymmetry have resulted in the inclusion of blockchain
technology in finance business models and processes more intensively. A
blockchain-based financing system could improve information asymmetry
and transaction cost issues and lead to a more decentralized and efficient
entrepreneurial financing process (Ahluwalia et al., 2020). Blockchain
technology, which is also used in the derivatives market space, can
increase investor control and expand the distribution of systematic risk.
In addition, it will enable more effective risk management by ensuring
the diversification of new financial derivative instruments. Increasing the
relationship of these derivative markets with digital currency markets
will also be an effective tool against the volatility risk that may arise in
the currencies” market such as bitcoin. In addition, it will be possible to
provide liquidity in derivative markets and increase the depth with new
participants (Avgouleas and Kiayias, 2019).

On the other hand, blockchain-based credit analysis can be used to
ensure the effective functioning of the credit distribution mechanism.
Thanks to this system, financial institutions can collect information about
customers, analyze customers’ eligibility, calculate customers’ credit
scores, and thus conduct a more efficient and transparent loan allocation
process (Chakraborty et al., 2019). One of the most important effects of
blockchain is that it will create a more efficient means of allocating credit
for converting savings into investments in the economy. Thus, a structural
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change will occur in the functioning of the monetary transmission
mechanism and the credit channel with Blockchain. It is clear that
business models and processes in the financial sector will also change.
This is an effect that will lead to the differentiation of the relationship
between money market and financial markets within the economy as a
whole. In this context, the business models of the financial sector and the
monetary policy instruments of central banks will also differ. In particular,
instantaneous withdrawal and evaluation of data from the system will
enable risk management and assessment to be carried out instantly. At
this point, the high size and frequency of the information coming from the
financial markets requires this information to be processed quickly. This
requires business models to be algorithm-based and at the same time very
fast. The necessity of speed is an important effect that will lead to high
frequency of process innovations.

11.5.6 Crowdfunding and Robo-Consulting

Crowdfunding can be defined as the accumulation of investable liquidity
obtained through contributions from numerous investors who provide
the financial resources required by entrepreneurs. Blockchain-based
crowdfunding can be carried out through many networks for the purpose
of financing start-ups, by bringing together new generation business ideas
and funds (Hartmann et al., 2019).

In Figure 11.3 an illustration of crowdfunding is demonstrated. Project
developers look for investors to finance their business ideas. According to
the blockchain-based crowdfunding model Hassija et al. (2020) proposed,
projects have a deadline and possibility of not reaching adequate funding.
If so, the project cannot be funded. If the project reaches the goal a smart
contract is generated and blockchain-based crowdfunding is realized.

Robo-consulting or Robo-Advisor is essentially the digital form of
investment consultancy or portfolio management. In Robot-Consulting,
Robo-consultants collect data such as investors’ risk appetite, financial
position, and the return they expect from the investment and determine a

Project Developers Success/Failure Investors with Funds

Figure 11.3. An illustration of Crowdfundlng. Source: Adopted from Hassija et al. (2020).
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path through algorithms. Algorithms monitor all financial data instantly
and move the investments to the right options.

Robo-consulting is poised to outshine traditional financial advisory
services thanks to its user-friendly and automated processes, low-cost
portfolio management and efficient performance. In this regard, it is
also another creative destruction FinTech approach. Robo-consulting
algorithms run depending on artificial intelligence. Thus, it has the
potential for continuous improvement.

11.6 Benefits and Risks of Blockchain in Financial Services

In particular, in the post-COVID-19 era, physical contact between vendors
and customers is increasingly being replaced by digital engagement. As
a result, financial service providers’ demand for digital innovations has
increased. For example, the pandemic has accelerated the transition to
digital payments (Auer et al., 2020a). It also intensified e-commerce, which
could benefit large tech firms and their operations in finance (BIS, 2019).
Following the outbreak, countries that have implemented stricter Covid-19
measures and have lower financial participation rates have begun to put
more emphasis on digital financial applications (Didier et al., 2021). As a
result, the interest of central banks in digital currencies began to increase
and the work on central bank digital currencies (CBDC) accelerated (Auer
et al., 2020b). Based on these and similar developments, we will mention
some benefits, risks and compliance issues of blockchain in finance.

11.6.1 Benefits

Blockchain addresses difficulties in the financing sector by providing a
single platform on which all participants can benefit from a competitive
advantage. The main advantage of technology is that it is built on
distributed trust, which eliminates the need for a third party to supervise
payments. This reduces transaction costs and saves time (Li et al., 2020).
While the application of technology in a wide area provides an advantage
as an economy of space, it provides an increase in efficiency and
productivity with the scale effect that allows the costs to decrease rapidly
with scale growth. Also, all transactions on the blockchain are visible and
irreversible. Its immutability feature facilitates in improving traceability,
tracking every financial transaction, and streamlining the compliance
procedure for financial institutions. Transactions may be carried out
without the involvement of a trusted third party due to distributed
open-source protocols” integrity (Hilary and Liu, 2021). The following is
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a summary of other advantages that might result from the adoption of
blockchain technology:

Competition: The digital transformation emerging in financial markets not
only makes the market more diverse, competitive, efficient and inclusive,
but also increases concentration. Digital innovation has led to increased
competition and financial inclusion, particularly in emerging markets
(Pazarbasioglu et al., 2020; Frost et al., 2021). Studies show that Fintech is
effective in achieving the expected result, especially in markets where the
financial system is less developed (FSB, 2020; Didier et al., 2021). However,
the new brokerage economy brought about by blockchain technology
causes concentration among both traditional and new financial service
providers with the effect of economies of scale and space.

Settlement time: Settlement time can be greatly reduced by quickly
recording notifications and confirming them on a blockchain. This action
can promote greater liquidity in certain types of trades that face long
settlement cycles and will encourage better capital utilization.

Faster payments: Global payment systems require multiple regulatory
control and clearing cycles. The foreign exchange market is one of the
markets that carries out the most brokerage transactions in the world
through clearing banks and commercial banks. A DLT technology with
digital identities will shorten settlement times for tradable parties.

11.6.2 Risks and Compliance Issues

Although blockchain is an innovation that transforms existing FinTech
applications to gain competitive advantage, there are still vulnerabilities,
disadvantages and some problems to be solved on the system. For
example, as the number of shareholders grows, so does the complexity
of using blockchain in the financial industry. Complexities vary in
terms of method, knowledge, experience, regulatory compliance, and
cybersecurity. The following are some examples of risk and compliance
challenges experienced in practice.

Regulatory and governance: There is a problem with the acceptance of
sanctions and transactions due to the lack of a basic legal infrastructure in
the blockchain. For example, the responsible regulatory bodies providing
resolution in disputes and their coordination are not clear. In addition,
aspects such as the legal status of documents on the blockchain, liability
ownership, and regulatory reporting are key regulatory elements that
financial intermediaries need to disclose.

There is a lack of a common and transparent governance structure
for blockchain. Decision making mechanisms are often left to market
dynamics. This, in turn, has emerged as a source that could cause wider
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financial instability by creating risks of network and infrastructure failure.
On the other hand, there are issues as to who will control the distributed
ledger system and who will be responsible for it. Also, smart contracts can
have multiple parties and governance issues can arise when contracting
parties do not comply with the contract or there are coding errors in the
contract. It is also discussed that the changes that should be made in the
chain as a result of the arrangements to be made can cause problems.

Privacy and security: The most important feature of distributed ledger
technology is that all network participants can access the recorded
information. However, in the unauthorized ledger, counterparties can
access transaction history, including transactions of which they are not a
part. Transaction chains are publicly visible and publicly traceable. There
was also the risk that smart contracts accessing transaction data might
disclose information about what was being handled. On the other hand,
trading terms stored in smart contracts are subject to privacy breaches.
Blockchain transactions are prone to fraud in terms of security. While it is
possible to identify the owner of an address used for money laundering,
such transactions cannot be prevented in advance.

Behavioral and transition risk: Most financial institutions have diverging
and conflicting interests. These conflicts lead to risks of lack of cooperation
among stakeholders such as regulators, exchanges, clearing services,
trading firms and banks. In addition, there is a risk that private distributed
ledgers can lead to collusion and cartelization, and that algorithms are set
up to produce anti-competitive results. Competition risk may arise if a
private blockchain becomes a monopoly of a few large firms. Additionally,
if there are significant entry barriers into a private blockchain, smaller
service providers could be at a disadvantage. Also, it might be quite
difficult operationally to migrate the new blockchain-based market
structure. Integration with already operating non-blockchain systems can
be quite difficult. Financial firms are hesitant to replacing or transforming
old systems, such as record-keeping, CRM, business intelligence, risk, and
compliance systems.

Systemic risk: Smart contracts can pose systemic risks both because of
the digital environment and because this environment is connected to a
network. For example, systemic risks arise when multiple obligations and
rights are tied into smart contracts over complex proposals. A sudden loss
of confidence and the effects that will cause panic in the market in question
have revealed the necessity of monitoring the said technology as a source
of systemic risk. Also, ledgers based on distributed ledger technology are
immutable and cannot be changed or revoked. This creates difficulties in
the rapid reversibility of errors. This will lead to an insufficient capacity
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problem in the digital environment, based on the necessity of storing and
preserving transactions in the digital environment.

Settlement risk: Settlement finality is the fulfillment of an obligation
through the transfer of funds and securities. Certainty of payment is a
legal requirement in post-trade settlement. However, due to its systemic
nature, public blockchains cannot guarantee payment certainty. As a
result, assigning legal responsibility in blockchain technology is difficult
due to the nature of the system. This may adversely affect the balance
sheets, creditors and customer rights of the participants. In the absence
of guaranteed payment certainty, the participant risks going bankrupt,
which creates liquidity and credit problems for other participants.

11.7 Conclusion

Technological developments appear primarily in financial markets
among all sectors of an economy. Blockchain technology has executed
a revolutionary development in the field of finance and has revealed
some innovations for the financial industry, such as cryptocurrencies,
decentralized  finance, smart contracts, crowdfunding and
robo-consulting. Blockchain technology makes financial transactions
easier and more efficient with its secure, transparent and accountable
structure.

Blockchain technology became popular thanks to cryptocurrencies.
However, developments in decentralized finance cause the existing
business models and systems to change and new financial, economic
and social connections to emerge. Decentralized finance provides secure
transactions and cost advantages for parties by eliminating complex
bureaucratic processes and central authorities by using distributed
ledgers.

Another application of blockchain technology in the financial sector
is smart contracts. Smart contracts allow developers to create a variety
of decentralized applications. It is applicable on any kind of financial
instrument and stored on the blockchain. The distributed structure in the
blockchain constantly verifies the contract and ensures that it is stored
by each peer. The fact that they are irrevocable and unchangeable with
exceptions makes smart contracts secure and transparent. Smart contracts
also allow financial investments to be managed. Start-ups and new
projects can find financing through crowdfunding. Besides, areas such as
portfolio management and investment consultancy become automated
with blockchain-based robo-consulting, another financial application of
blockchain.

Considering all the developments created by blockchain technology
in the financial markets, it is understood that many companies of various
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scales operating in this field should keep up with this technology. Even
some macroeconomic decisions seem inevitable. For instance, monetary
authorities must reconsider payment systems. Central banks need to
include blockchain-based payment systems and cryptocurrencies in their
toolkit. While doing this, all risk factors should be taken into account. As a
matter of fact, central banks have started to give some messages regarding
their preparation on managing risks. Additionally Blockchain-based
transformation should be initiated in areas such as healthcare, insurance,
law enforcement and notarizing.
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Chapter 12

Blockchain Applications
in Health Services

Zehra Ozge Canderelz and Levent B szak

12.1 Introduction

The healthcare systems are significant to society as they contribute to
improvements in people’s quality of life and personal satisfaction (Kumar
and Tripathi, 2021; Saeed et al., 2022). Recent phenomena such as the
emerging COVID-19 pandemic and digital technologies have resulted in
both new challenges and opportunities in the global healthcare industry
as well as other industries having an influence on society (Hiwale
et al., 2021; Levy, 2022; Ng et al., 2021). For example, the COVID-19
pandemic has accelerated the development and adoption of digital health
applications while putting a strain on healthcare systems’ resources
(Hiwale et al., 2021; Jillian Oderkirk and Slawomirski, 2020; Ng et al.,
2021). Furthermore, advancements in information and communication
technology, such as big data, the Internet of things, machine learning, and
cloud computing, are inducing fundamental shifts in established business
structures. Along with the aforementioned challenges and motivations,
this transformation process has been altering the fundamental tenets
of current systems and governance models, thereby questioning the
conventional role of centralised institutions (Dwivedi et al., 2019; Kara and
Kurutkan, 2021). This transformation is reflected in the healthcare sector
through the adoption of prominent approaches based on decentralised
structures, such as patient-centred and value-based healthcare (Haleem
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et al, 2021; Zhang et al., 2019). The most promising and important
example of this decentralised structure from a technological perspective
is “blockchain”, which is immutable and peer-to-peer distributed ledger
technology. It possesses unique features such as transparency, anonymity,
tamper-proofing, traceability, and cryptography (Abu-elezz et al., 2020;
Arbabi et al., 2022; Hasselgren et al.,, 2020; Kara and Kurutkan, 2021).
Blockchain maintains an immutable historical record of all transactions
(blocks), which are distributed across all participating nodes without
the need for a central authority or reliable third parties (Namasudra
and Deka, 2021). Moreover, a digital ecosystem’s technology layer,
blockchain, includes related technologies such as consensus algorithms,
smart contracts, cryptocurrencies, and distributed ledger technologies
as well as platforms such as Hyperledger and Ethereum (Conway et al.,
2022; Sharma et al., 2022). With the popularization of Bitcoin considered
as an outstanding application example of blockchain (Nakamoto, 2008),
the technology has supported the emergence of new organisational
structures, work processes, and business models. In addition, it has a great
potential to facilitate suitable and reliable direct value transfers between
participants (Subic et al., 2018).

The ever-evolving blockchain technology has been described
in relation to a variety of current and potential activities. Initially,
Blockchain 1.0 was associated with Bitcoin and focused on decentralizing
money and payments. Blockchain 2.0, represented by smart contracts,
expanded the decentralization concept to markets and the transfer
of assets other than currency, such as stocks and smart properties.
Blockchain 3.0 refers to the use of Decentralized applications (Dapps)
and extends its reach beyond money to encompass markets, finance,
government, science, health, education, and culture (Swan, 2015). The
third generation of blockchain protocols placed an emphasis on factors
including speed, security, scalability, interoperability, and environmental
friendliness. Nowadays, Blockchain 4.0 represents a promising new
development in the evolution of blockchain with a focus on Web 3.0 and
the metaverse. In Blockchain 4.0, the main areas of interest will be speed,
user experience, and adoption by a larger and more widespread audience
(Banafa, 2022). As a result, the adoption of blockchain applications,
which began in the financial sector, has expanded to encompass every
industry that relies on human effort today, including healthcare,
supply chains, agriculture, and manufacturing (Subic et al., 2018). With
Blockchain 3.0, researchers and scholars have commenced applying
blockchain technologies to the healthcare field (Farahat et al., 2022). It is
also noteworthy as a complementary technology which can be integrated
with various technologies (Kara and Kurutkan, 2021). Therefore, it has
several application areas and functions in the healthcare industry (Haleem
et al,, 2021).
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The literature on blockchain applications in healthcare has witnessed
a significant increase in recent years due to the growing number of studies
conducted in this area. However, there are few bibliometric studies
that focus on the intersection of blockchain technology and healthcare.
Given the considerable attention from scholars and practitioners, it will
be important to exhibit a dynamic outline of the area of study and its
potential. The purpose of this study is to determine in which areas of
healthcare blockchain applications are used. The goal is to achieve this by
conducting a bibliometric analysis to unveil the intellectual knowledge
structure, development trends, and research focuses within the field.

¢ In this context the following objectives are sought to be achieved: To
identify the blockchain applications that are currently being used in
healthcare and their frequency of use for each of these applications.

* To explore the evolving direction of blockchain applications in
healthcare.

* To identify the emerging and motor concepts of blockchain
applications in healthcare.

* To identify countries conducting studies on blockchain applications
in healthcare.

¢ Toidentify research areas focused on studying blockchain applications
in healthcare.

e To identify scholars conducting effective research on blockchain
applications in healthcare.

This study is expected to make several contributions to the research
field in various aspects. Firstly, it aims to provide scholars with a
comprehensive overview of the current state of research and advancements
in blockchain applications within the healthcare industry. Secondly, it can
assist researchers in identifying study areas that have significant research
hotspots and areas for further exploration. Thirdly, it may aid academics
and researchers in identifying the most influential authors, organizations,
and countries in terms of developing and disseminating blockchain
applications in healthcare. Fourthly, it can guide academics and students
in identifying top international journals that focus on the intersection of
blockchain technology and healthcare. Furthermore, this research can
help inform decisions regarding funding allocation for scientific and
technological operations by governments, businesses, and policymakers,
by identifying the R & D organizations that are leading in this field.
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The research is structured as follows:

1. Introduction: Provides an overview of the research topic and its
significance.

2. Background: Explores the background and context of the research field.

3. Methodology: Describes the research including the analyses used,
database selection, search criteria, search query, and data collection
preparation for analysis.

4. Findings: Presents the research findings based on the research
questions addressed.

5. Conclusion: Offers conclusions drawn from the findings and provides
recommendations for future research endeavors.

12.2 Convergence of Blockchain Technology
and Healthcare

Data, actors, and technology are the diversified and complex components
that built modern healthcare ecosystems. The number of components and
their interactions increase day by day. In this context, a wide variety of
digital data types have emerged, including personal data, medical records,
sensor data, financial and transaction records, consent forms, and clinical
trial records. These data have been generated, exchanged, and stored by
multiple parties and technologies involved in the healthcare ecosystem.
Blockchain has the potential to offer a holistic perspective and awareness
of the whole lifecycle of healthcare components due to its unique features
(Kassab et al., 2021; Wright, 2019).

Furthermore, in the data-intensive healthcare system, a centralized
structure predominates, making it crucial to effectively manage large
amounts of siloed data, particularly sensitive patient data. These data
are generated, stored, shared, and accessed by various authentic parties.
However, this process has also given rise to security, privacy, and access
control concerns. Thus, blockchain has significant potential in healthcare,
particularly in healthcare information management, which includes
electronic health records, personal health records, and electronic medical
records (Kassab et al., 2021; Saeed et al., 2022).

Many stakeholders are actively investigating blockchain to reduce
costs, raise compliance, enhance patient outcomes, and empower
improved use of healthcare-related data (Mackey et al., 2019). According
to the Stanford Graduate School of Business Report (2018), health-related
blockchain projects began later than those in other industries, but they
significantly increased in 2016 and 2017. More blockchain attempts have
been drawn to the health sector than any other. In the report, it was stated
that the health sector accounted for nearly twice as many blockchain
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projects (25%) compared to the next most popular industry, which was
the financial sector (13%), were devoted to health (Galen et al., 2018).

Blockchain enables secure and efficient access to medical data while
simultaneously preserving patient privacy for patients, healthcare
practitioners, and third parties (Guo et al., 2021). It also helps with
the healthcare information exchange process in terms of preventing
time-consuming and repetitive processes (Haleem et al, 2021). Its
traceability, immutability, and transparency features make it well-suited
for managing the supply chain, including medical supplies, counterfeit
drugs and pharmaceuticals, as well as clinical trials and health insurance
claim processing (Agbo and Mahmoud, 2020; Zhuang et al., 2022). In
particular, it has been effective in combating COVID-19 with supply chain
management for medical supplies, vaccines, and identity management
(Jillian Oderkirk and Slawomirski, 2020; Razzagq et al., 2022).

The Industry 4.0 revolution, including the internet of things, artificial
intelligence, and 5G, has launched technologies with great potential, and
this has increased the use of technologies such as smart wearable devices,
sensors, and mobile health, providing advanced real-time monitoring
of patients. At the same time, advancements in these technologies and
processes have presented new challenges in terms of security, privacy,
information collection, processing, and transfer speed. These challenges
can be addressed by integrating blockchain with these cutting-edge
technologies, as blockchain enables autonomous communication among
individuals, organisations, and machines (Dwivedi et al., 2019; Guo et al.,
2021; Kumar and Tripathi, 2021).

Therefore, blockchain offers a cutting-edge solution for storing
healthcare data, conducting healthcare transactions, and establishing trust
for healthcare data integration and exchange in a distributed healthcare
network setting (Zhang et al., 2021). As a result, blockchain technologies
can be applied at various levels of the healthcare sector, encompassing
the development and tracing of pharmaceutical and medical products,
diagnostic procedures such as medical imaging, e-prescription processes,
remote patient monitoring, and health insurance reimbursement
procedures. Most importantly, it can be used for better management and
protection of health records (Dwivedi et al., 2019; Guo et al., 2021; Holbl
et al., 2018; Kara and Kurutkan, 2021; Saeed et al., 2022).

12.3 Methodology and Data
12.3.1 Bibliometric Analysis

In this study, a bibliometric analysis was conducted. Bibliometrics serves
as a crucial tool for evaluating and analysing academic research published
in journals, universities, countries, research centres, and research groups
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(Martinez et al.,, 2015). Bibliometric mapping is employed to create a
graphical representation of the relationships between disciplines, fields,
documents, and authors (Small, 1999). The purpose of scientific mapping
is to display the dynamic and structural elements of the scientific field
(Martinez et al., 2015). In these studies, data such as topics, keywords,
authors, publication dates, and countries of publication are analysed. This
approach allows for tracking the conceptual structure and evolution of the
field (Cobo et al., 2011). Currently, due to the numerous benefits it offers,
bibliometrics provides an opportunity to make predictions for the future
and develop policies based on scientific literature. As a result, it is being
utilized in various fields, ranging from engineering to social sciences
(Kumar and Tripathi, 2021; Kuzior and Sira, 2022; Martinez et al., 2015).
In this study, science bibliometrics was applied to thoroughly examine
blockchain applications in healthcare.

The data collected from bibliographic sources typically can contain
errors, so first a pre-processing process needs to be used. One of the most
crucial steps to successful science mapping analysis is pre-processing.
The raw data can go through a variety of pre-processing steps, including
network reduction, time slicing, data reduction, and the detection of
duplicate and misspelled entries (Cobo et al., 2012).

Scientific mapping is performed in different units of analysis
depending on the purpose of analysis. One of these is “co-word” analysis,
which uses the most important or keywords of scientific publications
to reveal the conceptual structure of a field. The analysis is based
on visualizing the relationships between keywords in a network by
weighting the co-occurrence of keywords from scientific publications.
In this way, conceptual closeness and relation clusters are formed. This
ensures that the main topics and sub-topics explored within the field of
study are revealed (Borner et al., 2003; Martinez et al., 2015). Similarly,
“Co-author” analysis study the social networks that scientists build
when they work together to publish scientific article. When two writers
co-publish an article, a relationship is created between them. Therefore,
the social network of actors in a field defines the interaction between
two or more people, organizations, or nations in terms of partnerships
(Borner et al., 2003; Song et al., 2019). In this study, co-word and co-author
analyses were used.

12.3.2 Data Extraction Process

To thoroughly explore international research on blockchain applications
in healthcare, the Scopus database was selected. Web of Science (WoS)
and PubMed databases are also there in the literature. However, each
database has strengths, weaknesses, and some biases depending on the
purpose of the study due to the fact that they have different coverage,
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focuses, and tools. While Scopus and WoS are multidisciplinary, PubMed
primarily focuses on life sciences and biomedical disciplines (AlRyalat
et al., 2019; Mongeon and Paul-Hus, 2016). The use of bibliographic tags
in PubMed data is limited. In studies comparing the other databases, it
was found that Scopus containing the majority of the journals indexed
in the WoS, covered a much larger number of journals, and had more
exclusive journals than the WoS (Mongeon and Paul-Hus, 2016; Visser
et al., 2021). However, it was indicated that WoS was the most selective
(Singh et al., 2021). Therefore, the authors emphasized that the evaluation
of differences between databases should, be based on the purpose of
using the data sources. Preliminary analysis was performed with the same
query terms in Scopus and WoS databases. 2999 publications were found
in WoS, while 5259 publications were found in Scopus. Thus, the Scopus
database was selected as the search engine.

In the data extraction phase, firstly, no timeframe was set to find the
relationship between blockchain technology and healthcare literature
using the Scopus database. The lexical search query was decided based
on previous literature and experts” opinions. Initially, in order to address
the intersection of healthcare and blockchain more inclusively, the query
was expanded with terms such as “emergency service*”, “ambulance
service*”, “primary healthcare*”, “general practice”, “chronic illness*”,
“non-communicable disease*”, “doctor*” and “physician*” as well as
“health”, “healthcare”, “hospital*” and “medical”. However, the search
in Table 12.1 was chosen after a preliminary review. Accordingly, in
December 2022, the boolean expression (TITLE-ABS-KEY (“blockchain”
OR “distributed ledger” OR “cryptocurrenc*”) AND TITLE-ABS-KEY
(“health” OR “healthcare” OR “hospital*” OR “medical”)) was used. The
search was conducted using the TITLE-ABS-KEY query field because
it allows searching for topic terms in the Article Title, Abstract, Author
Keyword and Indexed Keyword fields within a record. This query resulted
in 5259 publications for the 2016-2022 time period, as shown in Table 12.1.

Table 12.1. Research strategy in Scopus.

Step | Keyword Search Publications

1 (TITLE-ABS-KEY (“blockchain” OR “distributed ledger” 5259
OR “cryptocurrenc*”’) AND TITLE-ABS-KEY (“health” OR
“healthcare” OR “hospital*” OR “medical”))

2 (TITLE-ABS-KEY (“blockchain” OR “distributed ledger” 1944
OR “cryptocurrenc®”’) AND TITLE-ABS-KEY (“health” OR
“healthcare” OR “hospital*” OR “medical”)) AND (LIMIT-TO
(DOCTYPE, “ar”))

3 After initial analysis of 1944 articles, it was excluded irrelevant 1742
articles by examining abstracts
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Secondly, when the search was refined by including only articles,
1944 publications remained in the query. By examining the abstracts,
articles not related to the subject were removed, and 1742 articles
were finally included. Thirdly, these articles were downloaded as
Comma-Separated Values (CSV) files with BibTeX format for data
processing and data visualization.

Following the data collection phase, a data pre-processing phase was
carried out to perform co-occurrence analysis using words and authors as
units of analysis. For some articles, it was observed that different keywords
in the dataset’s keywords reflected words with the same meaning twice or
more. In order to avoid inconsistency, separate articles” use of the terms
blockchain, blockchains, and block-chain as keywords were merged into
a single term “blockchain”. The merging process was similarly applied
to terms such as “healthcare and health care”, “internet of things, iot and
internet of things (IoT)”.

There are numerous free and commercial software programs that
can be used to perform scientific mapping. For the data analysis and
visualization, the Bibliometrix package in R (Aria and Cuccurullo, 2017)
and VOSviewer version 1.6.18 (van Eck and Waltman, 2010) were used
in this study. Biblioshiny is an open-source program written in the R
environment that performs a thorough study of the scientific literature
in terms of scientific mapping (Aria and Cuccurullo, 2017) and an
open-source Java program called VOSviewer is used to examine and
display the citation networks of scientific literature (van Eck and
Waltman, 2010).

12.4 Analysis and Findings

The findings of the bibliometric analysis were provided based on
the research questions they answer, respectively. In this context, the
prominent topics, prominent themes, development of the field, motor and
emerging themes, and other findings related to the research questions are
presented below.

It was found that 1742 articles, and the oldest article about blockchain
applications in healthcare were dated back to 2016. Figure 12.1 shows the
year-based distribution of publications during the 2016 to 2022 research
period. Despite being created in 2008, blockchain did not gain popularity
until the recent growth of bitcoin in 2016. After 2017, blockchain has been
recognized as one of the secure data protection technologies. As a result,
its use in various applications like finance, manufacturing, logistics and
energy that prioritise data security increased (Kuzior and Sira, 2022). A
similar trend has been observed in the field of healthcare. This situation is
demonstrated by the abrupt growth as in Figure 12.1 in 2018 and beyond.
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Figure 12.1. Number of articles by year.

After all, the number of publications reached 760 in 2022, up 63% from the
previous year.

When the general information regarding bibliometric data was
analysed, 1742 articles were produced on 612 different sources by 5222
different authors. The field showed an annual growth rate of 169.13%. The
number of author’s keywords was 3472.

Prominent Topics

According to Kuhn (2012), a scientific field gradually develops with time,
giving rise to new sets of theoretical, conceptual, and methodological
foundations. The terminology used by academia to describe a novel
phenomenon changes along with the emergence of a new paradigm.
Thus, lexical changes play a crucial role in the scientific revolution that
ushers in a new era of conventional study. It can forecast the association
between keywords and research foci of a particular knowledge domain
over time by analysing the frequency of keywords in the intersection
between blockchain and healthcare literature (Kuhn, 2012).

The easiest technique to locate and analyse a key term utilizing search
engines is to use keywords because they make the research more visible.
Author’s keywords as units of analysis were used in this study. The term
“author’s keywords” (DE) refers to a certain list of keywords that the
authors of a paper have catalogued to highlight the main points of their
research (Tripathi et al., 2018). The study examined the 25 most popular
search terms related to blockchain technology in healthcare. According
to the examination, blockchain was the most prominent term used
(1237 times), as can be seen in Table 12.2. The other keywords with high
occurrences include internet of things (258), security (199), healthcare
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Table 12.2. Top 25 most used keywords.

Rank | Keywords Occurrences
1 Blockchain 1237
2 internet of things 258
3 Security 199
4 Healthcare 197
5 smart contract 180
6 Covid-19 157
7 electronic health records 153
8 Privacy 145
9 internet of medical things 80
10 | distributed ledger 75
11 | artificial intelligence 71
12 | Ethereum 68
13 | privacy preservation 64
14 | electronic medical records 60
15 | access control 57
16 | e-health 53
17 | supply chain 53
18 | cloud computing 49
19 | data sharing 49

20 | machine learning 49
21 | hyperledger fabric 45
22 | federated learning 43
23 | interplanetary file system 42
24 | deep learning 40
25 | Authentication 38

193

(197), smart contract (180) and Covid-19 with 157 occurrences. All of
these keywords reflect the scope of articles included in the dataset. In this
context, it has been revealed that blockchain applications in healthcare
are linked with fields like the internet of things, security, smart contract,
Covid-19, electronic health records, and privacy. In addition to these
keywords, new keywords that are not included in the table but considered
important were smart healthcare with 36 occurrences, big data (35), edge
computing (35), fog computing (31) and smart city (24).
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However, high-frequency keywords alone cannot identify research
hotspots in a field and thus co-word analysis should be utilized to
further identify the connections between high-frequency keywords (Fang
et al., 2021).

Prominent Themes

The frequency of a keyword occurring alongside other keywords is known
as a co-occurrence. A network diagram representing a co-occurrence
network of keywords can show specific links between keywords (Tripathi
et al., 2018). The word’s frequency in the article and its association with
other keywords are displayed on the keyword co-occurrence map. In this
study, the knowledge map of the co-occurrence network of keywords
in blockchain applications in healthcare was created using Vosviewer
software. A circle is used to symbolise each phrase in the network, and
the size of the circle reflects how many publications contain that term.
Each colour represents a collection of terms grouped into clusters. The
relationships between various topics are depicted by the clusters. The
thickness of curved lines indicates the strength of pairs of keywords,
while the length of curved lines indicates the approximate connection of
the repetition of the keyword. Thus, the co-word analysis revealed study
subjects that can be divided into broadly developed issues and specialised
peripheral issues (van Eck and Waltman, 2010). Figure 12.2 shows that the
researchers associate blockchain with multiple fields of research, and thus
seven different clusters were formed.

Cluster 1, represented by red colour, consisted of 20 keywords and
the largest and central node in this cluster was Blockchain, highlighting
its importance in the topic being studied. It was connected with internet
of things (IoT), Covid-19, internet of medical things (IoMT), artificial
intelligence, machine learning, federated learning, deep learning, edge
computing, big data and fog computing, as can be seen in Table 12.3.
Recently, technology has been ever-evolving, and blockchain development
has demonstrated a remarkable capacity for adaptation (Rejeb et al., 2021).
This cluster was mainly focused on state-of-the-art technologies such as
IoT, IoMT, machine learning, federated learning, and big data, as well as
new algorithms like edge computing and fog computing. Furthermore,
the focus of this cluster on cutting-edge technologies makes blockchain
a suitable solution to address current challenges, such as the Covid-19
pandemic, by utilizing the capabilities of IoT and machine learning to
analyze data and aid public health decision-making (Bazel et al., 2021).

The rapid growth of remote medical devices such as the internet of
medical things, wearable devices, and sensors in healthcare has created
challenges related to computing power, data storage, privacy, and
security. To tackle these challenges, edge computing, fog computing, and
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Figure 12.2. Co-occurrence network of keywords.

federated learning, in conjunction with blockchain, have come to the fore
(Ahmad et al., 2023; Yang et al., 2022). Healthcare 4.0, taken from Industry
4.0 as a root concept, covers the internet of things, big data, blockchain,
5G, fog computing and more (Kost1 et al., 2021; Mahajan, 2022). Therefore,
it can be said that these technologies have a high degree of interactivity
with blockchain in the healthcare sector.

Cluster 2, labelled in green, was primarily concerned with Privacy
Preservation which connected 18 keywords. This cluster emphasized the
importance of features such as data sharing, access control, authentication
and authorization in sharing electronic medical records and medical data
based on privacy preservation. To achieve this, blockchain specifications
such as cryptography, attribute-based encryption, encryption, proxy
re-encryption, searchable encryption, and consortium blockchain were
mainly focused on. Electronic medical records (EMRs), typically viewed
as a system used internally by organizations, are a vital component of
medical services and provide a foundation for resolving medical disputes
as well as providing medical data for diagnosis and scientific study.
The most authentic patient records in medical care are now kept in
EMRSs. Sharing medical data is therefore, of utmost importance for the
advancement of human health. Blockchain technology can help EMRs in
maintaining control over information access thanks to its decentralized
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Table 12.3. Map of co-occurrence keyword clusters.

Clusters Co-keywords

Cluster 1 Blockchain, Internet of things, Covid-19, Internet of medical
(red) things, Artificial intelligence, Machine learning, Federated
(20 items) learning, Deep learning, Edge computing, Big data, Fog
Blockchain computing, Hyperledger, Medical imaging, Technology,

Healthcare 4.0, 5g, Sensors, Mobile edge computing, Transfer
learning, Unmanned aerial vehicles

Cluster 2 Privacy preservation, Access control, Data sharing, Cloud
(green) computing, Electronic medical records, Authentication, Data
(18 items) privacy, Medical services, Cryptography, Attribute-based

Privacy Preservation | encryption, Data security, Encryption, Proxy re-encryption,
Searchable encryption, Consortium blockchain, Medical data
sharing, Authorization, Data integrity

Cluster 3 Smart contract, Electronic health records, Ethereum, E-health,

(blue) Interplanetary file system, Personal health record, Mobile health,

(16 items) Digital health, Telemedicine, Contact tracing, Medical records,

Smart Contract Health information exchange, Health records, Hospitals, Merkle
tree, Health information management

Cluster 4 Healthcare, Hyperledger fabric, Medical data, Decentralization,

(yellow) Cryptocurrency, Interoperability, Bitcoin, Scalability, Consensus,

(16 items) Cybersecurity, Decentralized, Integrity, Network security,

Healthcare Permissioned blockchain, Wearable devices, Zero-knowledge
proof

Cluster 5 Distributed ledger, Supply chain, Traceability, Transparency,

(purple) Clinical trials, Distributed systems, Health informatics

(7 items)

Distributed Ledger

Cluster 6 Smart health, Smart city, Security and privacy, Industry 4.0,

(light blue) Sustainability, Information security

(6 items)

Smart Health

Cluster 7 Security, Privacy, Healthcare system, Homomorphic encryption

(orange)

(4 items)

Security

nature and various encryption and cryptographic features. It can also
maintain a balance between data accessibility and privacy (De Oliveira
et al., 2019; Mhamdi et al., 2022; Zou et al., 2021).

Cluster 3, represented by blue colour, consisted of 16 keywords and
was labelled Smart Contract. It was connected with electronic health
records (EHR), ethereum, e-health, interplanetary file systems (IPES),
personal health record (PHR), and more, as can be seen in Table 12.3. A
smart contract is a type of digital transaction that runs, carries out, and logs
dynamic operations on a ledger automatically (Sharma et al., 2022). Smart
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contracts, the second revolution in blockchain technology, are widely
used with different platforms like Fabric and Ethereum in healthcare
(Prasad and Ramachandram, 2022; Sharma et al., 2022). It is evident
that this term has a significant impact on blockchain technology and the
healthcare sector. It can be said that smart contracts are commonly used
with Merkle trees and IPFS, especially in digital health, such as electronic
health records, personal health records, telemedicine, and mobile health.
Telemedicine and digital health services can be automated in a reliable
and effective manner using blockchain technology and smart contracts,
which can replace intermediaries in the current healthcare system and
automate business procedures. To build trust, the predefined regulations
among the involved organizations can be converted into smart contract
functionalities. In addition, blockchain technology paired with smart
contracts has expanded the use of decentralized storage systems, such
as the Interplanetary File System (IPFS), to store and manage large-size
digital assets, like images and audio and video recordings of telemedicine
services. Thus, preserving data provenance, enabling data exchange, and
producing accurate warnings and notifications can be provided (Hasan
et al., 2021; Jain and Tripathi, 2022).

Cluster 4, labelled in yellow, was linked to 16 keywords with
Healthcare at its hub. This cluster focused on various fundamental
features of blockchain such as decentralization, bitcoin, cryptocurrency,
interoperability, consensus, scalability, as well as platforms like
Hyperledger Fabric as a permissioned blockchain. Although each topic
had a distinct emphasis, the contents were interconnected. It can be said
that the cluster was interested in ensuring the security of medical data
by means of cybersecurity, network security, zero-knowledge proof, and
permissioned blockchain.

Cluster 5, represented by purple colour, consisted of 7 keywords and
the largest node was its Distributed Ledger Technology, which highlighted
the importance of blockchain. The cluster was connected with supply
chain, traceability, transparency, clinical trials and health informatics,
as shown in Table 3. It can be said that blockchain’s traceability and
transparency features have the potential to support supply chain, clinical
trials, and health informatics.

Cluster 6, represented in purple colour, consisted of 6 keywords.
Sustainability and industry 4.0, important components of smart cities,
were linked with Smart Health. Data is a valuable resource in a connected
smart city, and healthcare data can help in remote diagnosis and medical
research. Privacy is a crucial factor for both individuals and organizations
owing to the potentially sensitive nature of healthcare data (Dai et al.,
2022). Therefore, it can be said that this cluster focused on information
security and privacy in smart health, using blockchain technologies.
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Cluster 7, represented by orange, consisted of 4 keywords and the
largest and central node in this cluster was Security. This cluster focused
on privacy and security in healthcare systems through homomorphic
encryption. Hospitals and research facilities are increasingly coming up
with innovative ways to share medical data while protecting privacy,
and two of these technological solutions are homomorphic encryption
and distributed ledger technology. Using homomorphic encryption,
data can be computed without ever decrypting (Scheibner et al., 2022).
The primary focus areas of blockchain research are currently finding
solutions to privacy and security issues because the technology is still
in its infancy. It is suggested that addressing these issues is crucial for
achieving widespread acceptance and use of blockchain technology in the
healthcare sector (Candereli et al., 2020; Rejeb et al., 2021).

Development of Blockchain Applications Used in Healthcare

The co-occurrence of keywords was analysed in terms of the time
dimension, as can be seen in Figure 12.3. Keywords represented by dark
blue reflect those that appeared earlier, while keywords represented by
yellow reflect those that appeared later, based on the time progress colour
bar in the bottom right corner of Figure 12.3. In 2020 and before, most
studies focused on concepts such as distributed ledger, consensus, and
bitcoin, which represent the main features of blockchain. Additionally,
research explored areas such as health information management, e-health,
m-health, and clinical trials.

The concepts of health informatics, information security, transparency,
big data, supply chain, EHR, EMR, and telemedicine were highlighted
in the late 2020s. At the beginning of 2021, the concepts of internet of
things, artificial intelligence, privacy preservation, smart contract, as
well as fog computing, access control, and security and privacy issues,
gained momentum. Over time, while privacy and security remained
important, the focus shifted to smart health, machine learning, and edge
computing. However, recently, internet of medical things, healthcare 4.0,
medical imaging, transfer learning, deep learning, federated learning, and
unmanned aerial vehicles have gained importance.

Today’s healthcare system, which is built on a patient-centered
approach, prioritises prevention and follow-up over treatment by
empowering patients. This paradigm shift enhances the usage of novel
technologies like wearable medical devices, sensors, and the internet of
things for remote patient monitoring. One of these is Internet of Medical
Things (IoMT), the integration of IoT in the healthcare sector. More
importantly, these innovations have major positive effects on health,
including enhancing the quality of care and diminishing healthcare
costs (El Rifai et al., 2020; Prasad et al., 2022; Taherdoost, 2023). In order
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Figure 12.3. Map of co-occurrence of keywords by time dimension.

to exploit the potential of data collected in real-time across different
devices and environments and provide meaningful data-driven insights,
this data needs to be properly collected, processed, and shared while
ensuring privacy and security (Prasad et al., 2022). As a response to these
difficulties, new algorithms like federated learning, transfer learning, and
deep learning have been tried in healthcare (Farooq et al., 2022; Kumar
et al., 2022; ul Haque et al., 2020).

The idea behind federated learning is to lessen the chance of sensitive
data being exposed while building machine learning models on distributed
devices. Healthcare data is well suited to be processed using the federated
learning paradigm due to its private and fragmented structure. Healthcare
has begun utilizing federated learning and blockchain to tackle challenges
with data privacy and transparency (El Rifai et al., 2020; Liu et al., 2022). It
may be claimed that researchers are working to merge the best features of
these disruptive technologies with blockchain while also supporting them
with new algorithms that can handle data more effectively.

Motor Themes and Emerging Themes

In thematic analysis, each theme identified by this approach is denoted by
two parameters: centrality, which indicates the degree of relevance along
the horizontal axis, and density, which indicates the level of development
along the vertical axis (Cobo et al., 2011). According to the thematic analysis,
four clusters emerged, as can be shown in Figure 12.4. Motor themes refer
to well-developed and important study fields that have both high centrality
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Figure 12.4. Thematic map.

and high density. In this quarter, one cluster emerged, including internet
of things (artificial intelligence, machine learning, cloud computing, deep
learning, smart healthcare, edge computing, big data, fog computing, and
smart city). It can be said that this cluster was related to state-of-the-art
technologies along with blockchain in healthcare. Basic themes are key
and potentially important for the development of a research area but have
not been sufficiently developed internally. The basic theme in this quarter
had one cluster: blockchain (healthcare, smart contract, EHRs, Covid-19,
distributed ledger, ethereum, EMRs, access control, and e-health). This
cluster was related to the core components of blockchain and application
areas in healthcare such as EHRs, EMRs, and e-health. Niche themes are
highly developed and specialised themes, with groups focused on these
issues. Topics such as internet of medical things, privacy preservation,
federated learning, data privacy, encryption, medical imaging, internet
of healthcare things were in this quadrant. This theme included new
algorithms like federated learning, which focus on privacy and new
topics like internet of medical things and internet of healthcare things.
The fourth quarter has emerging or declining themes. These themes are
marginal areas with both weak internal external linkages. The theme was
composed of security, privacy, authentication, decentralization, scalability,
homomorphic encryption, and consensus. It can be asserted that privacy
and security issues were the main challenges of health technologies and
blockchain, and therefore, these topics emerged as significant areas of focus.
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Research Areas Examining Blockchain Applications in Healthcare

Table 12.4 lists the top 16 journals that published at least 15 articles on
the connection between blockchain technology and healthcare. These
16 prominent journals accounted for roughly 30% of the total number
of articles analysed. IEEE Access published the most articles, with 145,
followed by Sensors and IEEE Internet of Things Journal, with 42 and
40 articles, respectively. When examining the scopes of journals, it was
found that journals in the fields of medicine, business, and management
were included in the journal list, but those in the fields of computer science
and engineering were more prevalent in the analysed research (Goyal
et al., 2021; Rejeb et al., 2021). As a result, it was observed that blockchain
research covered a multidisciplinary approach.

Table 12.4. Number of publications by source.

Name of Sources Number of Articles
IEEE Access 145
Sensors 42
IEEE Internet of Things Journal 40
Journal of Medical Internet Research 36
Electronics (Switzerland) 33
Security and Communication Networks 32
Applied Sciences (Switzerland) 30
Computers, Materials and Continua 23
Sensors (Switzerland) 21
Sustainability (Switzerland) 21
Journal of Healthcare Engineering 20
International Journal of Advanced 18
Computer Science and Applications

IEEE Journal of Biomedical and Health 17
Informatics

IEEE Network 16
Journal of Medical Systems 16
Transactions on Emerging 15
Telecommunications Technologies

Countries Studying on Blockchain Applications in Healthcare

In order to reveal their collaborations in blockchain applications in
healthcare research, the network maps of countries’ and authors’
collaborations were created, respectively. According to the co-authorship
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Table 12.5. Top 10 countries with the highest number of publications.

Rank | Countries Clusters-Colours Articles
1 China Cluster 1 - Red 410
2 India Cluster 1 - Red 400
3 USA Cluster 2- Green 275
4 | Saudi Arabia Cluster 6 — Light Blue 169
5 | South Korea Cluster 7 - Orange 159
6 | United Kingdom Cluster 3 - Blue 129
7 | Australia Cluster 7 - Orange 86
8 | Pakistan Cluster 6 — Light Blue 86
9 Taiwan Cluster 1 - Red 69
10 | United Arab Emirates | Cluster 3 - Blue 69

of the countries’ network map, China contributed the most to the field with
410 documents, followed by India (400), the USA (275), Saudi Arabia (169),
and South Korea (159), respectively (Table 12.5). China’s production was
around six times greater than that of the United Arab Emirates, resulting
in a relatively large gap between the first and tenth-placed countries in
terms of the number of articles published. Additionally, it was observed
that countries in Asia had more research on blockchain applications in
healthcare.

Seven clusters with different colours were identified by the country
collaboration network map in Figure 12.5. In Cluster 1, it was observed that
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Figure 12.5. Country collaboration network map.
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collaborations between Asian countries such as China, India, and Taiwan,
and Scandinavian countries such as Norway, Denmark, and Sweden,
were more intense. Additionally, collaborations between Asian countries
were also more frequent in this cluster. In Cluster 2, it was seen that the
USA and countries such as Japan, Germany, and Russia had much more
collaboration. There was a collaboration between North Africa, Europe,
and Asia in Cluster 3, which has the United Kingdom as its hub.

Most Productive Scientists in Research on Blockchain Applications
in Healthcare

The number of articles published by the 10 most productive authors is
sorted in descending order, as shown in Table 12.6. Salah, K. was the most
productive author with 30 articles, and followed by Jayaraman R. with
28 articles, and Zhang Y. with 25 articles.

The co-author collaboration map is shown in Figure 12.6. It was
observed that many authors preferred to collaborate with a small number of
people, resulting in six different collaboration clusters that are disconnected
from each other. However, Salah K., Jayaraman R., Zhang Y., Kumar N.,
Liu Y., and Wang W., who are some of the well-known prolific scholars in
the field, have a strong collaboration network.

Table 12.6. Top 10 most productive authors.

Rank | Authors Number of Articles
1 Salah K. 30
2 Jayaraman R. 28
3 Zhang Y. 25
4 Kumar N. 21
5 Liu Y. 20
6 Wang W. 20
7 Tanwar S. 19
8 Wang H. 19
9 Zhang X. 18
10 | Yaqoob L. 16
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12.5 Conclusion

It can be asserted that there are close interactions between blockchain
technologies and healthcare technologies such as IoMT, EHR, EMR, e-health,
mobile health, telemedicine, and medical imaging, and they are integrated
with state-of-the-art technologies. This trend is expected to continue, and
the interaction of federated learning focusing on privacy with the Internet
of Things will likely grow. However, security and privacy remain important
issues in healthcare. This is supported by the fact that there are a variety of
security concepts such as privacy preservation, data security, and network
security, and technologies that focus on addressing them.

It may be asserted that blockchain applications can help solve security,
privacy, interoperability, sharing, and transparency problems in the
fields of health information exchange, health information management,
and health informatics for the management of sensitive data in the
data-intensive healthcare system.

These results indicate that researchers are enthusiastic about using
blockchain technology in healthcare to improve security and privacy.
Furthermore, the findings suggest that they rely on blockchain technology
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to secure data from IoMT devices and electronic health records, safeguard
individuals’ identities and privacy, and guard against data breaches.

In terms of productivity and collaborations, China and India were
leaders in this field, but links between researchers were few. In comparison
to medicine and social sciences, computer science and engineering were
dominant in the field. Therefore, it is thought that it will be important to
increase the cooperation between researchers and various disciplines due
to the multidisciplinary nature of healthcare.

Limitations

This paper also has some limitations. The data were selected only from
the Scopus database and focused solely on scholarly articles. Since the
search query was limited, expanding the search criteria could potentially
increase the number of studies. For future research, it would be beneficial
to expand the data sources to include WoS and PubMed and to utilize
more diverse research methods.
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Chapter 13

Good Governance and
Ethical Perspective of
Block Chain Applications

Lethzwe Nzama1 * and Oznur Tasdoken

13.1 Introduction

Information technology is a highly complex, rapidly evolving industry;
computers have become smaller, faster, and more efficient and can
quickly process large quantities of data (Nzama, 2021). Literature also
indicates that technology disruptions highly influence the environment
of IT consulting firms (Mofokeng et al., 2020). These Al applications
resulting in disruptions have opened doors to various risks, in which
companies must put measures in place to mitigate these risks (Mofokeng
et al.,, 2020). Blockchain as a digital currency was developed by Satoshi
Nakamoto in 2008. Blockchain has very different features from older
technology applications, known as a new technology application
beyond a digital currency when the ease of use is considered. Therefore,
blockchain has increased its use in many areas with key features such as
verifiability, transparency, privacy and accountability. As a result of the
proliferation and rapid development of blockchain technology, its use
has increased in many applications that increase social welfare (Chang
et al,, 2020; Srivastava et al.,, 2021; Upadhyay et al.,, 2021). Blockchain

! Department of Commercial Accounting, College of Business and Economics, University of
Johannesburg, Johannesburg, South Africa.

2 Dr. Independent Researcher, Turkey.

* Corresponding author: lethiwen@uj.ac.za



Good Governance and Ethical Perspective of Block Chain Applications 211

technology is used in the production process of many products (Ronaghi
and Mosakhani, 2022), logistics sector (Kim and Laskowski, 2018; Koh
etal., 2020), emission systems, increasing economic efficiency (Brynjolfsson
etal., 2019), investment decisions (Blohm et al., 2022), the field of marketing
(Kumar et al., 2019), the energy sector, and many different sectors.

The increase in social welfare and benefit expectations of individuals
are also driving the pace of the development of blockchain technology.
Thus, the blockchain shows mutual interaction between the use of
technology and the speed of technology development. However, the
increasing use of blockchain technology in many different areas, such as
organizations, firms, industries, and the economy makes it a situation that
must be considered in the risks and problems it creates. In other words,
it makes it difficult to follow and determine the appropriate governance
method. Therefore, it is necessary to carry out studies on the regulation of
governance processes to eliminate these risks and problems.

The remainder of this chapter is organised as follows: Section 2
provides a brief literature review on the good governance and ethical
perspective concerning blockchain applications. Section 3 covers the
objective and research questions of the study. Section 4 provides brief
information about the research process and qualitative method followed
in conducting the study. Section 5 is a discussion, and Section 6 provides
a conclusion and future research.

13.2 Related Review of Literature

Blockchain technology offers a new alternative to the organisation
and storage of information in the system without any institution or
organisation. In addition, considering the characteristics of blockchain
technology, it is very different from current technological models. In
this context, Blockchain technology is decentralized first. In other words,
it is a database where transactions or electronic events between all
participants in a decentralised system are recorded. Therefore, security
problems such as theft or leakage of personal data are eliminated.
Secondly, it facilitates the execution of transactions without the need
for a third party or intermediary institution. Therefore, it increases the
speed of approval of transactions that take place over a long period of
time. Transacting institutions and individuals do not have to bear any
cost, and the problem of information asymmetry is eliminated. Thirdly,
it is a record of all transactions made through the blockchain. Therefore,
it provides the opportunity to verify each of the transactions made (Yan
et al., 2022). In this context, it eliminates accuracy and reliability problems
between individuals or institutions. Fourthly, the use of smart contracts
between organizations also facilitates many issues, such as cooperation
and information exchange between companies.
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The information entered once into the blockchain is recorded
simultaneously by each node in the system. Therefore, this information
cannot be deleted or changed. In other words, it can be said that all
ledgers also protect the recorded information. Therefore, data security,
transparency and integrity of all transactions made through the
blockchain database are preserved. Therefore, protecting the security and
transparency of data in blockchain technology also positively impacts
corporate governance (Ronaghi and Mosakhani, 2022).

There are many discussions about the security of blockchain
technology. One of these discussions is the 51% attack. In this attack, if
a single node controls more than half (51%) of the processing power, the
system belongs to a single user and becomes vulnerable. Blockchain is
another attack, cyber attack that occurred in 2014, 2016 and 2018 (Zhao
etal., 2016:3; Lin and Liao, 2017). Therefore, these attacks on the blockchain
indicate that there are security problems in the database (Bassey, 2009;
Chang et al., 2020).

System-related malfunctions occur in the blockchain database. These
malfunctions are primarily caused by the modification of software to
prevent cyber attacks. Secondly, node or network failures occur as a result
of a software update. Thirdly, vulnerabilities occur in software due to
updating smart contracts. In this context, the existence of these problems
in the use of blockchain causes discussions by many users (Sultanik et al.,
2022; Yan et al., 2022).

In the blockchain system, terms such as “Permissionless” or
“permissioned” are used for users. Permissioned users are allowed
to participate in the blockchain by authorized watchdogs rather than
anonymous miners. Permissionless users can freely join the blockchain
without any conditions. All information on Permissionless users registered
on the blockchain is publicly accessible (Helliar et al., 2020; Liu et al.,
2022). Therefore, there are differences between users. Therefore, it is held
responsible with legal regulations and agreements prepared for immoral
and unethical behavior of permissioned users (Hileman and Rauchs,
2017). However, the legal responsibilities do not apply to other blockchain
users. This has led to the need for good governance in blockchain to ensure
security, and prevent unethical behaviour of users and discrimination
between users.

Appropriate governance frameworks need to be established to
mitigate the risks that may arise from the use of blockchain. In other
words, the blockchain governance process means making ethical
responsibilities and legal regulations to solve the problems that may arise
due to the software developers responsible for its development and use.
Therefore, it is necessary to make arrangements on different issues such
as various regulations and guidelines, industry standards, ethical codes,
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coordination and cooperation procedures among companies for the
governance problems that may arise due to the use of blockchain. These
regulations reduce the risks that may arise due to the use of blockchain in
different areas. The reduction of these risks will also lead to the spread of
blockchain applications in the public and private sectors.

Regulations to be made in the blockchain governance process should
be created based on moral judgments, considering ethical values. However,
it cannot be said that many researchers have reached a consensus on the
criteria to be considered in the ethical decision-making process. This is
because the ethical decision making process is expressed as individuals
using their own moral judgments to decide whether a certain action or
event is right or wrong (Lehner et al., 2022). In this context, the existence
of different cultural practices in the society in which individuals live or
the change in environmental conditions causes moral values and ethical
judgments to change (Christopoulos et al., 2016). Therefore, the fact that
individuals take into account their own moral judgments in the ethical
decision-making process has made it difficult to define a common
concept of ethics and moral values in all societies. In other words, it
causes different ethical and moral judgments to emerge even in different
socio-cultural environments or within the same social structure. This is
because the moral preference of the individual in the decision process
will be a reflection of his experiences and socio-cultural environment.
This situation makes it difficult to evaluate a behavior appropriately by
considering ethical judgments (Zollo et al., 2017; McManus, 2018). For this
reason, the concept of ethics and moral judgments that will be universally
accepted in the blockchain governance process gains importance.

The reliability, verifiability and transparency features of blockchain
provide the same conditions to all users. In other words, it gives
equal rights to all users. For this reason, the use of blockchain leads to
establishing trust in society and reducing prejudice and discrimination.
Thus, the key features of blockchain consider the human concerns that are
part of society, such as reliability, reputation, and privacy. In this context,
it can be said that the applications of blockchain reflect the basic features
of ethical principles and moral judgments because blockchain causes
institutions or individuals to provide the highest benefit without any
conflict of interest. Therefore, the question that needs to be asked is what
the ethical judgements and governance method should be in the use of the
blockchain system by institutions or individuals. Therefore, it determines
how blockchain is used as a reflection of the ethical and moral behavior of
institutions and individuals.

Blockchain’s decentralization, lack of empathy, and lack of moral
and ethical values cause it to act rationally in the decision-making
process. In other words, since there are no problems such as subjectivity
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and prejudice in the algorithm structure in blockchain applications, the
findings have an objective quality. Therefore, all information obtained is
open, accountable, transparent and reliable. This shows that ethical and
moral values are successfully applied in the decision making process in
blockchain implementation.

13.3 Research Objective and Questions

This part of the study explores the effects of ethical judgments and good
governance practices in blockchain applications. The researchers prepared
research questions by taking into account the studies carried out in the
literature. In this context, two research questions guiding the process of
conducting the research are proposed below:

* RQ 1: What are the ethical implications of applying blockchain
applications?

* RQ 2: Are the users of blockchain applications applying good
governance practices to mitigate ethical implications?

In answering the above-mentioned research questions, the Qualitative
Evidence Systematic Review method (QES) has been adopted, and the
next section provides more details on the methodology and techniques
followed.

13.4 Methods, Techniques and Data Analysis

In this part of the study, data analysis, method and empirical findings will
be discussed.

13.4.1 Determination of Criteria in Data Analysis

Certain criteria were taken into consideration for the evaluation of research
questions. These criteria were determined using guidelines for literature
review (Onwuegbuzie et al., 2012). In this context, the following criteria
were evaluated for inclusion in this study:

* Articles written in English and peer-reviewed were used for
evaluation.

¢ Articles published in a peer-reviewed journals between 2018-2022
were used. Therefore, current studies in the literature on the subject
have been considered.

In the process of selecting the studies, journal papers and book
chapters were not taken into consideration.

In line with the criteria determined above, articles were obtained from
different databases by considering the research questions.
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13.4.2 Method

In this study, the QES method is used by researchers. This method
systematically combines results from primary qualitative research. In
other words, it is the acquisition of qualitative data on the subject within
the framework of research questions and the investigation of these data
using various methods in the analysis process (Flemming and Noyes,
2021:1). Therefore, it facilitates the quick and easy determination of the
studies carried out in the literature on the subject. The QES method
allows a detailed interpretation of the findings obtained as a result of
the research. It also helps to obtain studies on the subject in different
disciplines (Flemming and Jones, 2020; Flemming and Noyes, 2021). In
this regard, the QES method first systematically determines the results of
the primary sources related to the research question. Secondly, it shows a
summary of the literature on the subject within the framework of research
questions guiding the conduct of the research. Therefore, it provides
clear and transparent information about the implementation process and
planning of the study.

Many methods have been developed for the application of the QES
method. One of these methods is the Preferred Reporting Items for
Systematic Reviews and Meta-Analysis (PRISMA) and Critical Appraisal
Skills Program assessment tool (CAPS). The PRISMA method shows
the decision flow chart used in the reporting phase of articles obtained
from databases related to research questions (Moher et al., 2009; Booth,
2016; Chhillar and Aguilera, 2022). In other words, to reduce the risk of
misreporting qualitative research. However, the PRISMA method is not
used in the quality evaluation process of articles. For this reason, the
CAPS method is used to eliminate this deficiency in the PRISMA method.
In the CAPS method, the articles obtained by the PRISMA method are
evaluated by considering certain questions. In this context, PRISMA
and CAPS methods are used by researchers in this study. Therefore, all
articles obtained from different databases related to the research topic
were determined. Thus, the use of different methods enables more
comprehensive and interpretative results to be determined from the
findings obtained from the study.

The protocol used in qualitative studies was first proposed by Noblit
and Hare (1988). In this protocol, a seven-stage path is followed in the
analysis process. This protocol is shown in Table 13.1. This protocol also
forms the basis of the use of the meta-ethnography method in qualitative
studies in the literature (Lee et al., 2015). This protocol has been followed
by many authors conducting qualitative research on different topics and
used in their studies (McKenna-Plumley et al., 2020). In this context, this
protocol is followed by the researchers in order to answer the research
questions in the study. Therefore, we have followed a step-by-step guide
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Table 13.1. Study procedure.

Step | Description

1 Crafting a specific question(s)

Deciding on search databases

Developing serch items and retrieving articles

Screening articles for dubilicates and relevency
Quality appraisal for legibity

Appraisal for purposively selected qualitative studies

N | |G | [LN

Final synthesis and presentation of findigs

Source: Noblit and Hare (1988)

to reviewing the relevant literature within the framework of research
questions. The guidelines used for this research are detailed below.

Step 1: Researchers need to prepare research questions on the topic to
identify the sources for the study. In this context, research questions in
our study were previously formulated as follows:

1) “What are the ethical implications of implementing blockchain
applications?”

2) ”Are users of blockchain applications implementing good governance
practices to mitigate ethical outcomes?”

These research questions were determined to guide the investigation
of the ethical considerations and governance practices related to the
implementation of blockchain investigations.

Step 2: Harzing’s Publish or Perish software was used by the researchers to
facilitate access to the source data. The main purpose of using this software
in the study is to analyze the articles obtained from “Crossref, Google Scholar,
Scopus, Web of Science, PubMed, Semantic Scholar and OenAlex databases”
(Harzing, 2011). In this context, the articles in the research were obtained
from peer-reviewed journals and the most reliable and comprehensive
databases in the international arena. Therefore, the studies obtained from
the most cited databases were used in the study.

Steps 3 and 4: Search terms in databases were created by considering the
critical concepts in the research questions. In this context, search terms
were used to find articles suitable for the questions of the study.

Step 5: An evaluation of the selected articles is carried out in order to make
a quality assessment of the articles obtained from the research and to
check their compliance with the specified criteria. The CAPS method was
used for this evaluation. In the CAPS method, various questions are asked
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in order to evaluate whether the articles obtained from different databases
are suitable for the research method and structure (Long et al., 2020). The
CAPS method research questions are shown in Table 4. Therefore, while
the CAPS method is used in the evaluation process of the articles in the
study, the PRISMA method is used to determine the articles related to
the subject. Therefore, while the CAPS method is used in the evaluation
process of the articles in the study, the PRISMA method is used to identify
the relevant articles.

Stages 6 and 7 Step: The findings were obtained using PRISMA and CAPS
methods, which are qualitative research methods selected in accordance
with the purpose of the study.

Researchers use certain methods in the process of evaluating articles.
Therefore, the use of these methods enables many researchers from
different fields to make rational decisions while working on similar topics.
In addition, with the use of this method, the effects of the prejudices of
the researchers in the evaluation process are eliminated. In other words,
these methods allow reliable and transparent findings to be obtained from
research results.

13.4.3 Data Analysis

In our study, studies on the subject are collected from different databases
in a logical and organized manner. The PRISMA method to be applied for
editing the articles is shown in Figure 13.1 below. This structure requires
researchers to complete specific criteria, for example describing how
articles are defined, evaluated, and synthesized (Moher et al., 2015).
Within the framework of the research questions in the study, the
previously mentioned criteria were used to determine the articles that
are suitable for the structure of the study. In this context, articles were
identified from different databases. The number of articles identified in the
initial identification is 175 (n = 175), and the number of articles identified
through other sources is 270 (n=160+110). Although there are many studies
on blockchain in the literature, the first step is determining the number of
articles on the subject as 445. The researchers read the abstracts of these
445 articles. It was decided that 407 of these articles were not relevant to the
topic. Firstly, the reason for this situation is that the authors did not clearly
determine the research approach in the articles. Secondly, the majority of
the articles are non-technical articles on blockchain governance. In other
words, it has been determined that there are technical studies related to
the blockchain. Thirdly, the same articles from different databases were
not considered. In this context, articles in different databases related to
blockchain but unrelated to the research topic were removed. Fourthly, all
of the remaining 38 articles were read by the researchers. It was decided
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M Additional records
Records identified through identified through
. database searching (n=175) other source
Identification (n= 160 + 110)
T Records after duplications removed (n=445) ‘
N -
Sc g l
~ Records
- Records screened (n= 445) Abstracts Only exclude |
—>
(n=407)
Eligibility b Full-text articles assessed for eligibility (n=38) —»|  Full-text
articles
reasons (n=25)
- ‘ Records included in qualitative synthesis (n=13) ‘
Included |
Records included in quantitative synthesis (meta-analysis)
(n=a/a)

Figure 13.1. PRISMA. Source: Moher et al. (2009).

that 25 of these articles were unrelated to the research questions. Then, the
number of articles determined to be suitable for the purpose of the study
and included in the qualitative synthesis was determined as 13 (n = 13).
These articles were evaluated by the researchers using the CASP method.

The 13 articles obtained by PRISMA were scored according to their
ability to answer the CASP scorer’s ten (10) critical questions about the
quality (Long et al., 2020). These questions are shown in Table 13.2, and the
evaluation results of the articles are shown in Table 13.4. In our evaluation,
yes =1, no =0 and Can not tell = 0.5 were considered.

Considering the findings obtained as a result of the evaluation, four
(4) studies were not included in the study because they did not meet the
necessary criteria. For this reason, the questions in Table 4 were taken into
consideration to evaluate the strengths and weaknesses of the remaining
nine (9) articles at the end of the evaluation. In this evaluation phase,
all articles with a quality score of less than ten were excluded, while all
articles with a quality score of more than ten were included in the final
analysis of the study. In other words, the articles that the researchers
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Table 13.2. Inclusion/exclusion questions.

Questions Appraisal Question
Q-1 Clear Research Question
Q-2 Qual - Suitable Method
Q-3 Research Design Suitable
Q-4 Sampling Strategy Suitable/Quality studies
Q-5 Data Collection Strategy Suitable
Q-6 Researcher Role Condideration
Q-7 Ethical Consideration
Q-8 Data Analysis Rigor
Q-9 Clear Statement of Findings
Q-10 Research Value Proposition

Source: Long et al. (2020). Some questions were adapted to suit the purpose of the study.

considered to fulfil all of the above-mentioned questions were taken into
consideration. Thus, studies on the subject have been determined in the
literature within the framework of research questions. In this context, the
researchers evaluation results of 13 articles are shown in Table 13.3.

13.4.4 Empirical Findings

The questions used to evaluate the strengths and weaknesses of the nine
(9) articles included in the analysis findings, and the CASP method are
shown in Table 13.4 and the evaluation results in Table 13.5.

Evaluation results of 9 articles obtained by the CAPS method were
made for each article one by one. Therefore, each article is reported in
detail.

When the findings obtained as a result of the CAPS method analysis
are taken into consideration, the articles evaluated by the researchers in
the studies are clearly stated in the articles with the purpose of the research
or the research questions. Secondly, studies on the subject have generally
been obtained by researchers from the web of science, Google Scholar, and
Semantic Scholar databases. In other words, it can be said that the majority
of the articles are obtained from these databases due to a large number
of journals in these databases and the ease of access to current articles.
Thirdly, the articles obtained from these databases were incorporated into
their work by the researchers after a rigorous research process. Fourthly,
the researchers used both the method of qualitative synthesis and different
methods of analysis in their work. Thus, the qualitative synthesis methods
followed in the process of determining the articles allowed the researchers
to act rationally. In addition, research questions suitable for the structure
of the research and appropriate articles were determined and evaluated
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Table 13.4. CAPS method research questions.

Appraisal Question
Q-1 Did the reivew address a clearly focused question?
Q-2 Did the autors look at the right type of papers?
Q-3 Do you think all the the important, relevent studies were included?
Q-4 Did the review authors do enough to assess the quality of the included studies?
Q-5 if the results of the review have been comined, ws it reasonable to do so?
Q-6 What are the overal results of the review?
Q-7 How precise are the results?
Q-8 Was the data analysis reported suffiently in a detailed manner?
Q-9 Can the results be applied to the local population?
Q-10 Where all important outcome considered?

Source: Long et al. (2020). Some questions were adapted to suit the purpose of the study.

Table 13.5. CASP —included articles appraisal report.

Articles Q1[Q2|Q3[Q4(Q-5|0Q-6|0-7[0Q-8/Q9| Q-10
“Chang et al. (2020)” 1 1 1 (05| 1 1 1 1 1 | Web of
Science
“Tang et al. (2019)” 1 1 1 1 1 1 1 1 1 | Google
Scholar
“Hooper and Holtbriigge | 1 1 1 1 1 1 1 1 1 | Google
(2020)” Scholar
“Daluwathumullagamage | 1 1 1 1 0 1 0 1 0 | Semantic
and Sims (2020)” Scholar
“Upadhyay et al. (2021)” 1 1 1 1 1 1 1 1 1 | Web of
Science
“Liu et al. (2022)” 1 1 1 1 1 1 05| 1 1 | Web of
Science
“Tan et al. (2022)” 1 1 1 1 1 1 1 1 1 | Web of
Science
“Alkhateeb et al. (2022)” 1 1 1 1 1 1 1 1 1 | Semantic
Scholar
“Ronaghi and Mosakhani | 1 1 1 1 1 1 1 1 1 | Web of
(2022)” Science

Source: Prepared by the authors.

with different methods. Fifthly, the findings in these papers have generally
been reported in detail by researchers. In this context, it can be said that
the articles that are most suitable for the research questions and related to
the subject in the literature have been discussed and evaluated. Sixthly,
the use of blockchain applications in many different areas causes many




222 Exploring Blockchain Applications: Management Perspectives

problems. For this reason, researchers have made various suggestions to
solve the problems.

Considering the studies in the literature, we have discussed the
use of blockchain applications in different areas in general. However,
no detailed research has been done on how the regulations regarding
ethical judgments and governance methods should be considered in the
process. Therefore, it can be said that in the evaluation process of ethics
and governance methods in blockchain applications, ethical theories and
concepts related to governance are generally not taken into account in
current research. Therefore, existing research on the governance practices
of Blockchain needs to be further developed. In addition, the fact that
blockchain technology is changing due to its continuous development
means that it needs to be regularly updated in its governance regulations.

13.5 Discussion

In this study, the researchers investigated the concept of ethics and
governance practices within the framework of the research questions
we created by considering blockchain technology. While conducting
this research, the studies conducted between 2018-2022 were examined.
During the review, articles on governance and ethical judgments were
written with rigorous content analysis. Therefore, it is ensured that
the findings obtained within the framework of a systematic review are
reported transparently. For this reason, the protocol steps were prepared
by the researchers by taking the Noblit and Hare (1988) study into
consideration. Thus, the problems encountered in the determination of
the data set in qualitative researches have been eliminated. However,
there is a problem of poor reporting of the findings of the evaluation
process. The researchers used PRISMA and CAPS methods for these
problems. The use of the PRISMA method demonstrates the protocol
process required for transparent reporting of a systematic review. On
the other hand, the use of the CAPS method eliminated the problem of
often underreporting important information about this study. Therefore,
reliable and transparent results were obtained within the framework of
the findings.

Considering the studies on the subject, firstly, there is no common
practice for solving the problems related to the governance impact of
blockchain applications in commercial activities. Therefore, governance
practices in different areas of blockchain application need to be prepared
by considering various policies. These policies should take into account
the characteristics specific to each area. Secondly, studies should be
conducted on the legal validity of smart contracts, which form the basis of
global trade. In this context, various regulations need to be made for the
digital signatures of individuals and institutions to have legal validity in
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using smart contracts. The validity of digital signatures in smart contracts
will also give these contracts a legal character. Thirdly, the application of
blockchain is used by many individuals and institutions on a global scale.
In other words, it will be very difficult to implement the rules or legally
sanctioned decisions, since blockchain applications are the universal
database where global borders disappear. Because the legal rules of each
country are different, it will cause many problems in the application of
blockchain. For this reason, blockchain legal regulations should provide
solutions by taking into account national legislation and global governance
regulations. Fourthly, the lack of a centralised structure in blockchain
eliminates the existence of an institution to be consulted to solve problems
that may arise in the future. Therefore, it causes users to be responsible
for everything in the face of problems that may be encountered. For this
reason, the blockchain recording of documents approved by an official
institution in smart contracts used in global trade will help to create an
environment of trust in transactions.

The information entered in the blockchain cannot be changed. In
this context, while blockchain is an advantage because it eliminates
the problems of reliability and transparency in use, it also causes
disadvantages. Because, each transaction in the blockchain can be verified,
it is difficult to verify whether the inputs used during the transaction
are real (Dey, 2019). For example, false information about a person’s or
organisation’s performance may be entered into the system to discredit
them. Therefore, if the registration of the information is correct, the system
will recognise it as absolutely correct. Since the information cannot be
changed in the blockchain system, it will cause the incorrect information
to be continuously registered in the system. In this framework, in order to
eliminate these problems in the system, firstly, it is necessary to prepare
legal regulations and governance rules that may be problematic from
the events that may arise due to the use of blockchain. Secondly, using
artificial intelligence, the information entered into the blockchain can be
checked for accuracy by comparing it with other information. Therefore,
if there are inaccuracies or inconsistencies in the information entered into
the system, this node can be indicated as untrustworthy in the blockchain.
Thirdly, in a blockchain-based system, features such as company
information, product information and transaction time related to sellers
can be recorded (Zhou et al., 2021; UTEMIS, 2023). Thus, the information
in the system will be checked through many different channels and the
reliability of the information content will be ensured.
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13.6 Conclusion and Future Research

This study is expected to guide future studies to identify articles on ethical
judgements and governance practices in blockchain applications and to
summarize them reliably.

In other words, blockchain is becoming important for understanding
the state of governance regulations in academic and industrial applications.
It therefore helps the study to have information about current studies on the
subject for future researchers. In other words, it is important to understand
governance arrangements in academic and industrial applications of
blockchain technology. For this reason, the study helps future researchers
to have information about current studies on the subject.

In future studies on blockchain, researchers are expected to consider
the shortcomings of the topics discussed below. Firstly, studies have
poorly reported solutions to problems or governance arrangements to be
made during blockchain implementations. This situation can be said to
cause a lack of research in studies. Hence, governance arrangements in
blockchain implementation need to be addressed in more detail. Secondly,
it is necessary to determine legal regulations to eliminate the risks arising
from the use of blockchain technology. Thus, it will cause individuals
and institutions to take responsibility for their unethical and immoral
behaviour arising from the use of blockchain. This also provides assurance
to organisations and individuals to protect them from risks. Thirdly,
there is no consensus on how good governance should be. Fourthly, it
can be said that legal responsibilities and practices in the regulation of
governance problems in blockchain applications are neglected in the
academic literature. Fifthly, different types of blockchain users should be
taken into account in studies in general. Because, specifying which type of
user the researchers evaluated in the study will eliminate the ambiguity
of non-professional readers. Sixthly, empirical studies on ethics and
governance issues in blockchain applications can also be conducted using
surveys or different data sets.

In this study, the new version of the PRISMA method was not
considered in the preparation process. Therefore, studies can be expanded
by future researchers using the newly developed version of the PRISMA
method, considering current articles. In this context, the results obtained
in this study are a guide for future studies.
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Chapter 14

Blockchain Application
in Government

The Crisis of the State’s
Legitimacy and the
Reproduction of Legitimacy

Derya Aktas

14.1 Introduction

Technology is critical in the fulfillment of many services such as education,
security, health, and many other functions of the state. By influencing
the mode of production, technology can shape employment policies and
increase welfare. Technology becomes a tool in ensuring the continuity
of the state with its “regulatory, supervisory, interventionist” roles, in
setting rules within the borders of the state, implementing its regulations
and restoring order when the rules are broken (Erat and Arap, 2016;
Tiirkcan, 1981). Ensuring continuity stems from the belief that the rules are
legitimate (correct and must be obeyed). The understanding of legitimacy
changes according to the transformation in social and economic structure.
Technological developments and changes in production-labor relations
are effective in the change of social and economic structure, which in turn
need to sustain legitimacy in this transformed context. For example, the
agricultural revolution, which is one of the three essential revolutions in
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the history of humanity, created radical transformations in the social and
economic structure and revealed new forms of administration. In the 18th
century, a new social and economic structure was introduced with the
Industrial Revolution. In this process, while the capitalist society replaced
the feudal society, the feudal state structure was transformed into the
formation of nation states. As explained by Schumpeter’s concept of
“creative destruction”, the technological developments eliminated existing
structuresand led to theemergence of new structures. “Creative destructions”
confront the previous social, political, cultural and economic structure
with change (Schumpeter, 2003). There have been developments such
as factory production, the separation of home and workplace, migration
from rural to urban, intensified division of labor, the growth of cities
and sophisticated services in bureaucratic administration. This process
has led to the formation of a modern bureaucracy in which centrality
and hierarchy come to the fore. Bureaucracy, which is the pure type of
legal-rational authority put by Weber that is still valid today, attaches
great importance to the continuity of the state and its function of providing
order. The organization and management model described is based
on predetermined rules, ensuring continuity, and having jurisdictions
determined by law. It operates in a hierarchial structure and employs a
workfoce with specific skills gained through training. Additionally, this
model relies on written records to facilitate its functioning (Weber, 1946).
As it can be understood from the specified features, central and restrictive
elements are dominant in the continuity and order of the nation-state. In
the 21st century, with the technological developments that have come, the
central and restrictive bureaucratic elements are desired to be removed.
In such a context blockchain technology has emerged that can take the
role of the state as an intermediary (De Filippi et al., 2020). This almost
revolutionary technology seems to be one of “creative destructive”
moments of the 21st century.

Nowadays, technology is developing rapidly and states are in
technological competition with each other in order to sustain economic
development and take the lead in global competition. For this reason,
governments show great interest in technology research. Blockchain
technology, which is one of these technologies, is being researched or
implemented by many countries. For example, European Blockchain
Partnership with 29 members (Germany, Belgium, France, Bulgaria, Estonia,
Austria, Ireland, Spain, Lithuania, Finland, Luxembourg, Portugal, Poland,
Czech Republic, Slovakia, Slovenia, Sweden, Latvia, Netherlands, Malta, Norway,
Greece, Romania, Denmark, Cyprus, Italy, Liechtenstein, Hungary, Croatia)
was established to develop an EU strategy on blockchain and blockchain
infrastructure to be used in public services (europa.eu, 2022). The
mentioned countries have made certain strides in blockchain technology
in their public administration systems. Estonia, which provides almost all
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of its public services as e-services (99% and 24 hours a day), has started to
use blockchain technology since 2008. The areas of use in Estonia, which is
the first to use blockchain technology, are: “Registry (Healthcare, Property,
Business, Succession), Digital Court System, Surveillance/Tracking Information
System, Official State Announcements, State Gazette” (https://e-estonia.
com, 2023). Commissioner for the Digital Economy and Society Mariya
Gabriel’s statement on blockchain points out how blockchain technology
will be used extensively in the future (europa.eu, 2022): “In the future, all
public services will use blockchain technology. Blockchain is a great opportunity
for Europe and Member States to rethink their information systems.”

Apart from 29 countries, blockchain finds application in all continents.
Various blockchain applications are visible in the United States, United
Arab Emirates, China and even some African countries (Berryhill et al.,
2018; Killmeyer et al., 2017). The Blockchain Government Market Size and
Forecast Report also shows the growing interest in blockchain technology.
Blockchain Government Market size was valued at USD 153.9 Million in
2021 and is estimated to reach USD 18.15 Billion by 2030, with a growth of
81.12% from 2022 to 2030 (Verified Market Research, 2022).

This study examines how blockchain technology, which has the
potential to remove the central and limiting elements of bureaucracy
and expressed as “disruptive technology” (Atzori, 2017), is and can be used
as a tool to ensure the legitimacy of the state. In this direction, the web
pages of states that implement blockchain, the Organization for Economic
Co-operation and Development’s (OECD) and European Union’s (EU)
blockchain documents are analyzed. The analysis carried out within the
scope of this study is on the basis of the declared documents. There may
be differences between the declared projects and the realized projects.
The extent to which the declared projects have been implemented and
the outcomes they have yielded have not been fully revealed yet. The
following sections will cover the issues: possible functions of technology
in the provision of legitimacy and governmental blockchain applications.
The intense interest of states in this technology, which can limit the powers
of the nation-state, is explained through blockchain applications and the
concept of legitimacy.

14.2 The Role of Technology in Ensuring State Legitimacy
and Blockchain

Legitimacy, as a factor that ensures the continuity of the state, is as old
as the existence of government and emerges with varying appearances
(based on God/based on mind; based on loyalty/based on laws-rational)
in different historical epochs. No matter how it arises, the understanding
of legitimacy changes with the change of existing structures. With the
Enlightenment, the ground of legitimacy of the state shifted to science.
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Science and technology have begun to be used as a tool in arranging
and explaining both the institutional structure and policies of the state.
The success of science in the military and economy has enabled states
to use science and technology in the rational policy-making process.
Thus, the state is legitimized by rational scientific methods (Erat and
Arap, 2016; Poulantzas, 2006). The decisive role of the military, economic
and legitimizing functions of technology have led to the widespread
use of technology in state policies and institutions (Erat and Arap,
2016). Technology, development, and competition, among other factors
are influenced by the accumulation of capital in accordance with the
state’s adopted understanding of science (Arap and Erat, 2017). This
understanding can both shape perspectives and serve as a tool for the
state’s control and surveillance.

Technology can be used in the regulatory, supervisory and intervening
roles of the state in a structure that increasingly encompasses the
individual and society. On the other hand, records of public institutions
between citizen-citizen, citizens and the state (public service delivery) are
essential in transactions. This strengthens the intermediary role of the
“reliable” state. The state provides this trust with the data processing,
distribution and reproduction of the bureaucracy (Sat, 2019). However,
the central, hierarchical and limiting aspects of bureaucracy are often
criticized. Technology is also used to address these problem areas.

While technology has the function of legitimizing the state, on
the other hand, it causes economic and political changes with its rapid
development. A crisis of legitimacy arises when the state cannot achieve
economic and political rationalization (Habermas, 1992). In addition
to globalization, developments in information and communication
technologies bring economic, social and political transformation
(Kaya-Bensghir, 1996). The state is also a part of this change. Along with
technological developments, alterations in the capital accumulation
regime change the way the state intervenes in the economy. These also
lead to changes in the administrative, institutional and legal structure. For
example, after the 1929 economic crisis, the fordist accumulation regime
and the welfare state understanding began to dominate. By the mid-1970s
on the other hand the energy crisis that occurred in the mid-1970s brought
the crisis of the fordist accumulation regime. In the 1980s, the minimal
state approach gained prominence,and in the 1990s the regulatory state
and post-Fordist accumulation regime started to be adopted.

In this restructuring process, the function of the state to provide
legitimacy has also changed (Saylan, 1995). In this process, the concept of
governance began to be adopted. Technology has been used as a tool to
ensure the legitimacy of the state while arranging legislation and creating
policies in line with the principles of state governance (transparency,
participation, accountability, efficiency, compliance-Commission Of
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The European Communities, 2001). With the internet revolution (It has
started a “creative destruction” by eliminating the dependence on a
certain place and time), states began to develop projects based on internet
and information technologies in public institutions and they started to
put forward e-government projects for the provision of public services
electronically. E-government has been a technological innovation used to
provide public services, collect data, and improve democratic processes
(Bretschneider, 2003). While the discourse of transparent and accountable
service delivery with the e-government project led to the expectations of
“limited state power and transparency”, e-government became an element
that provides legitimacy.

The Internet revolution has removed the dependence on time and
space, but it was necessary this time to create a central authority for the
protection of digital data. Therefore, the controls and restrictions of the
central authority continue to exist. However, a distributed data chain has
been discovered, where the information of each transaction is recorded
and shared by the participants in the network, which can remove the
central and limiting elements of the state (Nakamoto, 2008). Blockchain
technology, introduced by Nakamoto in 2008, is initiating a new “creative
destruction”. “Blockchain is a general-purpose distributed ledger technology
that threatens to disrupt markets and institutions across the world” (oecd.org.).
The blockchain, which eliminates the centralized intermediary systems,
chronologically records the transactions completed in a certain time
duration. Confirmed transactions are linked together in blocks, forming a
chain of data blocks (Zheng et al., 2017).

With the help of blockchain technology, parties can agree on and
permanently record information without the need for a third party
authority, even if they do not personally know or trust one another.
Blockchain technology has the ability to completely transform how we
share information and conduct online transactions by establishing trust in
data in ways that were previously impossible (europa.eu, 2022).

Blockchain has been the subject of many research and projects
referring to its unique features. Moreover, blockchain technology is being
researched almost in a race on all continents. Although there are studies
(Ozkan, 2021; Swan, 2015), which argue that central authority of the
state will be limited by blockchain technology, states seem to adopt this
technology that can limit their own control or regulatory power. While
political scandals, poor performance of state institutions (such as the
emergence of a budget deficit), political failures, crises and fluctuations
in the economy create discontent in the society and lack of confidence in
the state (Nye, 1997), states strive to achieve economic development and
take their place in global competition by means of blockchain. Below, the
comparitive blockchain implementation status of countries for the years
2017-2018 is shown.
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Researching how blockchain can be used in public institutions, Verma
and Sheel revealed the chronological development of this technology.
Accordingly, while the blockchain was viewed with suspicion in terms
of data security between 2013 and 2016, pilot studies on this technology
were started after 2016. In the 2016-2020 period, blockchain started to be
used in asset transfer, e-voting, economy and in many other functions.
Beginning from 2021, rules and regulations related to blockchain have
emerged accompanying its implementation (Verma and Sheel, 2021). At
this point, blockchain technology basically goes through the stages of
“research, acceptance and reproduction of legitimacy”.

Blockchain is also commonly associated with illegal activities such
as cybercrime. This has caused states to approach this technology with
suspicion. In the framework of some public discussions, blockchain
is defined as a historical stage in which the conditions for an idealistic,
egalitarian society to be created that adopts unanimity and horizontal
governance in the widespread network; considersitself anation community
without a homeland or even a nation whose borders cannot be drawn.
In some others, it is defined as the possible cause of the privatization of
public in which the agreement between the parties may turn out to be
forceful and new oligarchic structures may emerge, and this may lead to
weakening of citizens (Atzori, 2017; Beck et al., 2018; Qlnes et al., 2017).
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Figure 14.1. The year 2017 Blockchain in Government (117 Initiatives in 26 countries).
Source: (Killmeyer et al., 2017).
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Now: 202 Blockchain Initiatives in 45 Countries
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Figure 14.2. The year 2018 Blockchain in Government. Source: (Berryhill et al., 2018).

However, the potential in this technology cannot be overlooked despite
all these possible drawbacks. Both government initiatives and academic
research on blockchain have gained momentum [see Figure 14.1 and
Figure 14.2]. The annual growth rate of the number of academic blockchain
studies is 47.16% (Aktas, 2022a). The bibliometric analysis of blockchain
studies in public administration shows the development in the annual
scientific production literature. As can be seen in Figure 14.3, there has
been a sharp increase in research after 2016. In the following section,
examples of states’ blockchain research and project applications will be
pointed out.

Annual Scientific Production

2014 1
2015 2
2016 10
2017 51
2018 148
2019 352
2020 447
2021 440
1 6% g 30 22 || 2022 35

Year

Articles

Figure 14.3. January 2022 annual scientific production. Source: Aktas, 2022a.
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14.3 Blockchain Technology Applications in the
Reproduction of Legitimacy

States have the potential to create an alternative response with blockchain
technology to negative criticisms of traditional bureaucracy such as being
“clumsy, overly prescriptive, prone to corruption and error” (Osborne and
Gaebler, 1992) or even creating an “iron cage” (Weber, 1993). Increasing
hyperconnections and networks in the world are also transforming the
functioning and interaction of the economy. The age of the digital economy
requires the digitalization of services. This sustains, it is believed, the
government’s transparency and efficiency. The increasingly digitalized
social and economic structure brings with it the change of the traditional
bureaucratic structure.

Blockchain comes to the fore despite the problem areas of current
administrations, such as inability to provide trust, strict rules of central
structures, inability to ensure the security of personal data and high profit
rates in intermediation (Sat, 2019). The reasons behind governments’s
preferences to use blockchain technology, and the aspects that distinguish
blockchain technology from other technologies are examined below.

14.3.1 Benefits and Promises of Blockchain Application in
Governmental Services

The expectations of citizens from the state in the digital age are as follows:
(1) Open government: is based on the principles of transparency, integrity,
accountability, and stakeholder participation, (2) Better, faster, cheaper
services but not privacy breaches, discriminatory practices, or data
leakages, (3) Data watchdogs that are public organisations and agencies that
ensure that companies in a particular industry are obeying laws on protection of
personal information (Tan and Crompvoets, 2022).

*Transparency, Accountability and Accessibility

Today, many governments use electronic services in the delivery of
public services. Thus, unlike traditional public service provision, rapid,
easy and lower-cost transportation to public services, information and
document acquisition, application process and follow-up were ensured,
and transparent and accountable service delivery was supported. On the
one hand, technology has begun to be used intensively by states in order
to find solutions to the problems experienced in public administration
and on the other hand, to meet the increasing expectations of citizens.
The services provided not only by citizens but also by various public
institutions were gathered under a single roof and the negativities of
bureaucracy were reduced (Memisoglu GoOkbmar and Aktas, 2022).
However, this system is also subject to the control and restrictions of the
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Table 14.1. The potential benefits and promises that blockchain technology can provide in
government include:

Benefits and promises of blockchain application in governmental services (QJlnes et al.
2017)

1. Strategic Transparency, reducing corruption and avoiding fraud and
manipulation.

2. Organizational | Greater trust, Openness and auditability, increased prognostication,
better control

3. Economical Cost savings and improved resistance against spam and DDOS
assaults

4. Informational | Improved data quality and data integrity, minimizing human error
access to knowledge, Safety and dependability

5. Technological | Flexibility, Safety, Persistence and irreversibility (immutable),
Reduced energy consumption.

state (the presumed reliable authority) that plays an intermediary role in
the transmission of data and values with centralized computer networks
(Mueller, 2013; Mueller, 2017; Ozkan, 2021). Blockchain, on the other
hand, has enabled the production of data that is both decentralized and
impossible to copy and manipulate with distributed computer networks.
Blockchain also ensures that all transactions can be seen since the initial
access to the data (Atzori, 2015; Beck et al., 2018; Hughes et al., 2019). This
technology weakens the power of central authorities that assume the role
of intermediary, reduces supervision and restrictions, and increases the
transparency and accountability of transactions. This almost revolutionary
technology seems to be one of “creative destructive” moments of the
21st century.

*Reducing Fraud, Manipulation and Corruption

The use of technology in the public sector has enabled the transfer of data
from archives to computers and networks, facilitating data collection and
classification, as well as providing effective and efficient public service
provision and reduction in bureaucratic processes. However, data piracy,
identity theft, fraud and manipulations have also emerged along with
the increasing data with the use of technology. Blockchain technology,
on the other hand, has entered the field of interest of states with its
cryptographic encryption, decentralized with its distributed structure,
immutability abilities for preventing data corruption, hacking activities
and unauthorized changes (Hughes et al., 2019; Swan, 2015).

*Reliability
Timestamped, immutable structures of transactions made with
blockchain increase the reliability of record keeping and data (Hughes
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et al,, 2019). At the same time, a consensus mechanism is needed to add
a new block to the system. After a block is formed, the data is stored in
multiple distributed ledgers. The blocks added with the consent of the
users provide both a control mechanism and a consistent archive for the
past (Swan, 2015). These control mechanisms can be reliable measures to
prevent human errors and corruption in bureaucratic structures. It can
provide access to correct information by ensuring data integrity, quality
and security. The user can be anonymous using encryption keys or ensure
their privacy by preventing other people from viewing the information
(Hughes et al., 2019; Tapscott and Tapscot, 2016). For example, in Estonia,
KSI (Keyless Signature Interface) is a globally used blockchain technology
that maintains 100% data privacy. “It means that nobody — neither hackers,
nor system administrators, nor even the government itself — can manipulate the
data and get away with it” (https://e-estonia.com, 2023).

* Decrease in Costs

In a state bureaucratic mechanism, it may be necessary to make transactions
with more than one institution in order to access any public service. For
example, when you want to buy a house, you find the house with the help
of a real estate agent, take a loan from the bank, get the appraisal report,
apply to the land registry office to buy it, and pay the relevant taxes to
the municipality after completing the purchase process... These steps
in different institutions increase the time and cost of the transactions.
However, the amount of money to be paid for the house is entered into a
block with the “smart contract” that regulates the sales transactions of the
house. When the key is delivered, the sale process takes place. If the key
is not delivered, the money is returned to the buyer (Jlnes et al., 2017).
Thus, since there is no need for an intermediary institution, the cost of
performing and verifying a transaction can be reduced. The fact indeed
is that automated processes and controls reduce human errors. This will
also reduce cost, energy and resource consumption. It is also possible to
reduce energy consumption by reducing the transaction mechanisms of
the blockchain. In fact, while blockchain was criticized for its “high energy
need” (it is still controversial, especially since proof of work requires high
energy), it started to be the subject of green technology studies with its
development in consensus mechanisms (Aktas, 2022b).

The decrease in costs is also a positive development for the increasingly
digital economy. At the same time, the digital economy accelerates the
digitalization of states. For example, according to the World Bank, using
a digital signature in Estonia saves five days a year. Thus, as a way to
grow e-commerce, blockchain technology is used in the e-identity
process. Again in Estonia, since 2014, people from overseas are able to
buy a house, make transactions and even establish a company with the
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e-residence program (e-Residency - e-Estonia, 2023). On the other hand,
in an environment where society is increasingly digitalized, citizens
demand access to services at any time of the day. Blockchain technology
shortens processing times, reduces service access and service delivery
costs, reduces paperwork, increases accountability and transparency,
increases citizen satisfaction, and uses resources effectively and efficiently
(Memisoglu-Gokbinar and Aktas, 2022).

14.3.2 Blockchain Application in Government

Blockchain technology finds many applications in public administration.
Application areas in public services are gathered under the following
headings: (1) National identity management systems (ID cards, driver’s
license, passport, etc.), (2) Tax collection and monitoring of public
revenues, (3) Voting transactions, (4) Secure financial services and
banking transactions (5) Health services (6) Distribution and follow-up of
social benefits (7) Property records and monitoring of property transfer
(Deed Registry System), (8) Food safety, (9) Supply Chain Management
(Berryhill et al., 2018; Walport, 2016; Killmeyer et al., 2017). Below are
some prominent examples of the state’s blockchain applications.

The following figure, organized according to the OECD report, shows
the leading project industry areas in the use of blockchain in the public
sector.

Types of project Industries

f A\ Services (173

Financial Services (73)
Technology & IoT (26)
Healthcare (23)
Real Estate (22)
Supply Chain (19)
Energy (13)

Transportation (13)
Education (12)
Telecom (12

Identity
(credentials/icences/attestat
ions) (25) /Personal record
(health, financial) (25
Economic Development
(24)- Financial Services/

Market Infrastructure

Figure 14.4. Top types of projects and industries (Berryhill et al., 2018).
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Accordingly, digital currency, land registration, identity management
services, at the top of the list above, will be discussed and examples will
be provided in the following section. One of the factors that affect the
legitimacy of the state is how it is elected. Therefore, a title is also reserved
for voting. Finally, blockchain and smart cities will be emphasized because
of its importance for the future of humanity.

14.3.2.1 Central Bank Digital Currency (CBDC)

Digital currencies, which are stated to be low-cost and more functional
than traditional currencies, are being researched by many countries due
to their advantages such as payment optimization, price stability, secure
and flexible payments (Zhang et al., 2021; https://www.bis.org, 2021). In
addition to the developments in technology, the reasons such as fading
interest in using cash due to the Covid-19 pandemic (Yilmaz Ozsoy,
2020), threats to traditional payment methods (corruption, fraud) and the
state’s unwillingness to lag behind in this technology accelerate research.
According to the 2021 Bank for International Settlements (BIS) research,
Central Bank Digital Currency (CBDC) is actively researched by central
banks at a rate of 86%; technology is tested at a rate of 60%, and pilot
projects are implemented at a rate of 14% (https://www.bis.org, 2021).
China started research on digital currencies in 2014 and announced
that it would join the project in 2019 to test the use of CBDC in
cross-border payments. It also worked with Hong Kong on a technical
pilot project for the digital yuan or e-CNY in 2021 (Zhang et al., 2021;
https://bctr.org, 2021; https://tr.euronews.com, 2021). Facebook has
increased the attention of countries to the issue of digital money by issuing
the global sovereign digital currency Libra in 2019 (Taskinsoy, 2019).
The Bahamas became the first central bank in the world to use digital
currency in 2020, while the Eastern Caribbean became the first currency
union to implement digital currency (https://tr.euronews.com, 2021). The
UK proposed RSCoin, the world’s first central bank digital currency, in
2015 (Danezis and Meiklejohn, 2015; Zhang et al., 2021), accelerating its
research on Britcoin (https://tr.euronews.com, 2021). Canada launched the
Jasper project to study the digital Canadian dollar in 2017 (Chapman et
al., 2017). While the European Central Bank continues its digital euro or
e-euro research, it targets 2025 for the e-euro to be launched (Chapman,
2021). In Turkey, the Central Bank of the Republic of Turkey has
announced that it has signed a preliminary agreement with ASELSAN,
HAVELSAN and TUBITAK-BILGEM in the digital lira trial (https://www.
temb.gov.tr, 2021) and blockchain-based digital central bank money. It has
been announced that the implementation will begin (Presidential Annual
Program KP. p249, 2022). As can be seen, the issue of central bank digital
currency is developing rapidly with the efforts of governments and private
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companies to keep up with technological developments and not lag behind
other countries.

14.3.2.2 Land Registration

One of the most critical services of the states is land registry. The
registration of lost or destroyed property that is not registered in the land
registry can consume extended official time. For example, the destruction
of state archives, including land records in the 2010 Haiti earthquake or the
destruction of state archives during the war may cause the disappearance
of the land registry. Even if such disasters and crises do not occur, land
registry procedures require many bureaucratic procedures. With the
transfer of land registry services to blockchain-based records, the records
become immutable and cannot be altered or destroyed. This ensures
transparency in the registration process. Thus, corruption such as the
illegal transfer of property to more than one person can be prevented.
According to Krishnapriya and Greeshma (2020), blockchain ensures the
security of land registry records and the effort required to manually keep
the records can be reduced by 99% with blockchain. Due to its potential
benefits, states on every continent except Antarctica are testing the use of
blockchain for land registry (Killmeyer et al., 2017).

In 2016, a project for a blockchain-based land registry started for the
storage of land records in Georgia (Pipan, 2017). In 2017, the Georgian
Government signed an agreement to use the Bitcoin blockchain to verify
property transactions. In Japan, a patented blockchain application has
been officially used since 2018 (Southurst, 2018), in line with the goal of
combining all land registry records with blockchain and creating a single
land registry database (Smolenski, 2017). While using blockchain in the
establishment of companies in the US state of Delaware, all deed records
are kept on the Ethereum system with the BenBen (2015) project in Ghana.
“70% of court disputes in Ghanaian national courts are land-related.” Average
time confirming land entitlement with BenBen’s services was reduced
from one year to three months (Berryhill et al., 2018). In Turkey, in the 2023
Industry and Technology Strategy, the creation of the National Blockchain
Infrastructure and land registry records are targeted as one of the project
areas (wWww.sanayi.gov.tr, 2023).

14.3.2.3 Identity Management

Although there are methodological differences, population services
have an important place in each country. In the traditional period, while
population services were carried out mostly for the purpose of providing
data to the state, the collection of data takes a long time and wide intervals.
The up-to-datedness and quality of these data are also hard to sustain.
It is also very costly in terms of time and resources. There are problems
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in collecting population data from citizens and transforming them into
service delivery. Besides, with the use of technology in population services,
it is seen that censuses are shortened and analysis and classification are
easier. Technological developments not only facilitate data collection
and classification but also enable citizens to access the service quickly,
easily and at a lower cost. Individuals can perform transactions and access
services online through their digital identities. In general, in the 2000s,
many countries have started using digital technologies in public services.
Today, digital identity plans are implemented in more than 60 countries
around the world. Some countries are creating blockchain-based digital
identities. For example, in digital identity studies conducted in the U.S,,
there have been attempts to establish a system that allows individuals
to have control over the. the use of their identity information. This is
achieved by employing blockchain authentication technology to prevent
data security problems due to identity fraud (with CIVIC in San Francisco,
uPort in New York). A blockchain-based digital identity platform was
created in Canada (Memisoglu-Gokbinar and Aktas, 2022).

In India, one of the leading countries in creating digital identities, in
the 2000s efforts were initiated to register the citizens of the country in
a central database and to standardize the database of services. Aadhaar,
which was implemented in 2009, is shown as the world’s largest biometric
identity system. “Face Authentication” has been developed to further
strengthen the security of Aadhar, which consists of a 12-digit ID number.
Some public subsidies and unemployment benefits, passports, payments,
national criminal records, land registers, and more, have all become part
of this digital system. In 2015, work was initiated to acquire the Aadhaar
connected phone SIM card. Individuals can activate the SIM by sending
their Aadhaar number and pressing their fingerprint into a machine (Goel
et al., 2022; https://stringfixer.com, 2022). However, there are concerns
about the quality and security of the database. The system can be prone
to data hacking where so much personal, biometric data is processed.
For this reason, there are studies that aim at providing a more severe and
transparent blockchain-based Aadhar (Goel et al., 2022).

Estonia stands out in digital identities as well as in many services
regarding digital technologies. Blockchain is used to store and manage
digital identities, and it can be a secure and convenient tool for
government agencies to access services for their citizens. In addition,
blockchain can help reduce the cost of authentication and prevent fraud
(ID-card - e-Estonia, 2023). Estonians have access to all e-services with
their digital identity. The World Bank estimates that Estonians save five
days a year using digital signatures (Cyber security - Invest in Estonia,
2023). It applies eIDAS (electronic IDentification, Authentication and trust
Services) to audit electronic identification and trust services for electronic
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transactions in the internal market of the European Union. The European
Blockchain Partnership supports compliance with e-signature regulations
such as eIDAS and a logical, pragmatic decentralized and self-sovereign
digital identity (europa.eu, 2022).

In Turkey, according to the statement made by the Presidency of
the Digital Transformation Office, an attempt is made to introduce a
blockchain-based login system to the e-Government Gateway. It is stated
that with the e-Wallet application, citizens can securely store their digital
identities and enter the e-Government Gateway with digital identities
created in the blockchain network (cbddo.gov.tr, 2023).

14.3.2.4 Voting

The security of elections have become an important subject matter around
the world lately. The healthy functioning of the process, from holding of
the elections to the counting and announcement of the votes, is critical.
However, disruptions and corruption cast a shadow over the security and
reliability of the elections. The negativities experienced cause the elections
to lose trustworthiness and legitimacy. One of the alternative methods to
solve these problems in elections is the blockchain-based e-voting system.

The anticipated benefits from blockchain technology include its ability
to provide a cryptographically secure voting record. Due to the immutable
and tamper-resistant nature of the blockchain, votes can be accurately,
permanently, securely and transparently recorded (Leary, 2017). With its
anonymity, cryptography, immutability, decentralization, transparency
and accountability, blockchain can solve the problems of the current
voting systems (Jafar et al., 2021). During the testing phase, the voting
process was implemented and experimented in various regions including
Australia, New York, Texas, Denmark, Estonia, Ukraine and South Korea
(Killmeyer et al., 2017). Additionally, in 2017, Russia introduced “The city
of Moscow’s Active Citizen program” for voting purposes, and the results
are publicly auditable. The implementation of blockchain-based voting
systems has been observed in various contexts, such as the community
projects in the South Korean province of Gyeonggi-do, the annual general
meeting of the Estonian tech company LVH Group, and the general
elections in Sierra Leone in March 2018 (Kshetri and Voas, 2018). However,
in Turkey, the necessary legal, technical and cultural infrastructure to
enable e-elections using blockchain technology is not yet in place.

Blockchain not only finds application at the level of central services
but also closely concerns local services. As a solution to the problems
experienced by local governments, there are smart city applications with
blockchain.
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14.3.2.5 Smart Cities

Smart cities were developed as a response to the problems posed by rapid
urbanization, such as rapid population growth, insufficient infrastructure
capacity, pollution and environmental issues. The main objective of snart
cities is to offer citizens an improved living environment by integrating
technology, innovation and globalization into the urbanization process
(Yin et al., 2015). Smart cities and smart municipalities can make the city
more livable and sustainable for citizens. For example, smart payment
methods can be used in municipal payments, transportation, energy and
waste management and automating bureaucratic processes with smart
contracts. This, in turn makes processes such as taxation and monitoring
the transfer of assets transparent (Quittem, 2018). The demand for a
more collaborative, interactive and democratic management approach
is increasing in order to combat corruption, efficiency, transparency,
security, access to public services and ease of use by national and local
governments around the world. Current management understanding
and mechanisms cannot solve these problems. Blockchain technology is
presented as a solution to these problem areas, as it creates a transparent,
non-hierarchical, accessible, immutable (not manipulated), secure
platform (Junestrand, 2019).

Blockchain is one of the technologies used in smart city applications
with its features such as distributed database, peer-to-peer transmission,
transparency and inability to change records. For example, many cities
in Australia, Malta, Ghana, China, Estonia, Denmark, Switzerland,
United Arab Emirates, Georgia, Honduras, Singapore, United States,
United Kingdom, Sweden and other countries are planning, launching
or developing blockchain-based initiatives (U4SSC: Blockchain for smart
sustainable cities). Estonia has been using blockchain technology in areas
such as healthcare, legislative/judicial services, personal data, identity
management since 2012 (KSI Blockchain - e-Estonia, 2023). While aiming
to be the first blockchain city, Dubai is trying to create a common platform
to make the city paperless (U4SSC: Blockchain for smart sustainable
cities). Blockchain-based digital certificates called OpenCerts were given
to students who graduated from 18 educational institutions in Singapore
as of 2019.

In Turkey, it is stated in the 2020-2023 National Smart Cities Strategy
and Action Plan (2019) of the Ministry of Environment and Urbanization
(2019) that new technologies and approaches such as blockchain are
important for smart cities and necessary technical, legal and physical
infrastructure works will be carried out.
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14.4 Conclusion

With its multidimensional functions (military, economic and legitimizing)
technology becomes a tool in the regulation of institutional structures
and policies by influencing the management understanding of states.
In addition to providing military superiority, technology attracts the
attention of states with its benefits in realizing economic development.
Technological developments which facilitate the state’s security,
regulatory, supervisory, interventionist and intermediary roles, have been
particularly occupying an important place in public discussions since the
late 1990s. Technology increases economic development and social benefits
at the national level and enables states to be at the forefront of competition
at the international level. For this reason, the interest in technological
developments is increasing and high budgets are being allocated. On the
one hand, technology can be kept under state control due to its role in state
functions and can be used within the framework of state understanding.
On the other hand, technological developments affect the economic and
political structures and become determinant in institutions and policies. In
other words, while technology is used within the framework of the state
understanding, technology also triggers changes in public institutions
with its development. In particular, technologies that create “creative
destruction” are effective in changing existing traditional bureaucratic
structures, institutions and policies and are used as a tool by the state to
reproduce legitimacy.

States enter into a legitimacy crisis when they cannot achieve
economic and social rationalization. Although there is a tendency
towards policies that will ensure the legitimacy of the economic and
political system, the economic crisis and fluctuations create discontent
and the lack of confidence in the state continues. In the transformation
process of the economic and social structure, political-legal mechanisms
are also undergoing transformation. Today, the ongoing post-Fordist
accumulation regime and the implementation of neoliberal policies
have been accompanied by attempts to legitimize them with democratic
concepts. These concepts include accountable management, transparency,
prevention of corruption, citizen participation, transfer of power to civil
society, and accountability. However, despite these efforts, various issues
persist. Political scandals, ineffeciences in state institutions (such as budget
deficits), political failures, economic crises, fluctuations and a decline in
employment continue to pose further challenges.

Therefore, the state is questioned. Blockchain, the technology of the
21st century that can create “creative destruction”, the evolution of the
capitalist, neoliberal systems will be able to change business forms and
patterns, and forms of social organization (Herian, 2018). In other words,
disruptive blockchain technology has the potential to create new products,
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services and markets, from new forms of finance, new governance models
and social connectivity tools as the next evolution of the digital economy
(OECD Global Blockchain Policy Forum, 2022). Therefore, its potential
pushes states to compete to be ahead in blockchain technology.

There are over 200 launched or planned blockchain-related initiatives
worldwide. Blockchain technology, which has a global application area,
seems to be used more intensively in the coming years. Blockchain
technology has been actively pursued for full integration into public
administration systems in some countries, such as Estonia and Dubai.
However, in some countries it finds application in certain public services.
Research and projects mostly focus on areas such as digital identity, land
registry, digital currencies and voting. Citizens are directly concerned with
the processing, storage and security of the information in the identities,
where the entire process of the person from birth to death is recorded
and the transactions/services should be private. At the same time, land
registry services and digital currencies, which directly concern the rights
of citizens to acquire property, and elections, which are very important for
the operation of democracy and the legitimacy of the state, are factors that
can ensure a citizen’s trust in the state.

The main condition behind the legitimacy of states is the consent of
society. Elimination of corruption and fraud in current administrations
and ensuring data security are factors that increase public trust in the
state. Shortening the processing times, decreasing the costs of use and
provision of services, reducing paperwork, increasing accountability and
transparency will increase citizen satisfaction and strengthen the belief
in the state. The unique structure of blockchain technology, which can
be a solution to such problems, has made it one of the technological tools
used to ensure the legitimacy of the state. Blockchain technology, which
offers the opportunity to make transactions without intermediaries and
the restrictions of time and place promises transparency, immutability
and trust. Such a technology may also have direct effects on the state
and bureaucratic organization. Moreover, the economy and finance
sector is increasingly digitalized. At this point, it is expected that the
central, restrictive and excessively normative bureaucratic structures will
be eliminated. To what extent blockchain technology can eliminate the
negativities of bureaucracy or how it can create a bureaucratic structure is
a seperate research topic.

This study discusses the potential to remove the central and limiting
elements of bureaucracy. It is taken as one of the creative destructive
technologies used as a tool to ensure the legitimacy of the state. In that
respect, this study examines the benefits and uses of the “strategic,
organizational, economical, informational and technological” features of
blockchain technology. Transparency, accountability and accessibility,
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reducing fraud, manipulation and corruption, reliability and decrease
in costs provided by blockchain technology increase its acceptability
by citizens and the private sector. Despite the rhetoric about blockchain
technology that destroys national communities and borders by means of
its independence of borders and limits (Atzori, 2017), intensive research of
this technology by states ensures that they attempt to use this technology to
reproduce their legitimacy. Some countries include blockchain technology
in their legislative and judicial processes (e-law, regulatory frameworks,
e-file), as well as in public services. With the legal regulations and the
spread of international standards, it will be possible to observe what kind
of changes blockchain technology will bring in the existing bureaucratic
structures.
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Chapter 15

Blockchain-Based
Systems in the
Public Sector

Razia Abdieva* and Damira Baigonushova

15.1 Introduction

Current conditions and challenges and a turbulent environment, require
the effective use of innovation and technology in public administration
(Frissen et al., 2007). Blockchain technology ensures both public
government agencies and citizens with reliable and secure information,
it provides all with easier access to critical public-sector data. Blockchains
are digital ledgers that are encrypted. A public or private network stores
it on multiple computers. A database consists of records, or “blocks”.
No single actor can alter or delete a chain of blocks once it has been
formed. Automation and shared governance protocols are used instead
to verify and manage them (Cheng et al., 2017). Blockchain technology
is now being accepted as a fundamental infrastructure for visionary and
effective governments. It allows governments to streamline processes and
improve coordination without compromising transparency, fairness and
accountability. This technology ensures transparency, as it records all data
and operations in its distributed ledger, which is open to everyone. Once
the data is recorded in the block of the ledger, it is virtually impossible to
change it. Thus, blockchain technology can significantly increase public
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welfare by ensuring the accessibility and reliability of information and
documents.

This chapter analyses the application of blockchain technology
in different government sectors, including voting, taxation, public
procurement, social assistance and property registration. It examines
all applications of blockchain technology in the public sector, including
use cases and challenges, and provides suggestions for improving
and successfully implementing blockchain technology, especially in
developing countries where improving the quality of governance is a
key concern.

15.2 Blockchain and Electronic Voting

Public elections are the main instrument through which citizens can
express their opinion and choice. They are a significant element of
democracy, social well-being and security. However, in voting, the issue of
transparency often arises. Manipulation of ballot boxes, the disappearance
of voters from the list, and falsification are not uncommon even today. But
such illegal negative events during voting could lead to social tension and
instability in the country. Therefore, having non-fraudulent representative
elections is critical both for the government and voters.

Elections were conducted using paper ballots, prior to the transition
to computerized voting machines. However, these machines are not
tamper-proof, despite system checks, security procedures and voting rules.
According to critics, the proprietary code that uses the electronic device
can be changed. In today’s society, online voting is becoming increasingly
popular as a method of participating in elections and decision-making
processes. It can increase voter turnout as voters will be able to vote from
anywhere with an Internet connection. It will lead to minimizing costs for
both voters and the government by eliminating the need to print ballots
and reducing costs of voters (time and money for transport). At the same
time, electronic voting systems are vulnerable to hacking, tampering or
manipulation. Electronic voting can be made more secure and reliable
using blockchain technology. It can help address issues such as privacy
protection, transaction speed, scalability, and end-to-end verification
advantages (Jafar et al, 2021). Blockchain provides a foundation for
developing more reliable, transparent and more secure e-voting systems
in conjunction with smart contracts. Encryption and decentralization
make the distributed ledger incorruptible, pseudonymized and verifiable.
Any party cannot corrupt or influence the network since it does not exist
in a single, centralized location.

Privacy protection and transaction speed are the two topics that are
discussed most often in regard to blockchain applications. Scalability and
remote participation security must be feasible for an electronic voting
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system based on blockchain technology to be sustainable and successful.
As a result of these concerns, it has been determined that improvements
must be made to existing frameworks for use in voting systems (Jafar
et al., 2021).

Estonia has been experimenting with blockchain technology since
2008, and in 2014, Estonia became a pioneer in offering electronic
residency to people who are living both inside and outside of the country.
Korea used blockchain for local community voting, deploying a voting
solution for community funding. Through the voting platform, based
on blockchains and smart contracts, members of the community could
propose and vote on community-supporting initiatives. The provincial
government selected 527 projects from more than 9,000 votes. According
to the provincial government, the blockchain-based solution provided the
opportunity to implement direct democracy (Ojo and Adebayo, 2017). In
Denmark, a blockchain-based e-voting system is being used by the Liberal
Alliance party. The system provided a verifiable and reliable platform
to conduct elections at the national level. It promotes public welfare by
making voting more accessible to all citizens (cointelegraph.com, 2023).

15.3 Blockchain and Taxation

Blockchain technology enables peer-to-peer transactions without
middlemen. It allows simultaneous verification and maintenance of a
continuous public record of all transactions (Koulizakis and Loukis,
2020). Blockchain technology is a secure system, which can be accessed
by anyone via the internet. This allows many transactions to be stored
electronically. Due to this technology, many transactions no longer have
to be kept in the form of printed documents and reduce the administrative
cost of tax authorities.

There is great potential for the use of blockchain in taxation. It enhances
the trust of citizens in government by providing transparency of tax
information. At the same time, blockchain technology can be used by tax
authorities for broadening the tax base and combat the shadow economy.
Finland has implemented a blockchain system to address real estate taxes.
In Sweden, blockchain technology is being tested for the digitalization
of receipts, nonresident income taxes, and customs duties. Estonia has
developed the Keyless Signature Infrastructure (KSI Blockchain) to
facilitate e-commerce and e-Register. This infrastructure enables both
citizens and the government to verify the integrity of databases maintained
by the government. In Brazil, the federal tax administration has built a
blockchain-based system for its taxpayers’ registry (Collosa, 2022).

This technology proves to be beneficial in reducing Value Added Tax
(VAT) fraud by enabling the of VAT payments and their corresponding
locations. For multinational companies, it supports the delivery of
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consistent data sets to multiple tax authorities, enhancing confidence in the
information provided to tax and other regulatory bodies. It also facilitates
the verification of judgements and assumptions involved in determining
profits for global companies operating in different jurisdictions.
Furthermore, it provides greater visibility of micro-transactions,
especially those conducted by individuals within the sharing economy
(Schofield, 2016).

15.4 Blockchain and Public Procurement

Blockchain technology has the potential to enhance efficiency and
transparency in public procurement, another essential government service.
By leveraging blockchain, easy access to this market can be provided for
all interested firms and citizens. At the same time, it ensures that citizens
have transparent information about the goods and services purchased
by the government. Consequently, blockchain can serve as an effective
instrument in combating corruption.

In the application of blockchain technology and other distributed
ledger technologies, procurement authorities should avoid attempting
to procure these technologies outright. Instead, they should encourage
compliance with the principles established by the international community
over decades. By doing so, procurement authorities can leverage the
potential benefits of these technologies while ensuring compliance with
existing regulations and standards (Michael and Korolevska, 2021).

15.5 Applications of Blockchain in Social Aid

Benefits of Using Blockchain in Humanitarian Aid and
First Attempts

To support various social or individual causes, many governments
donate large amounts of money every year. The most important of these
are in the form of humanitarian aid, social aid, aid for education, the
environment, the arts and other areas. Such charity can also take the form
of government-to-government aid, which is official assistance provided by
donor governments to reduce inequality, eradicate poverty and promote
sustainable development. These grant processes are vague, confusing
and inefficient in many cases. Economic rents are high and most of the
accumulated or pooled funds go to third parties and bank payments.
One hypothesis that has emerged in the literature on distributed
ledgers is that this technology can help charities to increase stakeholder
trust in their donation distributions. This technology can also reduce
corruption and increase public trust by reducing the number of parties
involved in authorizing grants and grant management. The result is
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a modern process that significantly reduces costs and eliminates all
opportunities for illegal siphoning of funds. For example, thanks to the
first pilot of the Disberse platform, powered by the Ethereum blockchain,
in 2017, a Swazi NGO and four local schools that receive funding from
donors (i.e., UK NGOs) saved 2.5% on transfer fees, in parallel with
real-time end-to-end tracking of funds. The platform accepts donations
as fiat money and deposits them in escrow. They are then tokenized and
electronic money distributes to all agents that are participating in the
project through blockchain wallet.

The World Food Programme (WFP) has developed the Building
Blocks platform, which assigns a unique digital identifier to each refugee
and connects it to UNHCR’s biometric data. This will make aid payments
to refugees from Syria in Jordan cheaper, quicker, more secure and
traceable. A WFP-authorized recipient can self-identify at participating
retailers using an iris scan. The transaction is recorded on the blockchain.
The blockchain’s audit capabilities allow for real-time accounting and
monitoring of all aid funds. Compared to the alternative of transferring
funds to individual refugee bank accounts, this saves WFP transfer
charges (approximately 3.5% of average aid transferred) and capital costs,
as advances to the bank are drastically reduced (GSMA, 2017:20-25).

An Explosion in the Development of Blockchain-Based Charity
Programs after 2017

Motivated by the success of Disberse and the WFP, some experts have
proposed their own blockchain-based donation systems. Despite the
fact that these systems have the same goal, i.e., the support of society in
the distribution of humanitarian aid, they are at the same time different
in terms of scope. For example, Junfithrana et al. (2018) developed a
blockchain and Internet of Things-based rice donation system in response
to the large number of orphanages in Indonesia and the complexity of
information sharing. Sirisha et al. (2019) and Hande et al. (2020) developed
blockchain systems for financial donations. They presented a system
based on bidding between organizations for a charity network. Using
the Ethereum blockchain with public permission, Farooq et al. (2020)
introduced a blockchain-based charity management system designed to
provide reliable and verifiable operations for government agencies.

Dajim et al. (2019) and Ranjan et al. (2019), as well as Pradhan and
Mishra (2020), designed a blockchain technology for organ donation
and organ matching. Pradhan and Mishra (2020) attempted to create an
application in Android which connects organ donors and people who
require an organ through a sent message request not revealing the details
about their identity.
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Cagliyangil et al. (2020) employed a system for blood distribution,
and Mostafa et al. (2020) offered a cloud-based and mobile computing
structure that connects blood donors and medical institutions to ensure
that the right blood type reaches every person in need. To address the issue
of trust in supply chains, Malik et al. (2019) have developed blockchain
and smart contracts.

To prevent fraud in crowdfunding and to solve the problem of
existing online crowdfunding methods that do not allow donors to control
the funds they donate, Pandey et al. (2019) suggested a blockchain-based
approach and Saleh et al. (2019) proposed a blockchain-based donation
platform to address donors’ distrust of how donated money is spent.
They used smart contracts to track the flow of money and offered a
system to prevent fraud in crowdfunding. To advance the transparency
and reliability of charity information on the blockchain, Wang et al. (2020)
proposed a security control component for managing donations on the
blockchain to prevent epidemics.

Badarudin et al. (2020) developed a model for disaster response
and post-disaster relief to increase the speed and availability of services
during disaster response, proposing a digital asset tokenization scheme
using alliance chains and whitelists, as well as using smart contracts
to regulate the use of foundation donations to avoid corruption. Based
on the background of COVID-19, Marbouh et al. (2020) developed a
blockchain-based review, capability and trusted tracking system to make
the donation process more transparent and verifiable, and proposed a
scheme that uses blockchain technology to eliminate intermediaries, save
costs and minimize the cost of donations. Wu et al. (2020) developed a
robust charity donation service system to address the practical problems
of distributing donated funds and materials faced by charity operators
such as COVID-19, and proposed a system using Ethereum to create a
donation system to implement grant and distribute funds and materials
during an epidemic. Singh et al. (2020) developed a blockchain aid and
donation tracking system, proposing a blockchain-based scheme to
replace the original centralized donation system, using Proof of Authority
(POA) consensus mechanisms for donations and fund transfers. To save
time, reduce the cost of donations, and reduce the risk of suspicious
donations ending up in campaigns or terrorist projects, Shaheen et al.
(2021) initiated a donation blockchain tracker system. The team has also
created a web site that can be used as an assistant for users to make the
proposed system as easy to use as possible. Li et al. (2021, 2022, 2022a)
implemented blockchain-based demand issuance, material donation,
demand prioritization, material distribution, and protection of material
information during transportation.
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Shortcomings, Recommendations and Suggestions

The fact that most of the systems developed above have not yet been
tested is a major shortcoming of these systems. Tough it looks promising
at this stage; the results of piloting have only begun to reveal the strengths
and weaknesses of the systems. For example, in the implementation of
Baharmand et al. (2021), in addition to the benefits mentioned above,
some interviewees described the pilot as ‘an over-engineered solution
for targeted goals’. This study proves that there are still some obstacles
to the effective application of blockchain in humanitarian supply chains.
Therefore, the authors argue that traditional centralized data exchange
systems are likely to be more effective and more acceptable IT solutions
today than comparatively sophisticated individual permissioned
blockchain systems for humanitarian supply chains. But only a few years
ago, most blockchain-based donation systems have used cryptocurrency
for personal charitable support (Jeong et al., 2020). The success of Disberse
and the WEFP platform has elevated the role of operators in the delivery of
humanitarian aid in a very short time and today’s platforms have overcome
these inconveniences. Notably, blockchain-enabled platforms capable of
leveraging mobile payment systems are a more appropriate, cost-efficient
and transparent means for organizations to transfer humanitarian funds
across borders, said the GSMA in 2017. Today’s platforms can also provide
such opportunities. It is a sign that some limitations have been overcome
in a short span of time.

The quantity and the difference in the number of systems developed
in this area shows that today there is already a sufficient number of
systems developed and the next step is not quantity but quality. In other
words, based on the results of the ongoing pilot implementations, it is
now necessary to simplify and improve the system as much as possible.
And after improvements, it would be possible to give donors even
more options when choosing the type of charity, they want to give if
governments manage to integrate all the above systems into one platform.
Such a project would not only help to prevent corruption in the charity
sector and increase the confidence of donors, which would stimulate
them to contribute without any doubt, but it would also eliminate their
hesitation in choosing the type of donation. On the other hand, donors
will also be able to find the right person or the right charity with ease.

15.6 Applications of Blockchains in Property Registry

Benefits of Using Blockchain in Property Registry and
First Attempts

Researchers believe the entire real estate system could eventually be
hosted on blockchains. Transactions could be initiated on smartphones
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(Graglia and Mellon, 2018; Golosova, 2018). However, our observations
show that many applications in this area today are related to land
registration, i.e., real estate. Despite researchers’ beliefs in the numerous
advantages of blockchain systems, such as eliminating corruption,
reducing costs, ensuring transparency, and securing data, the adoption
of blockchain in the real estate market has been limited. While there is
great potential for its application in the land registration certifications,
title transfer, taxation, home loans and mortgages, streamlining land
registries in developing countries only a few countries, such as the United
Arab Emirates, Georgia, Ukraine, Brazil and the Republic of Honduras
(Mutabazi, 2021), have actively implemented blockchain to improve land
registration and transaction processes. However, this does not mean that
other countries have rejected or are reluctant to implement this alternative.
On the contrary, many countries are currently actively developing and
piloting various blockchain-based property registration systems, showing
growing interest in exploring the benefits of blockchain technology in the
real estate sector.

The implementation of any system in this area can take a long time
due to certain limitations or obstacles, such as the lack of preparedness
of the population and/or civil servants for new technologies (resistance of
the local population to change due to their mistrust of the new technology,
fear of losing control by senior officials, training a sufficient number of
staff to launch the application, sufficient Internet access, implementing
smart contracts and electronic signatures).

The implementation of any system in this area can take a long time
due to certain limitations or obstacles, such as the lack of preparedness
of the population and/or civil servants for new technologies (resistance of
the local population to change due to their mistrust in the new technology,
fear of losing control in senior officials, training a sufficient number of
staff to launch the application, sufficient Internet access, implementing
smart contracts and electronic signatures), the lack of local developers or
the lack of funds to purchase ready-made software from the private sector
and/or to train staff.

The first real attempt in this direction can be seen in the platform
BenBen, a Ghana-based landtech company founded in 2015 by Emmanuel
Buetey Noah. In an effort to overpass the disagreement between land rights
holders and land market actors, BenBen uses distributed ledger technology
frameworks to create trusted, transparent and integrated land transaction
environments in frontier economies (benben.com.gh, 2022). It provides
an Ethereum-based digital registry system for all land registers across
Ghana. Previously 70% of legal disputes in Ghana’s national jurisdictions
were related to land. As of 2017, BenBen has consolidated 10,000 records
into its digital registers, many of which have been successfully traded.
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Previously, the average time to obtain a land title document was one year.
After BenBen's services, it was reduced to three months. The average
time to obtain a land report from the Land Commission has been reduced
to 3 days with BenBen’s services, compared to a month ago (Berryhill
et al., 2018).

Implementation Practices, Gained Benefits and Arisen Difficulties

As this blockchain system, built by Noah Raford, is privately owned
and developing in what he calls a ‘pre-legal phase’, businesses and
administrations in Dubai have not seen a real strategy and path to develop
its use at a systematic level. They were also looking for a centralized
platform to share knowledge and best practices. To this end, Dubai has
established a large, multi-stakeholder Global Blockchain Council, as it is
widely known. According to Berryhill et al. (2018), 15 pilot experimental
projects have currently been launched within this new space. Almost all of
them are public-private partnerships (PPPs). The Smart Dubai Office has
instructed fourteen thousand civil workers in data science and technology
literacy as part of this effort. So, it turns out that the Dubai Land Records
Authority has become one of the pioneering government agencies to
blockchain land records (cointelegraph.com, 2018).

Another country that is actively involved in the realization of the
blockchain system in this area is Sweden. In general, transparency and
accountability requirements are not met by the centralized data storage
system developed in Sweden. In order to ensure a more efficient, faster
and more personalized service to citizens, the Swedish Land Registry
aims to go ahead with current digital systems to record land transactions
and ownership. To achieve this, the Blockchain system is currently
being considered as an alternative, and a three-phase project is planned
to use it in the Land Registry. Currently, the first phase focuses on the
adoption of blockchain technology. The second phase aims to develop a
technology that best meets the needs and requirements of asset owners
and governments. The final phase is one of experimentation, with the aim
of developing an effective proof of concept.

The results of the new system are not yet known, as the project has
not yet been adopted on a national scale, despite a successful pilot in
2017-2018 (McMurren et al., 2018). One of the challenges in implementing
the project is that the digital signature of smart contracts is not legally
recognized. Therefore, even if it functions as a system, it does not have any
legal significance: no transaction or deal registered on it may be binding
in law. How the governance system around blockchain will work is still
unclear. Another major challenge is explaining how the technology works
(Snall, 2017).
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Tomicah Tillemann, co-founder of Blockchain Trust Accelerator
(BTA), noted in his interview with Berryhill et al. (2018) that currently,
when blockchain systems are used in different networks, most systems
are developed by a private network and offered to states. For example,
the completion of a blockchain trial to enable faster property transactions
was recently announced by participants including Barclays, Royal Bank of
Scotland (RBS) and blockchain company R3 (coindesk.com, 2019). Every
property transaction involves at least eight parties, in addition to the buyer
and the seller, and the need to go through a process of information exchange
involving a large number of documents, platforms and databases. The
result, according to the Instant Property Network (IPN), was transaction
delays, errors, cost increases and unpredictability for all participants.
Using this new blockchain-based system could save the global real estate
market an estimated $160 billion a year, the developers claim, by reducing
the process of buying and selling property from more than three months
to less than three weeks. For the next phase of the project, the company
says it is recruiting “dozens” of private and public sector companies. It
plans to release the next version of its platform in September.

BTA has also implemented a number of national government projects
around the world, including the successful digitization of the Democratic
Republic of Georgia's state land registry, says Tillemann. Georgia
announced its plan to realize land registration based on blockchain to
increase the reliability of land transaction data in 2016, and by 2017, over
15 million parcels of land had been entered into the blockchain (Shin,
2017). As a result, the time taken to complete a land transaction has been
reduced from one day to an average of ten minutes.

The rational development of blockchains in the government sector and
for social purposes is hampered by two obvious obstacles, says Tomicah
Tillemann. One of them is the secure identification of users participating
in technological and blockchain systems. The second is education, which
is not enough to make clear to everyone, in simple terms, the possible
impact of technology on the daily lives of citizens.

Situation in Developing Countries

One of the most serious problems in developing countries is land
registration and data management. For example, among the four main
provinces of Pakistan (Sindh, KPK, Balochistan and Punjab), only Punjab
has its land data integrated into the country’s computer system. In some
states or provinces, land records are still not registered, and the data is
typically managed in large paper-based records by a central person
known as a ‘patwari’ (Khalid et al., 2022). Despite the magnitude of the
problem, attempts to secure property on the basis of blockchain systems
have not yet been made by the state, but efforts are being made by private
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researchers to contribute to the state through the implementation of
experimental pilot projects. Khalid et al. (2022), who are working on such
a project, highlight that the most challenging barrier will be the ‘resistance
to change’. This is because many people lack computer skills and may
struggle with adopting a new framework that requires significant learning
and adaption.

In countries where there is a lack of a secure land registry, the first step
is to digitize the property records. This is crucial because having accessible
and quality ownership registers and databases is essential (Arrunada,
2012). Only then can the blockchain system become a potential solution
to address problems and function as a tool for property management.
Currently, many Central Asian countries, namely Kazakhstan, Kyrgyzstan,
Tajikistan, Turkmenistan and Uzbekistan, are actively working on digital
signatures and identifying and digitizing various types of property to
establish a more reliable and efficient land registry system. These studies
create the conditions needed to implement the blockchain system in the
near future. However, time will be the measure of what these countries
will do in the future. Some researchers, such as Bustamante et al. (2022),
point out that digitization comes at a cost, and continuing adoption of
blockchain technology may not bring many more benefits than such
digitization.

The necessity of implementing blockchains in real estate markets
may not be clear, given that the majority of economies currently have
well-established judicial rights to real estate backed by governments. In
most cases where blockchain technologies have been utilized, real estate
markets have already been functioning adequately. Therefore, the next
steps for Central Asian countries therefore will depend on the effectiveness
of blockchain-based property registration systems, which have been
increasingly adopted and implemented by many countries worldwide.

15.7 Applications of Blockchain in Public Debt

It is important to understand that the debt incurred today, especially the
external public debt, is a burden for the next generation and therefore
it is important to approach this situation responsibly. To achieve this,it
is essential to gain an understanding of how the borrowed funds are
currently being used, assess their effectiveness, and determine whether
they are yielding returns or creating a burden for future generations.
One area of government where clear and reliable data are difficult
to find today is external debt. In general, information on where and how
borrowed funds are spent and who controls them is either absent or scarce
and unclear, especially in the social databases of developing countries.
This is a sign of corruption in the sector. If the state can use blockchain
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applications to prevent corruption in other sectors, it should definitely
develop applications in this area as well.

In this area, as in others, the state can achieve many other positive
results, not only in preventing corruption, but also in reducing
bureaucracy, reducing the cost and time of transactions, and increasing
efficiency through openness of information.

So far, there has been little interest from blockchain researchers in this
area. However, the idea is that an international or global system could also
be developed for foreign debt. This would allow countries or international
organizations to lend money to other countries through the same system,
and at the same time monitor whether the money is being used for its
intended purpose.

15.8 Conclusion

The use of blockchain technology could make it more convenient to manage
trusted information, allowing governments to access important public
data more easily, provided the information remains secure. At the same
time, by ensuring public data transparency and access to reliable data for
all citizens, it could significantly improve social welfare. The technology
also has the potential to be a powerful tool to help fight corruption and for
the improvement of public sector efficiency.

The vast majority of the blockchain projects in the public sector that
have been launched to date have not yet moved beyond the pilot phase.
However, some of the obstacles which were thought to be major barriers
to implementation, such as the digital signature requirement for smart
contracts, internet access and the ability to connect to the system via
smartphones, have been overcome quickly. This reinforces the belief that
there will be more examples of successful government implementation in
the near future.

Our research has shown that blockchain-based systems in the public
sector vary widely from domain to domain. Some areas have been the
focus of much research, while others have received little or no attention.
But even in areas that have received a lot of attention, implementation
tests show that there are still gaps and challenges to be addressed. In this
context, the focus should also be on piloting existing projects in areas
where a wide range of blockchain-based systems have already been
developed, such as taxation, voting, aid and property registration, to
overcome the shortcomings and increase their usability and reliability. In
areas such as procurement and public debt management, where there are
currently existing gaps, it is important to develop and test appropriate
systems in the short term.
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Chapter 16

Examining Blockchain
Applications in Terms of
Governance and Ethics

Advantages and Disadvantages

Aysegul Asuman Akdogan1 * and Ceren Aydemzr

16.1 Introduction

With the widespread adoption of digital technologies, society as a whole
society has entered a transformative process. Various elements, such as
individuals, sectors, institutions, the economy and other technologies, have
been impacted by this digital revolution. In this context blockchain stands
out as a pioneering technology that has emerged and gained prominence
during this digital transformation. Blockchain technology became widely
known and gained popularity in 2008 with the publication of an article
authored under the pseudonym Satoshi Nakamoto. The author referred to
asananonymous individual or group, introduced the concept of blockchain
through this paper (Nakamoto, 2008). Today, blockchain technology has
evolved beyond its association with cryptocurrencies and is now applied
in numerous domains. Governance is one such are area where blockchain
technology that can be leveraged due to the significant advantages it offers.
Utilizing blockchain in governance processes provides benefits such as
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reduced costs, increased liquidity, improved accuracy in record keeping
and enhanced transparency in ownership transactions. Demand for
individual companies to use blockchain in their operations has increased
in some exchanges because they use blockchain technology as a new way
for corporate stock trade and track their ownership (Magnier and Barban,
2018). Another issue that needs to be considered with usage of blockchain
is ethics. The effects of blockchain technology on society and businesses
are revolutionary. This may present ethical challenges today and in the
future. The adoption of blockchain and its potential consequences and
the emergence of ethical challenges also raise concerns about blockchain
applications (Tang et al., 2020). In addition to ethical difficulties, positive
aspects can also arise in blockchain technology. The number of studies
about this subject should be increased in order to both reveal the positive
aspects and overcome the negative situations.

In the literature, there are studies that examine blockchain together
with governance (Jayasuriya Daluwathumullagamage and Sims, 2020; De
Filippi, 2019; Hooper and Holdbriigge, 2020; Razzaq et al., 2019; Kaal, 2021;
Yermack, 2017; Tiwari and Pal, 2022; De Filippi et al., 2020; Akgiray, 2019)
and ethics (Sharif and Ghodoosi, 2022; Ronaghi and Mosakhani, 2022;
Tang et al., 2020; Tang et al., 2019; Magnier and Barban, 2018). Blockchain
is a novel topic, and implementations of blockchain are spreading so fast
that in every single case, a new experience arises.

This creates new questions and issues. So, the field is open to
development. Therefore, the study is important in this context.

The aim of this study is to examine blockchain technology in terms
of governance and ethics and to reveal the advantages and disadvantages
in this context. In this chapter, firstly, the conceptual framework related
to blockchain technology and governance will be included, and then the
relationship of blockchain with governance and ethics will be discussed
both in general and within the scope of business applications. Finally,
recommendations are made on the subject.

16.2 Blockchain Technology

Blockchain, which is also used as a distributed ledger, was introduced in
2008 by Satoshi Nakamoto to solve the double spending problem (Razzaq
et al.,, 2019). It can basically be described as a data storage approach in
which multiple stakeholders reach an agreement among themselves,
save transactions on different databases and ensure that they cannot be
changed (Deloitte, 2018).

Instead of keeping the records in a table as a database, the blockchain
groups the history of the records and the database in a block as a block.
Each new block is chained to the previous block using a cryptographic
hash, and when they are all added together, the blockchain emerges.
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Thanks to this technology, an intermediary institution such as a bank is
created and software codes make the records verifiable. Cryptographic
hash can be defined as a fingerprint for any digital data. Regardless of
the data, the hash is the same when the same data is processed each time
(Wiist and Gervais, 2018).

Blockchain technology has some unique characteristics. These
features are summarized as decentralization, persistency, anonymity and
auditability (Zheng et al., 2018; Unal and Uluyol, 2020).

¢ Decentralization: In traditional centralized structures, every transaction
center needs to be verified by a reliable source. For example, in money
transfer transactions, these transactions are verified by banks. This
situation creates a bottleneck in terms of performance and financial
cost. In structures where blockchains are used, transactions are
carried out entirely between sending and receiving peers. Therefore,
blockchain applications and servers can significantly reduce costs.

e Persistency: Every transaction confirmed on the blockchain and
added to the chain is irreversible under normal conditions. This
situation has advantages and disadvantages in various aspects. Since
transactions are added and controlled by many nodes, the probability
of adding incorrect records is very low. However, on the other hand,
it is not possible to change or delete the records added to the added
blockchain. The immutability of records creates areas of use such as
asset representation to blockchains.

* Anonymity: In blockchain, users use meaningless addresses
consisting of various letters and numbers when interacting with the
blockchain network. This is a situation that prevents the disclosure
of user information. In this way, no authority can store any personal
information belonging to the user who makes the transaction in
transactions made on the blockchain. Except for in-depth analyses and
some special cases, the information on the blockchain and sensitive
information of users cannot be accessed.

o Auditability: All records are kept retrospectively in the blockchain, and
by virtue of block structure, the previous records of a record can be
accessed and its entire history can be extracted. Blockchain records are
public. This ensures that the blockchain is auditable and transparent.

The rapid adoption of blockchain technology has initiated a
transformation in many sectors, especially in finance. The concept of
blockchain, which emerged with cryptocurrencies, has gone beyond
cryptocurrencies today and has made asset transfers possible in a wide
variety of sectors such as health, insurance and trade (Rennock et al., 2018).
Blockchains offer potential advantages over traditional methods in terms
of cost, speed, and data integrity. Entrepreneurs are actively exploring
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the suitability of blockchains to record ownership of various assets such
as stocks, bonds, real estate, automobiles and works of art. Apart from
these, blockchain also has application areas such as public records such
as title deeds, birth certificates, driver’s licenses and university degrees.
Using blockchains to record ownership in these areas can solve many
longstanding problems in this regard (Yermack, 2017).

Blockchain technology changed traditional business processes and
the way businesses transact across borders so companies started to
operate out of reach of existing laws and governance mechanisms. This
accelerated technology change has many implications for companies
and corporate environments. This technology potential has the ability to
radically change the way firms, employees, shareholders and corporations
interact and form relationships (Hooper and Holtbriigge, 2020).

16.3 Governance

Governance is seen as a process that coordinates different network
structures, formed by interdependent positions and actors with conflicting
and opposing interests (Cope et al., 1997). Because governance looks at the
actors in the society as partners it is seen as a pattern of direction and
control arising from the interaction of the economic, political and social
actors in the society (Tekeli, 1996). Governance can be briefly defined as
the act of managing together. It states that governance, management and
decision-making processes are carried out with the cooperation
and participation of all stakeholders and that managers act with a
reconciliatory, transparent, accountable, effective and responsible
management approach. In other words, governance is not solely managed
by a group elected through elections. It also involves the inclusion of
various groups, such as NGOs, chambers, professional groups, private
sector organizations, universities in the decision-making processes. Within
the concept of governance, it is expected that managers must publicly
take their decisions, involve all relevant stakeholders in the process, and
exhibit a knowledge-based, conciliatory management approach (Toksoz,
2008). The concept of governance proposes a system that envisages
collective management instead of a top-down unilateral management style
(Ozer, 2006).

The basic principles of governance in terms of public management
can be listed as consistency (predictability), responsibility, accountability,
fairness, transparency, participation, effectiveness, equality and adherence
to the law (Toks06z, 2008; Srivastava, 2009; Firidin and Mazlum, 2022).
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* Consistency: The compatibility of the decisions made both with each
other and over time ensures that the regulations to be made by the
state are predictable and that the citizens make future development
investments in an environment that they can trust.

® Responsibility: The government should have the capacity and flexibility
to respond quickly to social changes.

® Accountability: Public authorities are responsible for how public
resources are used, budgeted and reported, and are accountable when
necessary.

® Fairness: The fact that the public sector does not favor any part of the
society in the decisions taken and that the rules that the citizens are
subject to are clearly applied to everyone in the same way ensure
citizens’ trust in the state.

® Transparency: It is the decision-making processes and decisions of
public authorities that are open and shared with other stakeholders.

o Efficiency: It expresses that decisions should be taken at the appropriate
time and in line with the objectives.

* Equality: It means that the decisions taken by the management are
applied equally and simultaneously to everyone and that there
is a reasonable relationship between the expected results and the
resources to be used and their effects on the segments that will be
adversely affected.

o Adherence to the law: It means that the management makes decisions
based on objective information while remaining within the rules of
law, and that the decisions are audited by legal means.

Governance challenges the notion of manageability as self-governing
networks, as it rejects the idea of autonomy and centralized guidance
(Cope et al., 1997). From the governance perspective, management is
seen as an interactive process because no single actor, whether from the
public or private sector, possesses the necessary resource capacity and
knowledge to solve complex problems on its own (Stoker, 1998).

Governance is also necessary in businesses because of the differences
between ownership and control. Shareholder goals of a business may not
always be the same as business goals. There may be differences of opinion
between shareholders and managers on issues such as needs and making
a profit. In this context, agency theory can be associated with corporate
governance. According to the agency theory, because managers prioritize
their personal interests, solutions should be found that transform the
manager from the position of the agent of the organization to the person
who serves the organization (Ronaghi and Mosakhini, 2022; EIGammal
et al., 2018). In this context, governance is important. At work, corporate
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governance ensures that managers’ actions are aligned with shareholders’
goals through structured policies and processes. When governance
is considered within the scope of business and management science, it
includes the whole relationships between the right holders of the enterprise
and the owners. Governance, which can also be expressed as managing
the top management of the enterprise, as a concept intimately related to
the activities of the top management and the board of directors, includes
the control and direction of the top management of the enterprise and the
relationships of the groups that claim rights over the enterprise with the
top management (Baraz, 2004). The corporate governance structure and
board of directors determines the rights and responsibilities among the
different participants of the company such as management, shareholders
and other stakeholders, and sets out the rules and practices related to
decision-making in company affairs (Ulgen and Mirze, 2013). While the
principles of governance for public management are explained with
eight principles, four principles stand out for businesses. Transparency,
accountability, responsibility and fairness are accepted as corporate
governance principles (Iscan and Kaygim, 2009; OECD, 2000):

® Transparency: It means the timely, complete, accurate and clear
disclosure of information about the company to the public, excluding
information that is a trade secret.

o Accountability: It is the accountability of the members of the board of
directors to the shareholders.

® Responsibility: Compliance of the activities carried out by the company
management on behalf of the company with the legislation, articles of
association, internal regulations and auditing this.

e Fairness (Equality): The shareholders and stakeholders are treated
fairly in all activities of the management.

16.4 Blockchain and Governance

When it comes to governance, the most important innovation of blockchain
technology is that it offers more transparent and less hierarchical structures
and distributed governance models. Enables the creation of technology
decentralized blockchain-based organizations, allowing people to
coordinate themselves peer-to-peer with smart contracts (Wright and
De Filippi, 2015). Blockchain technology is a powerful tool for governance,
especially for stakeholder engagement (Yermack, 2017; Lafarre and
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Van der Elst, 2018). Some of the advantages arising in this context are
(Akgiray, 2019):

® Greater transparency of ownership and changes in ownership: All users,
including the blockchain, can also see the trades of others.

o Efficient and fair shareholders’ meetings: An annual general meeting
designed with blockchain not only accelerates issues such as voting and
elections, but also reduces manipulation by providing transparency.

* Real-time accounting: Accounting systems structured with blockchain
will reduce the need for auditing. At the same time, when smart
contracts are implemented correctly, the need for litigation and the
expected costs of financial stress will decrease.

The most important effect of blockchain for corporate governance is
to attain much more. It achieves this by eliminating intermediaries. The
complexity of investment networks can cause inefficiency in governance
and poor governance can cause financial crises. Because one of the biggest
advantages of blockchain technology is the elimination of some forms of
intermediation, it offers an opportunity for better governance (Akgiray,
2019). The fact that information is shared with everyone in the network
and is irreversible in blockchain is a very effective mechanism to ensure
transparency and accountability in governance. Openness and accessibility
in communication channels can help identify and fulfill responsibility.
However, smart contracts can be designed to ensure fairness in the
decision-making process (Akgiray, 2019).

Trading and tracking the ownership of financial assets make
blockchain technology a powerful new method. Exchanges around
the world use blockchains as a way to list, trade and vote on company
stocks, benefiting from lower trading costs, faster property transfers, more
accurate registrations and greater transparency (Yermack, 2017). Issuing
and trading company securities on blockchains will create numerous
benefits, as well as some costs associated with greater transparency
in ownership, greater speed, cheaper trading, and reconciliation.
Transparency will significantly impact the profit opportunities available,
especially for executives, institutional investors and shareholder activists.
Because of the real-time monitoring of transactions offered by blockchain
technology, ownership and liquidation incentives can vary significantly.
By virtue of technology, changing incentives in trade will provide more
secure information about the value of companies, and as a result of these
changes, capital suppliers will be able to design securities in different ways
by taking advantage of the smart contracting capability of blockchain
technology. Firms can hire board members or outside consultants with
different skills to deal with these changes, and management incentives
will evolve as the blockchain changes (Yermack, 2017).
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Both public and private governance could benefit from this technology
at the national level (Tiwari and Pal, 2022). Banking, notary public, a
title deed, tax tracking, smart contracts, cloud storage, electronic voting,
citizen identity records, supply chain management, verification of social
assistance payments, health system, patient records, intellectual property,
licenses and so on are used in many transactions, which constitute the basis
for fast, safe and cheap transactions ($Sahin, 2021; Alam et al., 2021; Giiven
and $ahindz, 2020). The use of blockchain in public governance will make
it easier to perform public services such as tracking the identities and assets
of citizens. It is the fundamental duty of the democratic constitutional
state to keep the land registry records open and unchangeable to protect
the fundamental human right to property. Blockchain technology is
the strongest candidate to provide a reliable infrastructure to ensure
the right to property in ensuring the unchangeable records, clarity and
transparency (Sahin, 2021). One of the most important public usages of
the blockchain is “smart contracts”. Agreements can be made between
stakeholders without the need for a central authority and can be tracked
through a series of algorithms. For the time being, it is more reasonable
using blockchain in the agreements for automated instructions as
self-executing contracts (Werbach, 2021). One of the areas where blockchain
will be effective is electronic voting (e-voting). The use of electronic voting
in public opinion polls, in various public and private polls, and in general
or local elections has the potential to provide a favorable environment for
governance by supporting citizens’ participation in decisions on a very
useful ground in terms of time, space, cost and transparency (Giirfidan
and Akgay, 2020).

However, when it comes to private governance, blockchain technology
can be applied in many organizations all over the country that provide
products and services. In the long run, this will enable blockchain-based
corporate governance (Tiwari and Pal, 2022). Many of the practices that
have emerged from incorporating blockchain into public governance are
also being implemented in private or corporate governance in different
ways. In terms of the blockchain and governance relationship, the
business can focus on several areas. Documents, policies and procedures
are elements that require data management for businesses. It is important
that they are both accessible and confidential. At this point, blockchain
is one of the most suitable solutions for businesses. All records can be
securely placed on the blockchain, keeping confidentiality. All data is
publicly stored, but not accessible to everyone. Only the block owner can
access it. So blockchain may be a better option than a database. Although
databases are also auditable and manageable, they can be compromised
by a simple email attack. But blockchains are not like that. One of the basic
building blocks of blockchain is immutability. It is not possible to change
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an entry after putting it in the chain. Therefore, utilizing blockchain in
governance procedures for businesses will be safe, secure and immutable
(Brown, 2022). This creates a more reliable environment for stakeholders.

16.5 Ethics

It is seen that the concept of ethics, which is a part of social life, has been
discussed in many different areas from the past to the present, and it is in
a structure that is re-evaluated and handled in every new and/or different
conditions in which a community and daily life exist. According to the
general view, ethics is a collection of rules containing moral values and
principles that guide the behavior of a person or group regarding what
is right and wrong. The issue discussed in ethical behavior is questions
about what is valuable and what is worthless; what is virtue and what is
not; what kinds of actions are right and wrong to do. It has been the case
that every person has been torn between different behavioral alternatives
at various moments in his life, and has had difficulty deciding what would
be the right thing to do at that moment. The question of what would be
right for an individual to do in the face of a situation that he or she faces
is a question that only the person experiencing that situation can answer.
Although ethics deal with human action, they are not considered to be a
characteristic theory of action, because the subject of ethics is not about all
human activities and actions, but actions that emphasize morality. In other
words, ethics asks about the qualitative situation that makes an action a
morally good action. Actions that are right and valuable for humanity,
society and individuals constitute the subject of ethics (Ulgen and
Mirze, 2013).

Business ethics is about what is good or bad, fair or unfair in a
particular situation in a business. Questions on this subject are increasing
day by day. Business ethics is a set of values and principles that guide
employees on these issues (Carroll and Buchholtz, 2003). Most definitions
of business ethics relate to rules, principles, and standards about what is
right and wrong in specific situations. In simple terms, business ethics
encompass the ethical principles and standards that guide our behavior
in the business world (Ferrel and Fraedrich, 1994). Although the factors
that determine business ethics are basically the organization, society and
culture, the use of technology is also important in terms of ethics.

16.6 Blockchain and Ethics

Since the foundation of blockchain is based on data, ethical problems often
arise in this area. These issues relate to privacy, accuracy, property, and
accessibility (Tang et al., 2020; Zheng et al., 2018). In this context, personal
data included in the blockchain can also create ethical problems. Despite
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the development of various regulations to limit and standardize the use
of personal data in electronic media and prevent the unauthorized access
by third parties, the inherent structure of blockchain technology poses
challenges. The immutability of data storage in blockchain, particularly,
when it involves personally identifiable information, is inconsistent
with the relevant legislation concerning the protection and storage of
personal data (Personal Data Protection Law and Blockchain Technology
Report, 2019).

These incompatibilities arise from the nature of data processing in
distributed databases using blockchain technology. This technology
ensures data integrity, making it imutable and resistant to changes.
Moreover, data deletion is not possible in applications using blockchain
technology. Additionally, all users in the network have visibility and
access to their own copy of the data. In the literature, there are studies
(Zyskind et al., 2015; Zheng et al., 2018; Truong et al., 2019) detailing
blockchain applications for the control and audit of personal data, and
offering suggestions that can provide maximum compatibility with the
aforementioned technology within the scope of various legal regulations.
Therefore, this deficiency will probably cease to be a problem in the future.

Besides the problems with blockchain, it also creates many ethical
advantages. With immutability, being one of the main features of
blockchain technology, it aims to prevent various forms of frauds and
unauthorized use of personal data. This technology also provides
transparency in organizational processes and ethical codes related to the
accurate monitoring of managerial activities and valuation of corporate
assets. Organizational competition could also be affected by this technology
because of the distributed information system in the blockchain network
(Ronaghi, 2020; Brav and Mathews, 2011; Tapscott and Tapscott, 2017;
Catalini and Tucker, 2018). Thus, unfair competition can be eliminated.

Considering the application of blockchain in business activities
(e.g, Human resource management), the issue of ethics primarily
manifests itself in the recruitment and placement processes. Through the
blockchain technology, it is possible to have an affirmed and transparent
recruitment and selection procedure (Sharif and Ghodoosi, 2022). Thus,
benefits such as easier organization of candidate information, enlargement
of the candidate pool in accordance with the needs and objectives of the
business, and a fair area where all candidates have equal conditions are
also provided. Applications can be considered very reliable, as blockchain
will ensure that the information and documents submitted by candidates
with their application are verified. This will make the field fair for all
applicants. Recruitments made in this way, especially in crucial sectors
such as chemistry and energy, improve the quality of human resources
and provide safe operations (Zehir et al., 2022). However, a downside to
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ethics is that blockchain technology reduces privacy, which can also be
associated with personal data. Employees may think that privacy has been
violated when they don’t have control over the background information
that employers have access to.

Afterselection and placementin enterprises, contracts should be signed
to determine the rules of the business relationship and mutual expectations
regarding wages and rights. Here, too, blockchain technology comes to
the fore with the benefit of smart contracts. Smart contracts are coded
deals that self-execute agreements and automate certain decision-making
processes. Smart contracts can be used to make employee payments. An
automatic payment plan is activated when predetermined conditions are
met. Using predefined conditions will also reduce the likelihood of delay
or denial of compensation after employees meet them. Thus, a plan in
which transparency, speed and accountability is increased and arbitrary
practices are reduced is provided (Sharif and Ghodoosi, 2022).

After the organizations complete a recruiting activity, they want to try
motivating and retaining recruits. Creating a work atmosphere that fosters
employee retention is crucial, considering the substantial costs businesses
incur when employees leave. One of the ways businesses keep their existing
employees is to ensure justice and to give them the right to participate in
organizational processes. Blockchain-based organizations, as in the many
technology-oriented businesses, have narrowed their control area and
gained a more unlimited structure (Ashkenas, 1995; Devanna and Tichy,
1990). Blockchain-based businesses can foster a managerial process in
which leaders’ responsibilities are distributed among employees (Pearce
and Conger, 2002; Pearce et al., 2008). This shared leadership procedure can
make co-decision mechanisms more functional through the blockchain. In
this way, employees have the opportunity to access a significant amount
of data. However, all users on the blockchain can vote for or against any
block attempting to be added to the blockchain. Consequently, blockchain
enables an equitable and distributed voting procedure, where employees
can voice their opinions.

One of the areas where blockchain can be used to ensure ethical
practice is conflict management (Sharif and Ghodoosi, 2022). Here
again, smart contracts can be used to resolve the conflict. By coding
the probabilities, it is possible for the employee to solve the conflict by
evaluating the probabilities over these codes. All of this gives employees
a sense of value, as they provide opportunities to voice their opinions and
participate in decision-making. It also reduces employee concerns about
perceptions of fairness.

Blockchain technology can also be used for performance management.
Blockchain provides a distributed and verified performance management,
creating transparency, accountability and trust. Thus, prejudice in the
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evaluation of employees will decrease and healthier decisions can be
made in appointments. As all these will make the organization a fairer
field, a positive ethical situation will be created. A disadvantage at this
point may be that a negative performance appraisal may stick to the
person. Since the data recorded in the block will be immutable, this
may prevent the employee from getting promoted, especially in cases
where performance assessment has not been done fairly. However,
blockchain-based performance assessments focus on minimizing such
threats for individuals.

Finally, if an employee leaves or is removed from the organization,
blockchain can streamline dismissal activities such as verifying and
transferring employee documents and build trust. Also, dismissal may
present some risks to the organization, including legal risks. Because
transparent performance management provides a trackable record of
performance to both the organization and employees, the organization
and employees better understand the responsibilities and rights associated
with leaving. Thus, a more certain evaluation of emerging risks and a
more fair and effective determination of debates can be achieved (Sharif
and Ghodoosi, 2022).

16.7 Conclusion and Recommendations

Blockchain has the capability to make radical changes in every aspect
of society with its innovations. Blockchain, one of the technologies that
emerged on the basis of digitalization, increases the participation of
everyone who benefits from this technology in all processes, since it is
a consensus-based mechanism that eliminates intermediaries. Therefore,
since the blockchain includes a transparent management approach, it
also overlaps with the governance approach that enables everyone to
participate directly in the management processes, thus forming the digital
infrastructure of governance. Thanks to the basic features of blockchain,
principles such as transparency, efficiency, sustainability, participation
and accountability in governance are much better than before (Sahin, 2021).
Very successful results are also obtained in terms of durability, security
and data transfer criteria. These criteria will bring greater advantages
in the future (Unal and Uluyol, 2020). In this context, it can be said that
using blockchain in governance has positive results. In addition to these,
blockchain also has some negative aspects. Although transparency from
blockchain features is seen as an advantage in terms of governance, it can
create major problems in systems with personal privacy such as banking.
This situation creates inconsistencies with the regulations within the
scope of the personal data protection law. Another disadvantage of the
use of blockchain is that the legal infrastructure is not yet clear. Increasing
state regulations in this regard will reduce and eliminate the relevant
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deficiency. Another obstacle facing the blockchain is technical features
such as not providing a good user experience, scalability and privacy
problems due to being a relatively new technology (Sen and Alniacik,
2019). Although blockchain technology allows significant savings in time
and transaction costs, the high investment costs in the installation phase
of this technology can be a deterrent (Babaoglu and Karasoy, 2022). In
addition, environmental effects such as high energy consumption can also
create problems in terms of sustainability principles.

In many blockchain applications, the disappearance of the
confidentiality of data can create ethical problems. Apart from this, it
provides ethical values such as equality and justice, especially since
it has the potential to change human interactions in business practices.
Blockchain is also a good solution to control corruption and immorality in
the organization such as information distortion and fraud. Thus, using this
technology, organizations can enhance their ethical standards and create
appropriate business interactive relations. For this, managers need to see
blockchain as a versatile application that affects organizational interactions
and human behavior rather than just a technical tool. Otherwise, the
problems experienced in this regard may reduce the effectiveness of the
use of blockchain.

As a result, the positive and negative aspects within the scope of
governance and ethics that arise with the use of blockchain may differ
according to features such as the purpose of the blockchain, the sector in
which it is applied, and the organization. Sometimes what is seen as an
advantage for one side can create a disadvantage for the other. In addition,
although there are negative aspects, since blockchain is a technology that
is open to continuous development by its nature, these problems will
decrease and disappear as the technology develops. At the same time,
the appropriate environment to be provided with governance and ethics,
which are known to be positively related to blockchain applications, will
contribute to the more effective work and sustainability of organizations.
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Chapter 17

Accounting and Auditing
Perspective of
Blockchain Application

Mehdi Bouchetara

17.1 Introduction

Accounting and auditing professionals are getting increasingly aware of
the importance of technology for their industry. Automation, digitization,
and data analysis are radically transforming the way accounting
professionals work. The majority of professionals surveyed believe that
technology is a key element in improving their efficiency, productivity,
and quality of work (Deloitte, 2019).

Automation is significantly transforming financial functions.
Administrative tasks, such as data entry, account verification, and
bank reconciliation, are becoming increasingly automated, allowing
professionals to focus on more tasks that are complex. Data analysis
and predictive modeling are key areas for the future of accounting and
auditing (McKinsey, 2019). Data analysis is becoming an essential skill for
accounting and auditing professionals. Data analysis tools, such as data
mining techniques and machine learning algorithms, can help identify
anomalies and fraud, as well as predict financial trends (PwC, 2020).
Block chain can be used to improve transparency and security in financial
transactions. Transactions can be stored transparently and immutably,
making verification and auditing of accounts easier. In addition, block
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chain can also help automate account verification processes, which can
reduce costs and improve efficiency.

Artificial intelligence (Al) is also transforming the accounting and
auditing function. According to a report published by accounting software
company Sage (2018); Al can help automate manual tasks, such as data
entry and bookkeeping. It can also assist with data analysis, identifying
trends and patterns in large datasets.

Furthermore, artificial intelligence (Al) has the capability to detect
fraudulent activities and deviations in financial transactions. This can
be achieved through the examination of transactional patterns and
the identification of atypical behaviors. Additionally, Al can enhance
the precision of financial reporting by effectively detecting errors and
disparities within data (Forbes, 2021).

Another manner in which artificial intelligence (AI) is revolutionizing
the accounting and auditing domain involves the utilization of natural
language processing (NLP) and machine learning techniques. NLP can
be effectively employed to scrutinize unstructured data sources, such as
emails and textual documents, with the aim of extracting valuable insights.
Furthermore, machine learning algorithms can be trained to identify
patterns and aberrations within financial data. By automating specific
tasks like risk assessment and sampling, Al can enhance the audit process,
resulting in heightened precision and efficiency. This enables auditors to
allocate their efforts towards more intricate endeavors (Deloitte, 2020).

17.2 Definition and Evolution of Blockchain Technology

Block chain technology has been defined in various ways by researchers
and experts in recent years. According to Garcia et al. (2021), a blockchain
is a secure and decentralized ledger that registers transactions and assets
across a network of peers. This ledger offers the capability to generate
transparent, tamper-evident, and secure transactions applicable to various
domains. The World Economic Forum (2021) defines blockchain as a
decentralized and digital ledger that securely records transactions across
a computer network while ensuring transparency. Similarly, Harveston
and Li (2020) describe blockchain as a decentralized and distributed digital
ledger that is employed to record transactions across multiple computers,
guaranteeing security and tamper-proof attributes.

The evolution of block chain technology has experienced rapid and
constant development since its creation in 2008 with the publication of
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the Bitcoin whitepaper by Satoshi Nakamoto. Here is an overview of the
evolution of block chain:

® 2008-2010: Creation of Bitcoin and initial applications; The first
application of block chain was the creation of Bitcoin, a decentralized
digital currency, in 2008. The Bitcoin whitepaper describes how block
chain technology can be used to create a secure digital currency
without the intervention of a central third party (Nakamoto, 2008).

e 2011-2013: Growing adoption and development of decentralized
applications; Block chain technology was adopted for many other
decentralized applications, such as smart contracts and decentralized
data storage applications. The year 2013 saw the creation of many
new block chain-based crypto currencies, including Ethereum
(Buterin, 2013).

¢ 2014-2016: Industry maturation and development of new standards;
During this period, the block chain industry began to mature and
develop new standards for security and performance. Industry
consortia such as the Hyperledger Foundation were created to
promote adoption and development of block chain technology
(Hyperledger, 2016).

e 2017-2021: Massive adoption and development of new commercial
applications; The year 2017 saw massive adoption of block chain with
the launch of new commercial applications, such as stable coins and
decentralized trading platforms. This period also saw accelerated
development of block chain technology in many sectors, including
finance, health, and supply chains (Garcia et al., 2021).

17.2.1 Advantages of Blockchain

One of the advantages of block chain is that it offers increased transparency
and strengthened security due to its decentralized structure and its
ability to encrypt data. According to Awan et al. (2019), block chain can
offer solutions to problems such as data security, transaction reliability,
and privacy protection due to its ability to ensure the integrity and
confidentiality of data.

Furthermore, block chain can also improve the efficiency of financial
transactions by eliminating the need for intermediaries such as banks
and money transfer companies. According to Liu et al. (2020), block
chain can accelerate the process of money transfer and decentralized
financial contracts, which can reduce costs and delays associated with
these processes. Block chain can also be used for identity management
by allowing each user to control and manage their own personal data.
According to Schwartz et al. (2020), block chain can allow users to securely
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store and share their data, which can improve privacy protection and
online trust.

17.2.2 Limitations of Blockchain

Despite its many benefits, there are also some limitations to block chain
technology that must be considered. One of the main limitations of block
chain is its scalability. According to Gai et al. (2020), the current block
chain architecture can only process a limited number of transactions per
second, which may not meet the demands of large-scale applications such
as payment systems or stock exchanges. Another limitation of block chain
is its energy consumption. According to Wang et al. (2020), the process of
validating transactions on a block chain network can consume a significant
amount of energy, which is not sustainable in the long term.

Block chain also has privacy and security limitations. According to
Liu et al. (2019), block chain is not immune to hacking attacks, and it may
raise privacy concerns, as the data stored on the block chain is accessible
to all users in the network. Block chain has many advantages; it also has
some limitations that need to be addressed, such as scalability, energy
consumption, and privacy and security.

17.3 The Functioning of Blockchain in Finance, Auditing,
and Accounting

Block chain can be used in various areas of finance, auditing, and accounting
to improve the transparency, security, and efficiency of transactions.
For example, in finance, block chain can be used for money transfers,
decentralized financial contracts, identity management, and payments.
According to Bohme et al. (2015), block chain can eliminate intermediaries
in international fund transfers, which can result in significant time and
cost savings.

In terms of auditing, block chain can help to improve the reliability and
transparency of financial data by offering a permanent and unchallenged
record of transactions. According to Liu et al. (2019), this can facilitate the
verification and auditing of financial data and increase the confidence of
investors and users.

In accounting, block chain can be used to automate accounting
processes and accelerate the consolidation and production of financial
reports. According to Liu et al. (2019), this can also help to reduce
errors and accounting frauds by providing reliable evidence of financial
transactions. Block chain can be a very useful tool for finance, auditing,
and accounting by providing increased transparency, strengthened
security, and increased efficiency in financial transactions.
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Wang and Chen (2019) explore the implications of block chain for
cost accounting and financial statement certification. They concluded
that block chain could improve the transparency and reliability of cost
accounting by enabling complete traceability of transactions. This can
help companies improve the accuracy of their costs and make them
more transparent for auditors and investors. Furthermore, block chain
can facilitate financial statement certification by enabling auditors to
verify accounting transactions. This can reduce audit costs and increase
investors’ confidence in companies’ financial statements.

Abdullah and Mohamed (2020) examine how block chain can
improve the reliability and transparency of accounting reporting. They
concluded that block chain could improve the reliability of accounting by
eliminating manual entry errors and ensuring data integrity. Additionally,
block chain can make financial statements more transparent by enabling
complete traceability of transactions and providing an immutable record
of accounting data.

Block chain has the potential to revolutionize accounting by providing
a reliable, secure and transparent record of financial transactions. A lot of
scientific research has been conducted on this topic and it is likely that
new studies will continue to explore the applications of block chain in
this field.

17.3.1 Blockchain and Accounting

The impact of block chain on accounting is changing significantly, as this
technology has the potential to replace traditional accounting systems by
offering greater transparency, cost reduction, and increased reliability.

According to Lin et al. (2022), block chain can provide a decentralized
database that can be used for verifying the integrity of accounting data,
which can reduce errors and frauds. Li et al. (2023) examine the potential
impacts of block chain on accounting in terms of transparency and
efficiency. The authors state that block chain can provide a transparent
solution for bookkeeping, which can help reduce errors and costs
associated with data verification.

Recent research shows that block chain has the potential to have a
significant impact on accounting by offering increased transparency, cost
reduction, and increased reliability of accounting data.

In their study, Iqbal and Raza (2022) present a comprehensive analysis
of the application of blockchain technology in the field of accounting.
The authors explore the potential advantages of utilizing blockchain for
financial statement verification, which encompass enhanced transparency
and decreased expenses. Additionally, they delve into the potential
obstacles, including technical intricacies and security apprehensions.
Ultimately, the authors assert that blockchain holds the potential to
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revolutionize the accounting landscape; however, substantial challenges
must be addressed and surmounted before this vision can be actualized.

Nguyen and Tarca (2021) examines the potential benefits of using
block chain for financial statement verification. The authors argue that
block chain can provide a transparent solution for bookkeeping, which
can help reduce errors and costs associated with data verification. The
authors also examine potential challenges, such as technical complexity
and security concerns. Finally, the authors conclude that block chain can
have a significant impact on the way financial statement verification is
done, but significant challenges must be overcome before this can become
a reality.

Park (2022) examines the potential impacts of block chain on the
accounting profession, including the challenges and opportunities
for accounting professionals. The authors argue that block chain can
transform the way accounting is done, by offering increased transparency,
reduced costs, and increased reliability of accounting data. The authors
also examine potential challenges for accounting professionals, such as
the need to become familiar with new technologies and the need to ensure
compliance with accounting standards. Finally, the authors conclude that
block chain can have a significant impact on the accounting profession, but
significant challenges must be overcome before this can become a reality.

Alkhamisi and Karim (2021) examines the impact of block chain
technology on accounting and auditing. The authors perform a systematic
review of existing literature on the subject and analyze the advantages and
challenges of using block chain in these fields. They find that block chain
has the potential to increase transparency, reduce errors, and improve the
overall efficiency of accounting and auditing processes. However, they
also identify significant challenges, including technical complexity and
security concerns, which must be overcome in order for block chain to be
fully adopted in these fields. The authors conclude that block chain has
the potential to transform accounting and auditing, but further research
and development is needed to fully realize its potential.

The research conducted by Arslan and Albayrak (2020) centers on
investigating the impact of blockchain technology on the accounting field,
specifically within the financial sector. Through the utilization of empirical
evidence, the authors analyze the influence of blockchain technology on
the financial sector and its prospective impact on accounting practices. The
study examines the potential advantages offered by blockchain technology
in the financial sector, including heightened transparency and enhanced
security. Conversely, it also addresses challenges that must be addressed,
such as the necessity for an improved regulatory framework and the
establishment of standardized methodologies for the implementation of
blockchain technology in financial operations. Ultimately, the authors
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conclude that the integration of blockchain technology within the financial
sector possesses the potential to profoundly affect accounting processes.
However, the realization of this potential requires careful consideration,
strategic planning, and effective solutions to overcome the challenges
encountered along the way.

In their study, Malmi and Ollila (2019) present an extensive overview
of the influence of blockchain technology on the accounting domain. The
authors meticulously investigate the potential advantages associated with
the adoption of blockchain in accounting, such as enhanced transparency,
cost reduction, and improved data accuracy. They assert that further
empirical research is necessary to assess the practical implications of
blockchain on accounting, as well as to gain a deeper understanding
of its consequences for accounting professionals and organizations.
The authors ultimately conclude that blockchain holds the potential to
revolutionize accounting practices, yet significant challenges need to be
addressed in order to realize this potential. They emphasize the need for
continued research endeavors to enhance comprehension of the impact of
blockchain on accounting, thereby aiding organizations and professionals
in navigating the intricate intricacies of this emerging technology.

17.3.2 Opportunities and Challenges of Using Blockchain in Audit

The use of block chain in the audit industry is a topic of active debate.
While some see the technology as an opportunity to improve transparency,
quality, and efficiency of audit, others are concerned about challenges
related to security, compatibility, and regulation. In the following, we will
examine the opportunities and challenges of using block chain in audit,
using scientific articles to support our analysis.

17.3.2.1 Opportunities

According to the article “The Use of Block chain in Auditing: A Review”
published in the Journal of Accounting and Taxation in 2021, block chain
technology can offer increased transparency by maintaining a permanent
and immutable record of all transactions. This can help auditors better
understand transactions and better control financial data.

Another article, titled “Block chain in Audit: Opportunities, Challenges
and the Future,” published by Deloitte in 2021, indicates that block chain
can allow auditors to verify financial data more quickly and validate it
more easily. This can improve the quality of audit.

According to the report “The Potential of Block chain in the Audit
Industry” published by PWC in 2022, block chain can allow for the
automation of some audit tasks, reducing errors and speeding up the
process.
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The automation of some tasks can also reduce the costs associated
with audit, according to the same report by PWC.

17.3.2.2 Challenges

According to the Deloitte report, while block chain technology is
promising for the audit industry, it may be difficult to achieve wide and
effective adoption. Compatibility with existing systems: The Journal of
Accounting and Taxation article highlights that block chain systems may
not be compatible with existing financial systems, leading to compatibility
issues. Security: Security is a major concern for all block chain technologies,
and this is true for its use in audit.

Kim and Lee (2022), Rashed and Alqahtani (2021) examines the
impact of block chain technology on auditing using data from companies
in South Korea and Saudi Arabia. The authors found that block chain
could improve the transparency and reliability of financial data, which
can assist auditors in performing more efficient and reliable audits. They
also found that South Korean companies were positive about the future
use of block chain in auditing. However, they also reported challenges
such as the high costs associated with technology adoption and the need
for adequate standards and regulations.

17.4 The Effects of Block Chain Technology on the
Function of Accounting and Auditing

17.4.1 Using of Blockchain in the Accounting Profession

The use of block chain technology can potentially affect the accounting
profession in various ways. First, according to Deloitte (2021), block
chain can automate certain accounting tasks by allowing for automated
verification and validation of transactions. This can reduce potential
errors and fraud, which can improve the quality of financial statements.

Second, according to KPMG (2021), block chain can provide
increased transparency for financial statements by allowing for real-time
verification of transactions and providing a permanent and immutable
record of transactions. This can help increase the confidence of investors
and stakeholders in financial statements. Finally, according to EY (2021),
block chain can also reduce costs for businesses by automating certain
tasks and reducing the need for personnel to perform manual activities
such as transaction verification.

However, it is important to note that block chain is a relatively new
and evolving technology, and there may be challenges to overcome such
as ensuring the confidentiality and security of data on the block chain.
Accountants must therefore be aware of these challenges and be prepared
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to work with block chain technology to make the most of their potential to
improve accounting activities.

Block chain technology can bring many benefits to the accounting
profession, but accountants must also be aware of potential challenges
associated with using this technology. The sources mentioned above
can be useful in learning more about the impacts of block chain on the
accounting profession.

17.4.2 About the Audit Profession!

According to Algahtani et al. (2020), block chain can have a significant
impact on the auditing profession due to its characteristics such as
increased transparency, immutability, and data security. The authors
of this article concluded that blockchains facilitate the collection and
verification of financial data for auditors, which can result in a reduction
of errors or fraud risks in the audited financial statements.

Block chain could also offer better collaboration between auditors and
companies by allowing real-time access to financial data. The authors also
noted that block chain can help improve the quality and speed of the audit
by offering verification that is more efficient and increased transparency
of financial data (Bohme and Christen, 2019).

Block chain can improve the quality and reliability of the audit by
offering increased transparency of financial data, but they also noted that
it is important to develop adequate standards and regulations to ensure
its effective and ethical use (Alhashmi and Al-Fazari, 2018).

17.4.3 Smart Contracts and Audit Profession: Good Future!

Smart contracts are agreements that automatically execute predefined
terms and conditions, as they are directly encoded into lines of code.
These contracts, along with their associated agreements, are stored on a
blockchain network and are enforced by the network itself.

One of the key benefits of using smart contracts on block chain
platforms is that they provide a high level of transparency, as all parties
have access to the same information and can see the terms of the agreement
and its execution. This eliminates the need for intermediaries and ensures
that the terms of the contract are enforced automatically, reducing the risk
of disputes and fraudulent behavior.

One additional benefit of smart contracts is their capability to
autonomously execute predefined actions when specific conditions
are fulfilled. For instance, a smart contract can be programmed to
automatically transfer funds from one party to another upon the fulfillment
of predetermined conditions, such as the successful delivery of goods or
services.
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Smart contracts can be used in a variety of industries, including
finance, supply chain management, real estate, and more. They can help
to streamline processes, reduce costs, and increase efficiency.

Overall, the use of smart contracts on block chain platforms provides
a secure, transparent, and efficient way to execute agreements and enforce
the terms of a contract.

Block chain can have a significant impact on the auditing profession
and audit firms by offering increased transparency, better collaboration
between auditors and companies, and a reduction of errors or fraud
risks in audited financial statements. However, it is important to develop
adequate standards and regulations to ensure effective and ethical use of
block chain in the audit sector (blockchainresearchinstitute.org/consulted
11/02/2023).

17.5 Conclusion

From an accounting and auditing perspective, block chain applications
have the potential to revolutionize the way financial information is
recorded, stored, and verified.

The primary advantage of blockchain technology lies in its capacity
to furnish a secure and unalterable record of transactions. This attribute
significantly augments the precision and dependability of financial
information while concurrently mitigating the risks associated with fraud
and errors.

Another benefit is that block chain technology can enable real-time
access to financial data, which can greatly improve the efficiency and
effectiveness of audits. Auditors would no longer need to spend time
gathering and reconciling data from multiple sources, as all transactions
are recorded on the block chain in a consistent and transparent manner.

Additionally, the use of smart contracts on block chain platforms
can automate many of the manual processes involved in accounting and
auditing, such as reconciling accounts and generating financial reports.
This can help to reduce errors and increase the speed of the auditing
process.

However, itisimportant to note that while block chain has the potential
to greatly improve the accounting and auditing process, it still requires
human oversight and interpretation. Auditors will still need to assess
the accuracy and completeness of the financial information stored on the
block chain, and ensure that it complies with relevant laws, regulations,
and accounting standards.
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